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■ Abstract. The relevance of the study is conditioned by the importance of expert investigations into war 
crimes committed on the territory of Ukraine. Since many of these crimes result in the death or injury 
of victims, forensic examinations play a key role in investigations under the Criminal Procedure Code. 
The purpose of the study was to update the significance of the results of forensic medical examination in 
proceedings on war crimes, and to identify problematic aspects of the appointment of such an examination 
simultaneously with proposals for ways to overcome them. The methodological basis of the study was general 
scientific (dialectical, analysis, synthesis, induction and deduction) and special methods (system and structural, 
comparative legal, formal logical). It is established that modern capabilities of forensic medical examination 
contribute to achieving the goal of pre-trial investigation of military torts in limited conditions of forming 
a high-quality evidence base for such proceedings. However, the effective use of the potential of forensic 
medical examinations is hindered by a number of problems caused not only by the consequences of active 
military operations, but also by shortcomings in the legal regulation of this type of forensic examination, 
imperfect organisation of the structure and functioning of forensic medical institutions during the time of 
emergency. Possible ways to overcome the identified difficulties are proposed: reorganisation of the structure 
of forensic medical institutions, in particular, by establishing a department for forensic examination of corpses 
within a mobile military hospital with the involvement of specially trained forensic experts; simplification of 
the procedure for processing documents where the results of external examination of the corpse are recorded; 
updating the regulatory support for the activities of forensic doctors during martial law. The practical 
significance of the study lies in the fact that the conclusions obtained will help expand the understanding of 
pre-trial investigation officers of the possibilities of forensic medical examinations in the investigation of war 
crimes, and will also help identify the problems arising when appointing such examinations and suggest ways 
to solve them

■ Keywords: criminal proceedings; investigative action; expert; forensic medicine; evidence
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■ Introduction
The results of forensic examinations during pre-trial 
investigations of certain categories of crimes and 
criminal offences are important. In certain cases, 
these studies can not only determine the line of 
pre-trial investigation, but also ensure its effective-
ness, form an evidence base, make procedural deci-
sions and, accordingly, guarantee the fulfilment of 
the main task of criminal proceedings – bringing 
the perpetrators to criminal responsibility, restoring 
the rule of law and justice. The results of involving 
experts are particularly significant in the investiga-
tion of war crimes, in conditions when the pre-trial 
investigation bodies face unprecedented challenges 
caused by the consequences of waging a war of ag-
gression on the territory of Ukraine. By the time of 
the large-scale invasion of the Russian Federation 
(hereinafter – RF) in Ukraine, there was virtually no 
practice of bringing to criminal responsibility for war 
crimes, and therefore, there were no scientific and 
methodological developments regarding the forensic 
support of their investigation.

As of 2023, prosecution for committing war 
crimes is extremely difficult. Among the reasons for 
this situation, in particular, the commission of some 
war crimes in the invaded territories and the inabil-
ity to detain the persons who committed them and 
conduct investigative (search) actions with them, 
since these subjects are mostly located on the terri-
tory not controlled by Ukraine, and in case of capture 
they can be transferred for exchange as prisoners of 
war. In such circumstances, it is extremely difficult to 
ensure a full investigation of criminal offences com-
mitted by such persons. 

The establishment of the evidence base and the 
procedural processing of evidence can be complicated 
by changes in the situation due to shelling, deaths or 
captivity, lack of access to the crime scene, the work-
load of law enforcement agencies and expert institu-
tions, etc. In such situations, conducting expert exam-
inations guarantees reliable forensically significant 
information, which creates an important basis for the 
evidence base in the investigation of war crimes. The 
results of forensic investigations are particularly rel-
evant and important in this context. These examina-
tions are most often assigned during investigations of 
bodily harm, murder, and sexual crimes, which can 
be either general or military, depending on the con-
textual element (Zack et al., 2021).

The study of the problems of investigation of war 
crimes in connection with the beginning of a full-
scale war in Ukraine has acquired unprecedented 
relevance, as evidenced by the rapid growth in the 

1Criminal Code of Ukraine. (April, 2001). Retrieved from https://ips.ligazakon.net/document/view/T012341?an=2339&ed=2009_01_01.
2 Ibidem, 2001.

number of scientific studies in this area among both 
Ukrainian and foreign scholars. Researchers drew at-
tention to the problematic issues of proving a crime 
under Article 438 of the Criminal Code of Ukraine1, 
in particular, O.V. Taran et al. (2022), characterised 
the circumstances to be proved. A.V. Shulzhenko 
(2022) identified the problems of proving the objec-
tive side of violating the laws and customs of war. 
I.V. Glowyuk & H.K. Teteryatnik (2022) substanti-
ated contextual elements in war crimes proceedings. 
A.I. Melnychuk & S.M. Melnychuk (2022) analysed 
problematic issues of legal qualification of acts under 
Article 438 of the Criminal Code of Ukraine.

Features of mechanisms of responsibility for 
war crimes committed as a result of the Russian in-
vasion of Ukraine were considered by O. Kaluzhna 
& K.  Shunevych (2022). O.M. Dufeniuk (2022) re-
vealed logistical and forensic issues of war crimes 
investigation. A. Salari & S.H. Hosseini (2023) crit-
ically examined the capacity of the International 
Criminal Court to investigate crimes of aggression. 
The problems of establishing an evidence base in 
investigations of crimes under martial law, as well 
as expert support for determining the amount of 
damage and losses from the destruction as a result 
of armed aggression of the RF were considered by 
A.A. Vozniuk & M.A. Hryha (2022) and M.M. Hryha 
(2022). The scientific and practical manual, which 
covers the issues of qualification and investigation 
of crimes under Article 438 of the Criminal Code of 
Ukraine2 at a high scientific level, was distinguished 
by its comprehensive approach (Chernyavskyi et al., 
2023). Standards for the investigation of war crimes, 
in particular, illegal deprivation of liberty and tor-
ture, are presented in methodological recommenda-
tions prepared by the author’s team of the Office of 
the Prosecutor General (Pashkovskyi et al., 2023).

The purpose of the study was to outline the mod-
ern possibilities of forensic medical examination as 
one of the main means of forming an evidence base 
in the investigation of war crimes and to identify 
problems that arise during the appointment of these 
studies and develop possible areas for their solution.

■ Materials and Methods
To achieve the purpose of the research, a wide range 
of scientific methods was used, and an integration 
approach was applied, which allowed the combina-
tion of general scientific and special methods, includ-
ing sources to ensure a comprehensive consideration 
of the problem. The dialectical method helped to an-
alyse the problems of forensic medical examination 
from different angles, revealing contradictions and 

https://ips.ligazakon.net/document/view/T012341?an=2339&ed=2009_01_01
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relationships between different aspects. It allowed 
considering the causes of problems and ways to solve 
them. The methods of induction and deduction were 
used to build a logical structure of research and solve 
the tasks set. Through induction, a general inference 
was made from specific examples, and deduction 
helped to apply laws to specific cases. The synthe-
sis was used to summarise the current potential of 
forensic medicine in the investigation of war crimes 
and other torts. The synthesis helped to identify key 
aspects and establish connections between them. The 
method of analysis allowed identifying problematic 
aspects of forensic medical examination in war con-
ditions and developing possible ways to overcome 
them. The analysis helped to understand the essence 
of the problems and find optimal solutions.

The system and structural method was used to 
classify the types of forensic examinations used in 
the investigation of war crimes. It helped to con-
sider their structure and find out typical problems. 
Using the comparative legal method, an analysis of 
the legislation regulating the conduct of forensic 
medical examinations was carried out, in particular, 
in wartime conditions. Comparison with other legal 
norms helped to highlight the features and short-
comings of the current legislation. The formal and 
logical method was used to develop promising ways 
to overcome the complications associated with fo-
rensic medical examination in the investigation of 
war crimes. It helped to develop logically sound rec-
ommendations.

One of the key elements was the use of compar-
ison to identify the provisions and practices of fo-
rensic medical examination in different countries or 
contexts, at different time intervals, which helped to 
understand unique aspects and identify possible ap-
proaches to solving problems. In the course of the 
study, papers by Ukrainian and foreign research-
ers who studied forensic medical examination and 
its role in the investigation of crimes were consid-
ered (Tatsiy et al., 2019; Erhard et al., 2022a; Cioffi 
& Cecannecchia, 2023). The use of forensic materials, 
including specific court decisions, has helped high-
light and highlight real-world cases and challenges 
faced by practitioners. The analysis of the provisions 
of the Criminal Procedure Code and the legislation of 
Ukraine provided the legal basis for the study1.

Experts from the practical environment were in-
volved to find out the current state of forensic med-
ical support. The experience of practitioners (inves-
tigators and experts), their feedback and views have 
become valuable sources of information on the cur-
rent state of forensic support for the investigation of 
war crimes and identification of problems.

1Criminal Code of Ukraine. (April, 2001). Retrieved from https://ips.ligazakon.net/document/view/T012341?an=2339&ed=2009_01_01.

■ Results and Discussion
After the beginning of the full-scale military aggres-
sion of the Russian Federation, forensic medical ex-
amination institutions were not prepared for such a 
large number of dead (deceased) persons (The war 
in..., 2023). This type of forensic examinations is de-
signed to solve extremely important issues in crimi-
nal proceedings on war crimes, in particular, those 
related to the determination of the cause of death of 
victims, the nature and degree of injuries inflicted, 
which is covered by the competence of forensic med-
ical examination.

Forensic medical examination is included in the 
list of urgent investigative (search) actions that are 
carried out primarily for the purpose of timely collec-
tion and preservation of evidence while documenting 
various types of war crimes, such as illegal depriva-
tion of liberty, hostage-taking, inhuman treatment, 
humiliation of dignity, torture, use of civilians as a 
“human shield”, premeditated murder of civilians, 
etc. The main purpose of a forensic medical exam-
ination in such cases is to immediately document 
injuries that may disappear over time (Pashkovskyi 
et al., 2023).

The range of areas of use of forensic medicine 
knowledge in the investigation of war crimes is quite 
wide. It covers:

1. Assistance to the investigator and prosecutor at 
the scene. This includes examinations of corpses and 
descriptions in the protocols of investigative (search) 
actions in relation to various injuries, such as gunshot 
wounds, burns of varying degrees, as well as other 
pathologies and injuries, considering anatomical data 
of the body structure and special terminology.

2. Conducting forensic medical examinations. 
This includes exhumation and examination of bodies 
from mass graves, autopsy of corpses to determine 
the causes of death, the duration of the postmortem 
period, the nature and characteristics of injuries, and 
the study of traces of biological origin.

3. Investigation of rapes and identification of per-
sons from the remains.

4. Implementation of toxicological, medical-fo-
rensic, and other complex studies.

5. Conducting examinations for obtaining biolog-
ical samples in cases of rape, suspected use of chem-
ical weapons, and poisoning caused by environmen-
tal pollution as a result of active military operations.

6. Involvement of minors in questioning, especially 
if they have witnessed or suffered from violence.

These areas of forensic medicine play a key role in 
collecting and documenting evidence of war crimes, 
as well as in identifying the circumstances and perpe-
trators of these cases (Dufeniuk, 2022). It should be 

https://ips.ligazakon.net/document/view/T012341?an=2339&ed=2009_01_01
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emphasised that the possibilities of forensic medical 
examinations today are quite sufficient to solve most 
of the tasks necessary to clarify the important cir-
cumstances of war crimes. This potential can become 
even more powerful if we work with experts from 
partner countries. It is appropriate to identify mod-
ern methods of identification in forensic medicine, 
which are improved, implemented in practice and 
can be used, among other things, to solve the prob-
lems of criminal proceedings in the investigation of 
war crimes. Determining the timing of the burial of 
corpses during the examination of skeletal remains is 
difficult and in demand in the current environment. 
The available methods do not solve this problem sep-
arately. For this purpose, it is proposed to use the 
method of infrared spectrophotometry (IRS) of bone 
tissue, the spectra of which are transformed depend-
ing on the duration of the post-mortem period.

Graphic reconstruction of the face is effective 
(more than 70%) in order to establish the identity of 
the victim when identifying remains that cannot be 
identified (Aleksandrenko, 2021). The methodology 
of dimensional characteristics of the auricles is con-
sidered to be effective, as it is characterised by the 
absence of subjectivity and guarantees the reliability 
of the research results, regardless of the professional 
skills and experience of the expert. The technique of 
creating 3D models (including traces, damage, trau-
matic objects, etc.) has significant potential for use 
in identification. In particular, this approach can be 
applied to portrait expertise based on metric and de-
scriptive characteristics of appearance. Models of the 
auricle are used during comparative studies to sup-
plement the database of facial identification signs. It 
is relevant that for the implementation of this tech-
nique, data obtained using UAVs can be used, and 
the preservation of 3D models in various formats al-
lows placing them in graphic editors (Autodesk 3ds 
Max, etc.) and conducting subsequent modelling of 
various situations, considering the initial data of the 
pre-trial investigation (Aleksandrenko, 2021). The 
use of copy models significantly expands the possibil-
ities and increases the level of visibility and eviden-
tiary potential of the conducted examinations. The 
range of objects that can be modelled using digital 
images is extremely wide (clothing with injuries, a 
bone fragment with fractures, a corpse, etc.).

With the help of spectral analysis of speech sig-
nals, as one of the methods of person identification, 
it is possible to extract stable identification features 
that characterise the biometric parameters of the 
speaker’s speech. Personal computers with special-
ised Justiphone software installed can be used as 
spectrum analysers. In some cases, such a method as 
Virtopsy (virtual autopsy), which is one of the modern 
areas of development of autopsies, can become indis-
pensable. With its help, it is possible to get important 

information about injuries to bones and soft tissues, 
without using a mechanical autopsy of the body. Vir-
topsy allows getting a 3D image and observing the 
event in virtual reality. Other methods used for the 
study of physical evidence include: the use of digi-
tal photographs as objects for forensic medical ex-
amination of traces-layers of blood; evidence-based 
methods for detecting traces of blood, the use of which 
clearly establishes the presence or absence of human 
blood on certain objects (Aleksandrenko, 2021).

In the context of the issue under study, it is also 
worth paying attention to the possibilities of methods 
used during forensic examination of gunshot injuries 
(Smiievska & Savka, 2020; Jabara et al., 2021), be-
cause it is this kind of damage that most often be-
comes the subject of forensic medical examinations 
during the investigation of war crimes. In particular, 
the method of forensic diagnostics of the type and 
characteristics of the main traumatic factor in gun-
shot injuries by three-dimensional spatial reconstruc-
tion deserves attention. This method allows creating 
a three-dimensional model of not only the entire hu-
man body, but also an individual body injury, which 
makes it possible to carry out a comprehensive as-
sessment of external and internal injuries of the body 
and to conduct a retrospective diagnosis of the trau-
matic factors that caused them as accurately as possi-
ble (Zmiievska & Savka, 2020). 

Thus, the modern capabilities of forensic science 
are quite powerful, and their level is sufficient to 
meet the needs of pre-trial investigation, in particu-
lar, in proceedings on war crimes. However, the ef-
fective use of modern innovations and technologies 
in law enforcement activities is hindered by a num-
ber of complications, one of which is the basic lack of 
knowledge among employees of pre-trial investiga-
tion bodies about the capabilities and potential of fo-
rensic examinations and the range of issues resolved 
by forensic experts. As a result, important issues for 
pre-trial investigation are not raised (or incorrectly 
formulated), investigation is not conducted (or not 
conducted in full), which significantly limits the pos-
sibilities for forming a high-quality evidence base in 
criminal proceedings. 

With the start of Russia’s full-scale invasion, these 
problems have become even more acute. The prac-
tice has demonstrated the inability of territorial fo-
rensic medical examination bureaus to provide their 
own effective and timely execution of the required 
number of examinations, without using the help of 
additional forces and means from other territorial 
divisions, in particular, by sending some forensic ex-
perts to regions where a large number of investiga-
tions are conducted (Erhard et al., 2022b; Kaluzhna & 
Shunevych, 2022). The way out of this situation may 
also be to involve representatives of expert institu-
tions of partner states in conducting forensic medical 
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expert investigations in the de-occupied territories. It 
should be emphasised that the experience of organ-
ising such international special temporary missions 
already exists. Thus, E.Q.  Reyes & M.I.B.  Romero 
(2023), analysing the contribution of forensic an-
thropology to the investigation of war crimes by 
the International Criminal Tribunal for the former 
Yugoslavia during the armed conflict of 1992-1995, 
concluded that the work of these professionals pro-
vided evidence of systematic attacks during which 
civilians were killed as part of the implementation 
of the national policy of extermination of ethnic and 
religious groups in the region. In addition, the re-
searchers also highlight the importance of involving 
Latin American specialists in these investigations, 
emphasising that such experience has enriched rele-
vant research activities in Latin America itself. 

O.M. Dufeniuk (2022) emphasised the impor-
tance of the participation in the work of the afore-
mentioned tribunal of Danish and Swedish expert 
groups that conducted investigations in Kosovo in 
1999. The researcher notes that as a result of autop-
sies conducted by such groups of bodies, it was con-
firmed that the death in the vast majority of cases 
was caused by gunshot wounds. There is a similar 
experience in Ukraine. In particular, French experts 
came to Ukraine to help investigate war crimes of the 
RF after the discovery of mass graves in the de-occu-
pied territories. The mission arrived with a DNA lab-
oratory and high-quality equipment to examine and 
identify the bodies. It operated in Ukraine for two 
weeks. The evidence obtained as a result of coopera-
tion with French colleagues can be used both in na-
tional investigations and transferred to the Interna-
tional Criminal Court (French experts have..., 2022).

The war led to the effective organisation and im-
provement of international cooperation in this area. 
Before the start of a full-scale invasion, researchers 
stated (Tatsiy et al., 2019) that cooperation in the 
field of forensic medical examination in criminal 
proceedings, in particular, between Ukraine and the 
Republic of Poland, is quite formal, which does not 
contribute to the effective use of the results of profes-
sional activities of experts in criminal proceedings. 
Under the influence of wartime conditions, problems 
in the legal regulation of the activities of forensic doc-
tors also worsened. Thus, researchers and practition-
ers have previously noted that the current national 

1Order of the Ministry of Health of Ukraine No. 6 “On the Development and Improvement of the Forensic Medical Service of Ukraine”. 
(1995, January). Retrieved from https://zakon.rada.gov.ua/laws/show/z0248-95#Text.
2Law of Ukraine No. 4038-XII “On Forensic Examination”. (2022, January). Retrieved from https://zakon.rada.gov.ua/laws/show/4038-
12#Text.
3Order of the Ministry of Internal Affairs of Ukraine, the Ministry of Health of Ukraine and the Office of the Prosecutor General 
No. 177/450/46 “On the Approval of the Procedure for Interaction Between the Bodies and Units of the National Police of Ukraine, 
Health Care Institutions and the Prosecutor’s Office of Ukraine When Establishing the Fact of the Death of a Person During Martial Law 
on the Territory of Ukraine”. (2022, March). Retrieved from https://zakon.rada.gov.ua/laws/show/z0317-22#Text.

legislation in the field of forensic medical examination 
is riddled with numerous gaps and conflicts, filled with 
letters from the Ministry of Health (MOH) of Ukraine 
instead of regulatory decisions. Consequently, acute 
legal uncertainty creates difficulties in law enforce-
ment, which negatively affects the protection of hu-
man rights and violates the rule of law standards 
(Senyuta et al., 2020). There are also problems with 
the legal regulation of such an important area today 
as molecular genetic expertise, in particular, in terms 
of the need for legislative regulation of the procedure 
for selecting biological samples from various cate-
gories of persons and entering them into automated 
databases of DNA profiles (Stepaniuk et al., 2019).

Neither the Order of the Ministry of Health of 
Ukraine “On the Development and Improvement of 
the Forensic Medical Service of Ukraine”1 nor the 
Law of Ukraine “On Forensic Examination”2 contain 
provisions on the organisation and support of the ac-
tivities of forensic institutions in the area of damage 
both during active hostilities and other emergency 
periods (natural disasters, technological disasters, 
accidents, etc.). An attempt to urgently address the 
urgent needs of practice in the conditions that devel-
oped immediately after the start of full-scale aggres-
sion in February 2022 was the adoption of a joint or-
der of the Ministry of Internal Affairs of Ukraine, the 
Ministry of Health of Ukraine and the Office of the 
Prosecutor General No. 177/450/46 of 09.03.2022 
“On the Approval of the Procedure for Interaction 
Between the Bodies and Units of the National Police 
of Ukraine, Health Care Institutions and the Prosecu-
tor’s Office of Ukraine When Establishing the Fact of 
the Death of a Person During Martial Law on the Ter-
ritory of Ukraine”. This regulation gives the right to 
employees of health care institutions to issue medical 
death certificates and carry out the issuance/burial 
of bodies without a referral for forensic examination, 
provided that the examination of the corpse was car-
ried out by an employee of the health care institution 
and the fact of absence of signs of violent death was 
established or based on medical documentation that 
is available (without clarification)3. However, this 
document, despite its reasonable purpose, caused a 
lot of questions among forensic doctors. 

This refers, in particular, to the norm that pro-
vides that in the case when it is impossible to con-
duct an examination of the victim, it is allowed, in 

https://zakon.rada.gov.ua/laws/show/z0248-95%23Text
https://zakon.rada.gov.ua/laws/show/4038-12%23Text
https://zakon.rada.gov.ua/laws/show/4038-12%23Text
https://zakon.rada.gov.ua/laws/show/z0317-22%23Text
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some cases, to conduct an expert examination only on 
the basis of medical documentation (medical history, 
individual card of an outpatient patient, etc.), if the 
available documents are original and contain all the 
necessary information. However, practitioners em-
phasise (Erhard et al., 2022b), that if there is a need 
to establish the exact time of receiving injuries, the 
forensic medical expert will not be able to provide 
an unambiguous answer based on incomplete/‌inac-
curate data in medical documents. In addition, this 
Order1 provides for the possibility of conducting a 
forensic medical examination (external examina-
tion) or forensic medical examination (autopsy) of a 
corpse “on the basis of a decision, referral, statement 
or other document drawn up by an authorised person 
of the military administration, the National Police of 
Ukraine, the Prosecutor’s Office, the Security Service 
of Ukraine, or other authorised bodies”. However, 
this contradicts the provisions of the Law of Ukraine 
“On Forensic Expertise”2, where the grounds for con-
ducting a forensic examination are the relevant deci-
sion of the court or the pre-trial investigation body, 
or if ordered by other parties – the existence of a 
contract with an expert or expert institution.

Paragraph 4 of Section IV3 of the above joint or-
der states that “based on the results of the examina-
tion of the corpse, after clarifying the circumstances 
of death and in the absence of signs of violent death 
or suspicion of such, the territorial health care insti-
tution shall be notified of the need to issue a medical 
death certificate”. Informing the territorial health 
care institution is assigned to an authorised employee 
of the bodies and divisions of the National Police of 
Ukraine, according to which it is necessary to issue 
a medical death certificate. However, there are ques-
tions about the procedural implementation of these 
provisions, because the prospect of issuing a medical 
death certificate only from the words of an author-
ised employee of the bodies and divisions of the Na-
tional Police of Ukraine seems doubtful. It is neces-
sary for a doctor to directly examine the body before 
issuing a medical certificate of death, or at least after 
examining the puncture wound at the scene. There 
were cases when the National Police of Ukraine in-
correctly established the category of death (for exam-
ple, in the case of hanging, they mistakenly indicated 
“no signs of violent death”), did not show signs of 
a closed craniocerebral injury, or did not recognise 
poisoning, although there were corresponding indi-
cators. In this context, it is considered legally wrong 

1Order of the Ministry of Internal Affairs of Ukraine, the Ministry of Health of Ukraine and the Office of the Prosecutor General 
No. 177/450/46 “On the Approval of the Procedure for Interaction Between the Bodies and Units of the National Police of Ukraine, 
Health Care Institutions and the Prosecutor’s Office of Ukraine When Establishing the Fact of the Death of a Person During Martial Law 
on the Territory of Ukraine”. (2022, March). Retrieved from https://zakon.rada.gov.ua/laws/show/z0317-22#Text.
2Law of Ukraine No. 4038-XII “On Forensic Examination”. (2022, January). Retrieved from https://zakon.rada.gov.ua/laws/show/4038- 
12#Text.
3Ibidem, 2022.

for doctors to issue medical death certificates based 
solely on police reports without personally examin-
ing the body of the deceased person (Erhard et al., 
2022). Consequently, the mentioned order obviously 
requires revision to bring its provisions in line with 
the current legislation and the needs of practice. 

The problematic issues of legal regulation of the 
activities of forensic doctors have already been con-
sidered by both foreign and Ukrainian researchers. 
A.  Cioffi & C.  Cecannecchia (2023), investigating 
the role of forensic medicine in the investigation of 
war crimes in the context of the Russian-Ukrainian 
conflict, focused on standardising the work of foren-
sic doctors combined with reviewing the shortcom-
ings identified in the Rome Statute. The findings of 
researchers can be considered when updating the 
Ukrainian legislation on the organisation of forensic 
medical examination. In this context, it is also worth 
paying attention to the study by V.Y.  Tatsiy et al. 
(2019). Focusing on the importance of forensic exam-
ination in the investigation of crimes related to tor-
ture, the researchers analysed the compliance of the 
activities of forensic doctors with the Convention on 
Human Rights and Fundamental Freedoms, the Con-
vention against Torture and Other Cruel, Inhuman or 
Degrading Treatment or Punishment, and other inter-
national and Ukrainian legal acts. The inconsistency 
of the practice of forensic legal norms with the mod-
ern procedural needs in the qualification of crimes 
in the field of medical activity was pointed out by 
S. Lykhova et al. (2020). The researchers insisted on 
the need to introduce rules for conducting forensic 
medical examinations in cases of assessing the provi-
sion of medical care to unify approaches to conduct-
ing forensic medical examinations on the quality of 
medical care, in particular, establishing criteria for 
evaluating treatment, shortcomings in the provision 
of medical care and establishing a causal relationship 
with adverse consequences.

In addition to the above-mentioned complica-
tions, the effectiveness of forensic medical exami-
nations in war crimes proceedings is negatively 
affected by other factors that characterise the pro-
cess of pre-trial investigation of such acts as a whole. 
Among the most significant are the following: in-
tensive changes in the operational situation; frequent 
changes in the location of military units; death, injury, 
captivity of participants in the proceedings during 
combat operations; distortion of the scene due to oc-
cupation, bombing, or shelling; limited access to the 

https://zakon.rada.gov.ua/laws/show/z0317-22%23Text
https://zakon.rada.gov.ua/laws/show/4038- 12%23Text
https://zakon.rada.gov.ua/laws/show/4038- 12%23Text
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scene due to mining or sniper attacks; a significant 
number of proceedings carried out simultaneously 
in a limited time; bringing to criminal responsibil-
ity of the parties to an armed conflict; the inability 
to identify corpses after a significant period of time 
from the moment of death to the beginning of the in-
vestigation; difficulties in collecting evidence due to 
shootings in places where the presence of undesirable 
witnesses was excluded; a limited amount of military 
information (documents, objects, photos from drones, 
transcribed recordings of radio intercepts, etc.), which 
is provided to the criminal justice authorities for in-
vestigation purposes (Batiuk & Dmytriv, 2021).

It follows from the above list that the main prob-
lems regarding the appointment of forensic medical 
expertise in war crimes proceedings are often associ-
ated with the inability to obtain high-quality mate-
rials and samples for expert investigation, primarily 
due to the lack of full access to the scene of the in-
cident or too long a period of time that has passed 
since the commission of the crime, which leads to 
distortion or loss of a significant number of traces. 
Thus, O.M. Dufeniuk (2022) noted that during the 
investigation of war crimes, there is often a need 
to identify corpses, which can be done visually (by 
signs of appearance, related things and documents) 
or through research in the field of forensic odontol-
ogy and/or genomic DNA. Significant complications 
of the work of a forensic doctor are caused by a long 
stay of the corpse in open moist air, burial in moist 
soils and “mass graves”, which cause the processes of 
rotting, autolysis, saponification of the corpse; frag-
mentation of the corpse as a result of explosions, fire-
arms, and other injuries; repeated movement of the 
corpse by unauthorised persons, changing the place 
of burial, and thus – the trace pattern.

Thus, the most important challenge as of 2023 is 
the timely conduct of forensic medical examinations, 
especially in cases of prolonged occupation, where 
the real impossibility of performing such examina-
tions arises due to the rapidly destructive nature 
of the objects under study. Obviously, a significant 
number of signs (identification and/or diagnostic) 
necessary for conducting a qualitative expert inves-
tigation disappear or are distorted due to inevitable 
physical processes (wound healing, tissue decompo-
sition, disappearance of micro traces, etc.). At the 
same time, forensic examinations of corpses are of-
ten carried out after exhumation, while examinations 
in cases of sexual violence are generally meaningless 
after a long time. In this sense, the proposals on the 
expediency of making additions to Article 615 of the 
Criminal Procedure Code1 are not devoid of logic, in 
particular, regarding the abolition of the requirement 

1Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#n5092.

to conduct a forensic medical examination during 
the investigation of war crimes in the event of an 
objective impossibility of its timely conduct and the 
irrationality of such from the standpoint of forming 
the evidence base of proceedings under occupation. 
Otherwise, war criminals may avoid criminal liability 
due to the lack of opportunities to prove their guilt in 
the form established by procedural law (Kaluzhna & 
Shunevych, 2022). 

It is also worth focusing on the problem that 
arises due to the lack of a sufficient number and ar-
rangement of morgues where the bodies of the dead 
are stored until a forensic medical examination is 
carried out. This issue became quite acute after the 
de-occupation of certain territories (Kyiv and Kharkiv 
oblasts) and the discovery of a significant number of 
people killed there, including in mass graves. It seems 
that the way out of this situation could be mobile 
refrigerated morgues, which, if necessary, would be 
sent to the appropriate locations. Another problem 
highlighted by N.M. Erhard et al. (2022b), is the im-
proper organisation of the structure of forensic insti-
tutions in areas with special conditions (where active 
hostilities are taking place, as well as in de-occupied 
territories where mass graves have been discovered 
and a significant number of forensic examinations 
are required). Therefore, there is an urgent need to 
develop an effective organisational structure for such 
institutions and adjust their activities during a spe-
cial period in order to ensure the most effective work 
of forensic medical institutions. 

The most promising way out of the current situ-
ation is to establish a mobile forensic department for 
the examination of corpses as a separate component 
of the mobile military hospital, involving forensic ex-
perts who have undergone special training and are 
able to carry out expert work in the difficult condi-
tions of active hostilities. To ensure the effectiveness 
of the mobile unit, it is necessary to develop a struc-
ture of units that would ensure not only speed and 
consistency, but also coherence of the work of foren-
sic experts in such difficult conditions. It is necessary 
to simplify the procedure for documenting the results 
of the examination of the body of a deceased person 
in cases of violent and nonviolent death, when it is 
not possible to carry out photographic recording af-
ter a limited time. This will help speed up forensic 
investigations and increase their volume in the event 
of mass deaths during active hostilities. 

■ Conclusions
Thus, the analysis of the current state of the scientific 
potential of forensic medical examination indicates 
that the use of the results of special knowledge in this 

https://zakon.rada.gov.ua/laws/show/4651-17#n5092
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area for the needs of pre-trial investigation bodies of 
war crimes is a powerful tool for the formation of a 
high-quality evidence base, especially in conditions 
when the activities of law enforcement officers are 
extremely complicated by the consequences of ac-
tive combat operations, which makes it impossible to 
carry out a significant part of investigative (search) 
measures. However, the most effective use of the 
capabilities of forensic medical examination in the 
studied proceedings is hindered by a number of prob-
lematic aspects. Firstly, this is conditioned by gaps in 
the regulatory support for the activities of forensic 
doctors and insufficient organisation of the structure 
of forensic medical institutions, which leads to a sig-
nificant overload of these specialists. Secondly, the 
lack of knowledge of the capabilities of forensic med-
ical examinations and the range of issues that can be 
resolved within the framework of these studies also 
complicates the situation. 

The necessity of making changes to the cur-
rent legislation regulating the activities of forensic 
medical experts and reorganising the structure of fo-
rensic medical institutions, considering the needs of 
practice in war conditions, is substantiated. To opti-
mise the work of forensic doctors in regions where 
there is a need to conduct a significant number of 
forensic medical examinations (mass graves, vic-
tims of rocket attacks, etc.), it is proposed to attract 

specialists from forensic medical institutions from 
other areas, as well as experts from partner countries 
within the framework of international cooperation. 

The need to provide a sufficient number of mo-
bile refrigerated morgues to preserve the bodies of 
the dead in the absence of the possibility of their 
placement in stationary morgues has been estab-
lished. The author emphasises the need to conduct 
educational activities (publication of relevant meth-
odological materials, scientific and practical events, 
and in-service training) among pre-trial investigation 
officers on the possibilities of forensic medical exam-
inations in the investigation of war crimes, the range 
of issues addressed by forensic physicians and their 
correct formulation. Promising areas for further stud-
ies on this topic may include investigation of the de-
velopment of effective mechanisms for improving the 
legal regulation of the activities of forensic medical 
experts during martial law and proposals for the re-
structuring of forensic medical institutions consider-
ing the requirements of war to maximise the rational 
use of their potential in war conditions. 
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■ Анотація. Актуальність дослідження зумовлена важливістю експертних досліджень у воєнних 
злочинах, які вчиняють на території України. Оскільки чимало з таких злочинів призводять до 
смерті або тілесних ушкоджень потерпілих, судово-медичні експертизи відіграють ключову роль у 
розслідуванні відповідно до Кримінального процесуального кодексу. Мета дослідження полягала в 
актуалізації значення результатів судово-медичної експертизи в провадженнях про воєнні злочини, 
виявленні проблемних аспектів призначення такої експертизи одночасно з пропозиціями щодо напрямів 
їх подолання. Методологічним підґрунтям статті слугували загальнонаукові (діалектичний, аналізу, 
синтезу, індукції та дедукції) та спеціальні методи (системно-структурний, порівняльно-правовий, 
формально-логічний). Констатовано, що сучасні можливості судово-медичної експертизи сприяють 
досягненню мети досудового розслідування воєнних деліктів в обмежених умовах формування якісної 
доказової бази таких проваджень. Однак на заваді ефективному використанню потенціалу судово-
медичних експертиз стоїть низка проблем, спричинених не лише наслідками ведення активних 
бойових дій, а й недоліками нормативно-правового регулювання цього виду судових експертиз, 
недосконалою організацією структури та функціонування судово-медичних установ в особливий 
період. Запропоновано можливі напрями подолання виявлених складнощів: реорганізація структури 
судово-медичних установ, зокрема шляхом утворення в складі мобільного військового шпиталю 
відділу судово-медичної експертизи трупів із залученням до його роботи спеціально підготовлених 
судово-медичних експертів; спрощення порядку оформлення документів, де фіксують результати 
зовнішнього огляду трупа; оновлення нормативно-правового забезпечення діяльності судових медиків 
у період дії воєнного стану. Практичне значення статті полягає в тому, що отримані в ній висновки 
сприятимуть розширенню розуміння працівниками органів досудового розслідування можливостей 
судово-медичних експертиз під час розслідування воєнних злочинів, а також допоможуть виявити 
проблеми, що виникають під час призначення таких експертиз, і запропонувати шляхи їх розв’язання

■ Ключові слова: кримінальне провадження; слідча дія; експерт; судова медицина; доказ
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■ Abstract. The experimental study is devoted to solving the problem of perception and understanding by 
investigators of the National Police of Ukraine of forensic information about offences presented in the form of texts. 
The expediency of forming the personality of a specialist investigator based on the competence approach is declared, 
due to which the contradiction between the professionalism of the individual and the professionalism of the activity 
is eliminated in the educational process. The purpose of the study was to establish correlates of understanding 
(sensemaking) of the forensic text by investigators in the process of its compression; personal factors that mediate 
the investigator’s understanding of official information in the text form of the presentation. The methodological 
tools were based on the method of structural and functional analysis and empirical methods, systematic, teleological, 
and dialectical approaches that allowed analysing the dynamics of text information transformation and changes in 
the parameters of its mental reflection in the subject’s thinking. The study established the dynamics of compression 
of experimental texts, features of the intensity of text compression depending on the time modes of working with 
it and individual characteristics of the investigator’s cognitive processes – perception, memory, and thinking. The 
highest intensity of compression of the expanded text and the allocation of significant information is achieved 
in the conditions of free time working with the text. It is proved that at the initial stage of understanding a text 
message, the ratio between the main and concretising elements of information is a criterion of competence, and 
at the final stage of understanding – the intensity of sensemaking. The indicators of text compression intensity are 
analysed and it is revealed that under the conditions of a given operating mode, the elimination of text elements 
occurs more intensively than in the conditions of free time mode. It is proved that the ratio between the intensity 
of compression and the level of text connectivity has direct proportional relationships at all stages of compression. 
It is established that the process of understanding is significantly influenced by typological features of conceptual 
and figurative components of memory and thinking. The provisions formulated in the paper will contribute to the 
search for more effective methods of professional and psychological training of future investigators and improve 
the psychological support of investigative activities

■ Keywords: investigative activity; text data; material comprehension; text compression; correlates of 
perception; personal factors
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■ Introduction
The establishment of the National Police in Ukraine 
provides for the reform of professional education 
based on competence, acmeological, and systematic 
approaches. This requires rethinking scientific, theo-
retical, and technological experience in the investi-
gation of offences and strengthens interdisciplinary 
links aimed at developing the competencies of future 
investigators. The structure of the professional com-
petence of a police investigator includes a number of 
functional competencies, among which the key one 
is informational, which determines the understand-
ing and translation of forensically important infor-
mation. The carriers of this information are oral and 
written texts that require the investigator to be able 
to display, structure, comprehend, and build mental 
constructs. Of particular importance is understand-
ing as a system-forming process that combines per-
ception with knowledge, during which new concepts 
and systems of understanding the objects of an of-
fence are formed.

Information about an offence is a socially signifi-
cant factor, and knowledge is a personal one. That is 
why the development of information competence of an 
investigator has the following areas: the ability to un-
derstand this information, and then turn it into knowl-
edge as a personal asset. This process is determined 
by the personal characteristics of the investigator and 
the individual style of Information work mediated by 
them. Theoretical, methodological, and technological 
studies of cognitive psychology and psycholinguistics 
contribute to the clarification of the latter. Under-
standing is prepared by analysis in its various forms 
and completed by synthesis. A significant contribution 
to the development of ideas about semantic constructs 
of language understanding was made by American 
psycholinguist D. Slobin (2017). The theoretical foun-
dations of understanding information presented in the 
form of texts are established by the prominent scien-
tist N. Chomsky (2015). He emphasised the most im-
portant social and mental contexts in the perception 
and understanding of textual information.

Thus, a number of studies by L.M. Kisil (2021), 
H. Eldridge (2019), J. Monckton-Smith et al. (2022) 
are devoted to the investigation of various method-
ologies of information work of investigators and fo-
rensic scientists, the collection and interpretation of 
evidentiary data, and their weight in the materials 
of criminal cases. Australian researcher L.M. Howes 
(2017), found that investigators do not pay enough 
attention to scientific research in criminal investiga-
tions. This is especially true for the procedures for 
collecting, evaluating, and using information about 
the event of an offence, as a result of which these 
procedures are marked by the arbitrariness of inves-
tigators and largely lose their evidentiary value in 
court proceedings.

The authors agree with the idea that the process 
of understanding the text consists in highlighting the 
reference nodes in it, translating the text into “one’s 
own language”, gradually rearranging it, compress-
ing this text to simple judgments about the meaning 
of the message (Molyako, 2019; Miroshnychenko, 
2019; Panchenko, 2022). O.V. Heina (2022) investi-
gated aspects of presentation as a form of compres-
sion of a scientific text. The researcher analysed the 
key steps of preparing and conducting a presentation, 
and the influence of certain personal characteristics 
on the process of creating a presentation. It is estab-
lished that teaching text compression includes the 
development of students’ culture of working with sci-
entific materials, improving the skills of analysing, 
understanding, and writing secondary scientific texts 
based on the structural reflection of the source text.

The investigator’s information activity is clearly 
systemic in nature. The collection of information 
about the event of an offence is carried out from var-
ious sources – direct participation in the conduct of 
investigative and operational actions, the procedure 
for interrogating participants in the investigation, 
analysis of documents and printed materials, which 
provides for an initial assessment, systematisation, 
and generalisation of the information received. How-
ever, the most important stage of working with infor-
mation is the mental recognition by the investigator 
of the most significant features of an offence, under-
standing its circumstances, the behaviour of partici-
pants in the event, and creating holistic model ideas 
about its course, which is embodied by the investiga-
tor in working notes, diagrams, and text documents 
provided for by procedural requirements. It is this 
stage that characterises the specifics of the psycho-
logical process of isolating the most significant se-
mantic units from text media, its recombination in 
the internal thinking language, and further extrap-
olation into the text materials of the case under in-
vestigation. The information search for research on 
the above-mentioned stage of the investigator’s work 
with text information showed the absence of signif-
icant scientific developments that can contribute to 
improving the effectiveness of the investigation and 
improving the relevant information competencies of 
the investigator of the National Police of Ukraine.

The purpose of the study was to establish the 
determinants of understanding the forensic text by 
investigators in the process of its compression; per-
sonal characteristics that contribute to the investiga-
tor’s understanding of official information presented 
in text form. Research tasks are selected according to 
the purpose:

- set time parameters for text compression while 
understanding it;

- characterise the specifics of isolating predicates 
of a legal text in the process of sensemaking;
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- determine the dependence of text understand-
ing on certain personal factors.

■ Literature Review
Some studies of Ukrainian and foreign researchers 
give fragmentary ideas about working with infor-
mation in the system of law enforcement agencies, 
which actualises this problem, especially in the 
context of optimising the information support of 
the process of investigating offences at the modern 
scientific and technological level. L. Hudachek & 
A. Quigley-McBride (2022) investigated the impact 
of pre-existing beliefs and biases on information per-
ception and understanding. Pre-existing beliefs have 
been found to influence the perception and interpre-
tation of new relevant information, especially the as-
sessment of forensic psychologists’ testimony. Since 
both sides of the trial involve experts who support 
their position, the jury must face different expert 
opinions. The researchers analysed how biases affect 
jury judgments based on congruence and non-con-
gruence of information from different experts.

A. Arndorfer & S.D. Charman (2022) investigated 
the effect of various methods for assessing the relia-
bility of witness cognition on the reliability-accuracy 
ratio. In their opinion, there are no significant differ-
ences in the ratio of reliability and accuracy depend-
ing on the nature of the reliability assessment – ver-
bal and descriptive reports on reliability turned out 
to be the same diagnosis of identification accuracy 
as numerical reports on reliability. Therefore, relia-
bility acts as a predictor of accuracy, including when 
the witness’s confidence is achieved through open 
responses. Thus, it is proved that the use of any of 
the above-mentioned assessment techniques (scales 
containing either words or numbers, or a verbatim 
report from the words of a witness) can contribute 
to the reliability and accuracy of the information re-
flected in the testimony.

American researchers L.  Carlson et al. (2022) 
identified and analysed some of the determinants of 
professional communication of investigative subjects 
that determine the effectiveness of coordinating ac-
tivities for collecting, evaluating, and interpreting 
evidence. Special attention is paid to the information 
saturation of evidence and the correction of individ-
ual interpretation under the influence of communica-
tive interaction. Canadian forensic scientists B. Snook 
et al. (2020) critically evaluate the step-by-step inter-
view model that the Royal Canadian Mounted Police 
(RCMP) has implemented in Canada. They provide 
compelling empirical evidence that the three basic 
practices (minimisation of guilt, mischaracterisation 
of evidence, and setting leading questions) in the 
step-by-step interrogation model lead to distortion of 
evidentiary information and, consequently, jeopard-
ise the truth-finding function in police interrogations. 

In addition, the researchers concluded that the pro-
motion and dissemination of an interrogation proto-
col containing dangerous or untested methods may 
prevent detectives and Investigators of the Royal 
Canadian Mounted Police from achieving their goal 
of obtaining voluntary statements and accurate in-
formation.

Important are the research on the use of artificial 
intelligence to classify types of crimes, in particular, 
F. Schiliro et al. (2021) propose an innovative ap-
proach to identifying types of crimes. They use cog-
nitive computing-enabled neural networks (CC-CNN) 
that are based on unstructured text data. Training 
algorithms are designed to provide police investi-
gators with support and assistance in understanding 
different types of crimes. Another important task of 
investigators is to establish the motives of criminal 
offences. J. Chopin et al. (2021) investigate the issue 
of unmotivated homicides. They note that such mur-
ders are characterised by a lack of a clear motive, 
which can create difficulties for the investigation. 
The authors of the study suggest analysing models 
of geographical mobility and other aspects associated 
with such murders to better understand the situation. 
Their study allows the identification of various mo-
bility patterns associated with unmotivated homi-
cides and their correlations of criminal events.

Research on the problems of perception and un-
derstanding of information presented in text form 
focuses on individual and typological features of the 
cognitive sphere of the individual. I. Khizhnyak & 
N. Lyashov (2019) discussed the features of decod-
ing three-dimensional texts by philological students, 
considering their future professional activities. They 
emphasised the role of cognitive skills and personal 
characteristics in the process of perception of texts. 
The results of their research showed that the per-
ception of a literary text depends on the psycho-
logical type of student and their degree of personal 
professional development. Although philological 
students have developed skills in reproducing infor-
mation from large texts, their ability to understand 
the subtext and motives of authors and characters 
is less developed. This highlights the importance of 
studying the deep mechanisms of these processes 
and developing practical measures for their further 
development.

Thus, a number of modern studies have estab-
lished the basis for determining the factors and deter-
minants of the investigator’s information activity, in 
particular, those facts and circumstances of offences 
that are revealed in the process of obtaining informa-
tion from its carriers – participants in the investiga-
tion, and which is extrapolated in the form of oral or 
written texts. These texts in the form of documents, 
protocols, and records on technical devices are per-
ceived by the investigator, re-structured, compressed, 



Perception and understanding of information as determinants of the investigator's professional competence

Scientific Journal of the National Academy of Internal Affairs, 28(2) 22

and acquire the quality of objective knowledge about 
the event of the offence, and are fixed in the forms 
provided for by the current legislation.

■ Materials and Methods
The systematic approach facilitated an understanding 
of the integrity of the perception of text information, 
recombination and synthesis of semantic elements of 
the text, and the relationship and interaction of the 
text compression process with the personal charac-
teristics of the investigator. The importance of con-
sidering the content characteristics and psychologi-
cal essence of the investigator’s information activity 
in the context of the category “cognition” is substanti-
ated based on a teleological approach. The dialectical 
approach led to an understanding of the dynamics of 
text information transformation and changes in the 
parameters of its mental reflection in the subject’s 
thinking. Using the method of structural and func-
tional analysis, the parameters of mental processing 
of text information and the role of individual mental 
cognitive processes in the process of sensemaking are 
determined. 

In addition, a number of empirical methods were 
used in the study. In particular:

- modified text analysis method DITEX (dia-
gram-text-sense) by N.V. Chepeleva (2015) is aimed 
at determining the structure of the text and the ratio 
of sensemaking and concretising text elements, the 
effectiveness of preserving basic information and the 
area of text compression;

- questionnaire focused on identifying features of 
thinking (Questionnaire determination of..., 2022);

- G. Ebinghaus’ blank methods and Bourdon-An-
fimov tables for identifying the features of perception 
and memory (Portnytska et al., 2016).

The experimental sample was made up of 200 in-
vestigators of the Main Investigation Department of 
the National Police of Ukraine with 5 years of experi-
ence. Quantitative characterisation of the sample en-
sured compliance with the requirements of variation 
statistics at the level of P≤0.5. The presence of work 
experience in the position determined a sufficient 
level of information competence. This study meets 
all ethical standards. As a test material, 4 artificial 
texts with a volume of 1 200 characters each describ-
ing the plots of criminal offences were used. Each 
text sequentially consisted of 30 matrix (sensemak-
ing, predicates) text elements (MTE) and a number 
of complementary, concretising text elements (CTE). 
The subjects were asked to make a synopsis of the 
proposed text (1st order synopsis) while preserving 
the meaning of the crime plot. In the future, the same 
subjects were asked to make the 2nd order synopsis 
from the original text they had already compiled.

Two series of experiments were conducted. In 
the first series, the time spent working with the test 

was not regulated, in the second – it was set. The 
investigators were asked to draw up the 1st order 
synopsis based on the source text, and then – the 
2nd order synopsis based on the compiled 1st or-
der synopsis. The source text was removed. After 
working with the texts, respondents were asked to 
answer five control questions from each text, based 
on the 2nd order synopsis, and in case of difficulties 
in the answers – the 1st order. Synopses of all orders 
were analysed using the DITEX method. Abstracting 
was carried out with a special indicator pen, which 
was connected to the stopwatch. This allowed reg-
istering certain time parameters, namely: Тw – to-
tal working time with text, and Тp – time from the 
beginning of reading the text to the beginning of 
abstracting.

The mathematical framework of the study was 
used to calculate standard deviations, Pearson’s 
χ²-criterion, and Mann-Whitney and C. Spearman 
correlation coefficients.

The equation describes a straight line that char-
acterises the graph indicator of text compression 
intensity: 

𝐽𝐽𝐽𝐽 = 100
КХ+𝑏𝑏𝑏𝑏

, � (1)

where K=tα; X (%) – number of eliminated text ele-
ments; b – time from the beginning of reading to the 
beginning of the actual compression.

■ Results and Discussion
It should be noted in advance that the assumption that 
the compression of a forensic text by investigators is 
conditioned not only by the organisation and semantic 
units of the text, but also by certain personal proper-
ties of the subject of understanding, and specific fea-
tures of mental cognitive processes, is confirmed by 
some studies that reflect these considerations.

The specific feature of the professional language 
of the investigator is characterised by a tendency to 
consolidate, forced, in fact, the use of a limited set 
of language tools, and the attitude to the maximum 
detection of the content side of the language units of 
the text is manifested in syntactic compression (syn-
tactic condensation). Syntactic compression involves 
maximising the amount of information per text ele-
ment. It is determined that various types and meth-
ods of compression are elliptical, deictic, and univer-
sal, the choice of which is dictated by a number of 
conditions related to the type of text (scientific, every 
day, etc.), – regulated by special rules that are deter-
mined by the semantic and formal structure of the 
text and its sequence. The desire to eliminate redun-
dancy, to shorten the text without losing information 
characterises the complex of information competen-
cies of the investigator. A total of 30 observation 
units were obtained for each experimental subject. 
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The reliability of the data meets the requirements of 
variation statistics and is P≤0.5.

Analysis of the scientific work on the problems 
of perception and understanding of information 
presented in textual form on the development of 
D. Slobin (2017), initiated by C. Barbero (2022), in 
which the researcher notes that reading begins with 
a rather short act of perception and immediately pro-
ceeds to the act of recognising written words. This act 
consists of two simultaneous and parallel actions  – 
phonological, which turns groups of letters into 
sounds, and lexical, which provides access to an in-
dividual thesaurus (the meaning of perceived terms). 
Analysing the act of reading, the researcher empha-
sises that in its course the reader is interested not 
so much in a simple understanding of the perceived 
signs, but mainly in determining those characteristics 
of texts that help classify them as works of a par-
ticular genre. The latter is provided by the activation 
of the mental cognitive processes of the individual – 
attention, perception, memory, thinking, etc. Thus, 
when the readers perceive (reads and understands) 
the text, they first imagine the meaning of the text 
in perspective, and then form an objective and ho-
listic model representation of the content of what is 
read. Therefore, the study proved that the quality of 
perception and understanding of information depends 
proportionally on the quality of the reading process.

In earlier studies, it was found that indicators of 
understanding test information are the number of se-
mantic units of the text (predicates) preserved in the 
final synopsis, the intensity of information compres-
sion per unit of time, and the sequence of elimination 
of excessive commenting information while preserv-
ing the main meaning of the text (Androsiuk, 1980). 
Therefore, the study attempted to identify the fea-
tures of highlighting the most significant information 

by the investigator (according to the text), to estab-
lish the ability of investigators to reflect it in a new 
text form, the features of text compression, and the 
specifics of understanding information in free and 
limited modes.

Information activities of the investigator are 
carried out both in conditions of limited time and 
in a free mode. Therefore, it was decided to check 
whether there are features of perception of text infor-
mation depending on the mode of operation (free or 
set). Registration of time parameters allowed consid-
ering the compression intensity indicator J (Fig. 1). 
Since the number of text elements in each of the ex-
perimental texts is different, it can be assumed that 
the entire number of elements reflects 100% of the in-
formation. Accordingly, during the compression pro-
cess, the stored and eliminated number of elements 
makes up some of the 100% of the information. This 
allows unifying the safety dimension of text elements 
on all graphs. The actual compression intensity is 
characterised by the sharpness of the straight-line 
BC, in particular, the angle α. The lower the value of 
the angle α, the more intense the text compression. 
The angle α varies from 90° to 0° (extreme values: 
no compression – instantaneous compression). The 
features of text compression and the specifics of un-
derstanding information are shown in Figures 1 and 
2. The abscissa axis contains the amount of impor-
tant information (in%) that remains in the process 
of shortening the text at the first (Fig. 1) and at the 
second stage (Fig. 2). The ordinate axis shows the 
duration of text synopsis. The intensity of text com-
pression is determined by the size of the angle α, a 
decrease in which indicates an increase in intensity.

A direct line that characterises J is described by 
equation (1). The values obtained using this equation 
are shown in Table 1.

Figure 1. Graph of the intensity of Text 1 compression (1st order synopsis)
Source: developed by the authors

 
T (min.)  
        К                                                      С                                                                      D 
648 
        К∙´                                                   C ´                                                                       D∙ ´                           free mode of working with text 
548  
  
 
 
 
 
 
                                                                                                                                                       set mode of working with text 
15        α 
10              α∙´ 
0  
       А                                                         F         F∙ ´                                                            E 
    100%                                                    60%     53%                                                         0%                                INF. (T.El.) 
 
 



Perception and understanding of information as determinants of the investigator's professional competence

Scientific Journal of the National Academy of Internal Affairs, 28(2) 24

Figure 2. Graph of the intensity of Text 2 compression (2nd order synopsis)
Source: developed by the authors

Table 1. Intensity of text compression in different time modes of operation
Work
mode

Synopsis 1 Synopsis 2
Text 1 Text 2 Text 3 Text 4 Text 1 Text 2 Text 3 Text 4

Free 0.49 0.44 0.52 0.56 1.53 1.42 1.58 1.86
Set 0.68 0.63 0.80 0.97 1.95 1.94 2.30 3.23

Source: developed by the authors

Rectangles AKCF and FCDE characterise the vol-
umes of eliminated and stored information at the cor-
responding compression stages. Analysis of the inten-
sity of compression text elements in the conditions of 
free and given modes revealed that when compiling 
the 1st and 2nd order synopses, the intensity is in all 
cases higher in the given mode of working with text 
than in the free mode. The sequence of increasing 
the intensity from the lowest to the highest remains 
stable at each stage and in both modes of operation:

Text 2→ Text 1→ Text 3→ Text 4

This order fully corresponds to the order of ar-
rangement of experimental texts as the integrity and 
semantic completeness increase. Under the condi-
tions of a given mode, the intensity of compression 
increases in all cases, but this is due to the complete-
ness and depth of understanding. This is evidenced 
by an average increase of 9-13% in the number of 
incomplete and erroneous answers to control ques-
tions. The analysis of successively compiled synapses 
1 and 2 showed that the reason for this is the false 
elimination of text elements of some semantic levels, 
based on which the development and verification 
of sensemaking hypotheses takes place, as a result 
of which the information contained in abbreviated 
text elements falls out of the hypothesis formation 
scheme, is not transferred to the next stage of com-
pression and the semantic connections of the text as 
a whole are broken. When compressing in a given 
mode, the weight of the written component Tw in-
creases, Tp decreases, which results in an increase in 
the compression intensity.

Comparative analysis J under different time 
regimes revealed that while at the first stage of 

compression the intensity is much higher in the given 
mode, and thus the volume of text abbreviations is 
larger, at the second stage the measured indicators 
are almost levelled out, which can be explained by 
the fact that under the conditions of a limited time, 
the following operations must be performed at the 
first stage of compression:

- reading of the text;
- definition of the scheme, “skeleton” of the text 

(structural analysis);
- determination of the hierarchy of text sense-

making elements and their interrelations (semantic 
analysis);

- formulation of sensemaking hypotheses;
- development of syntactic abbreviations;
- exteriorisation of text in the form of a synopsis 1;
- control and redistribution of time between the 

above operations.
This situation does not contribute to the imple-

mentation of an individual type of work with the 
text. The reading time is reduced, as evidenced by 
the reduction Tp in comparison with the free mode 
of operation, as well as the analysis of electrooculo-
grams of respondents, structural analysis is carried 
out exclusively in connection with paragraph dis-
section of the text. In the absence of such external 
schematisation criteria (Text 3), structural analysis 
is difficult. The hierarchy of elements by the level of 
information significance becomes erroneous – MTEs 
are not evaluated as such, and, on the contrary, CTEs 
are distinguished as supporting sensemaking hypoth-
eses, semantic inter-element and inter-paragraph 
links are broken. The process of writing a synopsis, 
being in a certain way a function of the individual 
pace of writing, is almost impossible to reduce in 
time. Therefore, a smaller number of characters can 
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be registered per unit of time. This partly explains 
the increase in syntactic abbreviations.

In the conditions of free operation, an individual 
style of working with text is implemented. The need 
to control the time required for text processing is re-
duced. This contributes to a thorough structural and 
semantic analysis. It becomes possible to re-read the 
text, and, consequently, to mentally recombine text 
elements in order to find out their relationships and 
semantic significance. An increase in the recombina-
tion of elements of sensemaking contributes to the 
development of more hypotheses. Structural analysis 
is carried out in combination with semantic analy-
sis, which results in the development of a complete 
formal and semantic plan of the text. At the second 
stage of compression, the elimination of discrepan-
cies between J in limited time modes is caused by the 
fact that at this stage the meaning of the text is gen-
erated as a single whole and its design is made in the 
form of an external record. Verification of sensemak-
ing hypotheses and generation of adequate or erro-
neous (which is subjectively not recognised as such) 
meaning occurs in fairly stable time intervals. Some 
individual stylistic features of working with text in-
formation revealed in the study made it necessary to 
analyse the role of certain personal components and 
thinking in the process of sensemaking.

When studying the time parameters of compres-
sion and the features of abstracting, attention is drawn 
to significant individual differences, which turned 
out to be quite difficult to explain by the features 
of experimental texts and differences in the initial 
level of knowledge of respondents. There is reason 
to assume that the determining factor of differences 
is an individually developed method of processing a 
text message, which depends on the characteristics 
of mental processes involved in the activity of un-
derstanding. An additional study was conducted to 
test this assumption. Using standardised methods, in-
dividual typological features of perception, memory, 
and thinking of investigators were determined, and 
then correlations between these features and tempo-
ral compression indicators were calculated. Correla-
tion between Tw and the predominance of analytical 
or synthetic perception is low (respectively rs=0.32 
and rs=-0.42) and indicates that in general, Tw in 
both groups of respondents have approximately the 
same with a tendency to increase in the group with a 
dominant analytical type of perception.

The predominance of imaginative or logical com-
ponents of memory and thinking differentially af-
fected the nature of the compiled synapses and the 
time spent working with the text. The relationship 
between indicators of the predominance of imagina-
tive or verbal logical memory and Тw for Texts 1, 2, 
3, and 4 is insignificant. It was statistically significant 
only in Text 1 (rs=-0.42, р≤0.05). This indicates that 

in the case of an equal ratio of figurative and concep-
tual components of Text 1, information processing 
is carried out based on mnemic activity, in particu-
lar, on its figurative component, a different nature of 
dependence is found between Tw and the prevailing 
type of thinking: Text 1 -rs=-0.06,Text 2 -rs=-0.55, 
р≤0.01; Text 3 -rs=0.43; р≤0.01; Text 4 -rs=-0.66; 
р≤0.01.When the prevailing theoretical and concep-
tual information in the text coincided and, accord-
ingly, the expressive indicators of the respondents’ 
logical and conceptual thinking, the understanding 
of the texts became easier, which was expressed in 
a reduction in the duration of text processing and 
an increase in the number of correct answers to con-
trol questions. This allowed for the conclusion that 
the integrative indicator of the corresponding level 
of isomorphic structure of the synopsis and the time 
spent on its compilation acts as an indicator of indi-
vidual differences between the subject who perceives 
and understands the text.

When perceiving text information, the criteria for 
the effectiveness of meaning formation are the inten-
sity of text compression and the ratio of the main and 
concretising text elements. This means that at the in-
itial stage of understanding textual information, the 
relationship between predicates (main elements) and 
concretising elements of information is a criterion of 
competence, and at the final stage – the intensity of 
message sensemaking. The study by O.V. Heina (2022) 
provides a list of features of presentation as one of the 
types of compression of a scientific text, analyses the 
main stages of preparing and conducting a presenta-
tion, and the impact of certain personal properties on 
its creation. It is proved that compression training is 
the development of a culture of working with scientific 
text, improving the skills and abilities of understand-
ing, analysing scientific text, and writing a secondary 
scientific text based on the disclosure of the semantic 
structure of the original source text.

Naturally, in order to improve these and other 
indicators of perception of text information, inves-
tigators need to organise correctional and develop-
mental work, the priorities of which should be exer-
cises for the development of thinking and speech and 
awareness of the motivation for using cyberspace. 
This is also confirmed by the findings of Ukrainian 
researchers. N. Akimova et al. (2022) investigated 
the understanding of texts on the Internet by young 
consumers. The relevance of this type of research is 
determined by the specific features of communica-
tion in cyberspace, which consists in a significant re-
duction in textual information, which, in some cases, 
actually consists of predicates. In this paper, it is stat-
ed that the success of understanding internet texts by 
young people at the stage of interpretation according 
to the diagnostic study data was found at the level of 
16.3% of the content load. It is also determined by 
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the factors of the Internet orientation of the individ-
ual and mental and speech development. 

The adequacy of assessing the intelligibility of 
internet texts is also related to the level of mental 
and speech development and the Internet orienta-
tion of the individual. The consistency of emotional 
attitudes at a young age is more determined by the 
specifics of internet texts than by the subjective fac-
tors analysed, and the correlations found are insignif-
icant. As a result of the ascertaining study, it was re-
vealed that the most difficult thing in understanding 
Internet texts for young people is the coordination of 
emotional attitude, forecasting by illustration (from 
14.8% of correct forecasts), and interpretation of the 
semantic load of texts (from 16.3% of the content of 
texts are interpreted). 

In another study, N. Akimova & K. Aleksandrenko 
(2019) found that the level of experience most sig-
nificantly affects the understanding process at the 
reception stage, directing user activity and the ac-
curacy of their expectations. With the accumulation 
of experience using the Internet, stability and atten-
tion switching improve, the level of performance in 
a virtual environment increases, and the accuracy of 
predicting the content of texts increases by an av-
erage of 15.0%. At the stage of interpretation, with 
the accumulation of experience, the adequacy and 
completeness of the interpretation of Internet texts 
improves by almost 10.0%. However, Internet texts 
are difficult to interpret rationally: experienced users 
were able to correctly interpret only a quarter of the 
dominants, while random users – only a sixth. Even 
less important is the level of experience and inter-
net activity at the stage of emotional identification, 
neither the assessment of comprehensibility nor the 
consistency of emotional attitudes are almost inde-
pendent of the experience of using the Internet.

The results of the intensity and performance of 
text compression are important, depending on the pre-
dominance of analytical or synthetic thinking in the 
individual. In the category of experienced investiga-
tors, it was found that there are no clear differences. 
In general, there is a slight increase in the intensity 
of information processing in investigators with differ-
ent characteristics of synthetic thinking. American re-
searchers, B.A. Spellman et al. (2022), suggest that the 
success of an investigator’s cognitive activity largely 
depends on the specific features of thinking and rea-
soning. That is why the effectiveness of investigative 
activities correlates with the intensity of using struc-
tural and logical schemes of mental processing of in-
formation about the event of an offence and evaluat-
ing evidence. In the same context, the authors of the 
handbook “Introduction to Forensic and Criminal In-
vestigations” by J. Monckton-Smith et al. (2022) pro-
pose a productive methodology for the development 
of core skills and understanding of issues related to 

the process of criminal investigation. Consistent study 
of gnostic models of individual stages of investiga-
tion allows activating the cognitive processes of the 
personality of future investigators, which leads to the 
development of appropriate methods of investigative 
activity. The final goal of training is the ability to cre-
ate a model representation of a criminal event, con-
sidering the cognitive potential of the investigator and 
the factors of uniqueness of the offence.

L. Tereshchenko & S. Gladyo (2022) formulated 
a problem, namely, identifying factors that contrib-
ute to the assessment of the truthfulness of written 
texts, especially in connection with the investigator’s 
determination of untruths in the testimony of wit-
nesses and suspects. They suggested that the content 
and form of false statements, regardless of language, 
are influenced by a number of common mental fac-
tors. They can be indicated by the following signs: 
less emotional, sensory, and spatial detail; shorter 
length of false texts than true texts; fewer mentions 
of the speaker’s identity; and actualisation of differ-
ent concepts in true and false texts. In their opin-
ion, psycholinguistic studies of lying must necessar-
ily consider the linguistic and cultural context, since 
the significance of a large proportion of verbal signs 
of lies identified in English-language studies has not 
been confirmed on new language material. That is, 
the existing English-language methods of analysing 
the falsity of the text need to be tested in a different 
linguistic and cultural environment.

Therefore, after analysing other studies on the 
analysis of the process of information processing, it 
is noted that the degree of compression of the text 
depends on the type of thinking of the person, and 
there is a slight increase in the intensity of informa-
tion processing in investigators with synthetic think-
ing. It is determined that the success of the investi-
gator’s work significantly depends on the features of 
thinking and reasoning. The paper also highlights the 
methodology for developing skills and understanding 
the problems of criminal investigation, which helps 
activate the cognitive processes of investigators. In 
addition, it is clarified that the analysis of the falsity 
of written texts is an important aspect of research in 
the field of criminal investigation, and the considera-
tion of linguistic and cultural context is necessary in 
psycholinguistic research.

■ Conclusions
Thus, the study attempted to determine the essence 
of abstracting as a type of compression of text, and 
analyse its types and stages, including features inher-
ent in the note-taking process. Summarising the re-
sults of the study of cognitive features of information 
competence of investigators in the context of percep-
tion, processing, and understanding of textual informa-
tion, which has a significant share in the procedure 
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for investigating offences, there is the presence of 
a number of important factors of predetermination 
of the cognitive component by some personal prop-
erties of subjects, as well as differentiation of the 
process of sensemaking depending on the time pa-
rameters of working with information. In particular, 
the process and effectiveness of understanding text 
information by investigators are determined by the 
intensity of compression and the dynamics of work-
ing with text. In turn, the cognitive process itself is 
mediated primarily by individual parameters of cre-
ativity and typological features of symbolic and im-
aginative thinking. Partial correlates of understand-
ing include personal factors of practicality, insight, 
self-regulation, and radicalism. Consideration of the 
identified patterns serves as the basis for developing 
special cognitive competencies and criteria for evalu-
ating practical skills in the education system of future 
police investigators. The analysis of the compression 
intensity indicator convincingly proves that the 
elimination of text elements in the conditions of a 
given operating mode in all cases occurs more in-
tensively than in the free time mode. However, this 
accelerated elimination is achieved at the expense of 
the adequacy of understanding.

The compression intensity indicator allows char-
acterising the coherence of the material presented 
in the text under study. The ratio between the com-
pression intensity and the level of text connectivity 
is directly proportional at all stages of compression. 
Further studies of the process of information process-
ing and sensemaking by investigators in conditions 
of intense activity are promising, corresponding to 
the modern realities of the work of law enforcement 
agencies. The experiment allowed identifying the du-
ration of mental information processing and the time 
spent on graphic design of compressed texts, which 
in the future will help analyse the parameters of sen-
semaking. Research on the understanding of online 
texts among young people also points to the possibil-
ity of optimising online messages. The obtained data 
should be considered in the training of higher edu-
cational institutions and improving the information 
competence of investigators.
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■ Анотація. Експериментальне дослідження присвячено розв’язанню проблеми сприймання та 
розуміння слідчими Національної поліції України криміналістичної інформації про правопорушення, 
поданої у формі текстів. Декларовано доцільність формування особистості фахівця-слідчого на 
засадах компетентнісного підходу, завдяки якому в освітньому процесі усувається суперечність між 
професіоналізмом особистості та професіоналізмом діяльності. Метою дослідження було встановлення 
корелятів розуміння (смислоутворення) криміналістичного тексту слідчими в процесі його компресії; 
особистісних чинників, які опосередковують розуміння слідчим службової інформації в текстовій формі 
подання. Основу методологічного інструментарію становили метод структурно-функціонального 
аналізу й емпіричні методи, а також системний, телеологічний та діалектичний підходи, що дали 
змогу проаналізувати динаміку перетворення текстової інформації та зміни параметрів психічного її 
відображення в мисленні суб’єкта. У дослідженні встановлено динаміку компресії експериментальних 
текстів, особливості інтенсивності згортання тексту залежно від часових режимів роботи з ним й 
індивідуальних особливостей пізнавальних процесів слідчого – сприймання, пам’яті, мислення. 
Найвищої інтенсивності стискання розгорнутого тексту й виокремлення значущої інформації досягають 
в умовах вільного часу роботи з текстом. Доведено, що на початковому етапі розуміння текстового 
повідомлення співвідношення між основними та конкретизаційними елементами інформації є критерієм 
компетентності, а на завершальному етапі розуміння – інтенсивність формування смислу інформації. 
Проаналізовано показники інтенсивності згортання тексту й виявлено, що в умовах заданого режиму 
роботи елімінація елементів тексту відбувається інтенсивніше, ніж в умовах вільного часового режиму. 
Доведено, що співвідношення між інтенсивністю згортання та рівнем зв’язності тексту має прямі 
пропорційні зв’язки на всіх етапах компресії. Встановлено, що на процес розуміння суттєво впливають 
типологічні особливості понятійних та образних компонентів пам’яті й мислення. Сформульовані в 
статті положення сприятимуть пошуку ефективніших методів професійно-психологічної підготовки 
майбутніх слідчих і вдосконаленню психологічного супроводу слідчої діяльності

■ Ключові слова: слідча діяльність; текстові дані; розуміння матеріалу; компресія тексту; кореляти 
сприйняття; особистісні фактори
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■ Abstract. Article 42 of the Constitution of Ukraine establishes the principles of preventing abuse of a 
monopoly position in the market and unfair competition in economic activity. Manipulation of the Energy 
Market – an act that violates the procedure for state regulation of the electric energy market and the natural 
gas market approved by the current legislation – poses an increased public danger. The purpose of the study is 
to investigate objective signs of manipulation in the energy market as part of a criminal offence under Article 
222-2 of the Criminal Code of Ukraine. Within the framework of the study, a complex of scientific methods was 
applied: dialectical, hermeneutical, systemic, formal logical, generalisation, system and structural, method of 
ascent from the abstract to the concrete, analysis, and synthesis. It is proved that the object of manipulation 
in the energy market is covered by public relations that control the procedure for state regulation of the 
electric energy market and the natural gas market approved by the current legislation – the implementation 
by the state of comprehensive measures to manage the demand, prices, and volumes of the wholesale energy 
market, prevent abuse and violations in this area. The criminal legal content of the concept of “manipulation” 
is determined by the deliberate activity of a person(s) who violate the conditions of functioning of the 
wholesale energy market, is carried out by performing a set of illegal actions, the purpose of which is to obtain 
financial benefits for themselves and third parties, by changing the price of a financial asset. The essence of 
manipulation of the wholesale energy market is highlighted through its inherent features, which indicate a 
violation of the conditions necessary for making transactions on the wholesale energy market and a deviation 
of the asset price from the real market price in the right direction for manipulators (the presence of a process 
of overstating (underestimating) the total price of the contract, which leads to the loss of its market status). 
The practical significance of the study lies in the fact that the analysis carried out is of auxiliary importance 
for law enforcement practice in solving issues related to the legal qualification of manipulation in the energy 
market

■ Keywords: object of criminal offence; public relations; electricity market; natural gas market; wholesale 
energy market; abuse
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■ Introduction
In response to the challenges of global competition 
exacerbated by the global financial and energy crisis, 
the energy-saving policy of many countries in recent 
years is aimed at the development and implementa-
tion of such energy strategies, which are primarily 
aimed at protecting national interests, developing 
effective energy consumption management systems 
and limiting the scale of financial, economic and 
energy-economic impacts. Ukraine is no exception, 
where the electricity generation market as of 2023 
can be described as highly concentrated, competi-
tively limited, and manipulative. Competition is most 
pronounced in such areas as the supply of electricity 
within and outside the relevant energy association, 
as well as in economic and trade operations with 
electricity with independent suppliers and individual 
energy companies. Among the main phenomena that 
negatively affect the state of Ukraine’s energy sector 
and energy security are corruption, arbitrariness, the 
control of monopolistic oligarchs, and market clo-
sure. The consequences of these negative phenom-
ena can be observed through real manifestations of 
inconsistency, an imbalance between supply and de-
mand for energy resources: their producers receive 
losses, and electricity suppliers – super-profits. 

Only at the beginning of the war, namely in Feb-
ruary 2022, the volume of electricity consumption in 
Ukraine decreased by almost 30% (Why suppliers..., 
2022). These indicators were influenced, first of all, by 
the mass relocation of a significant part of Ukrainians 
who were forced to leave due to incessant rocket at-
tacks and airstrikes on the energy infrastructure, and 
the termination of the activities of industrial enterprises 
that consume a considerable amount of electricity. 
This is especially true in regions where active military 
operations are being conducted (De Klerk et al., 2023).

In addition, the crisis processes in the energy 
sector of Ukraine during the Russian-Ukrainian war 
caused not only military operations related to dam-
age and destruction of energy facilities, but also the 
artificial creation of challenges and problems in the 
market by individual state services. Therefore, the in-
tensification of efforts of various state institutions to 
ensure the development of an effective mechanism 
for countering crime in the energy sector in Ukraine 
seems to be an extremely urgent issue. Establishing 
such a process is the key to solving socially signifi-
cant problems – de-monopolisation and decriminali-
sation of the fuel and energy complex industries, and 
will also eliminate outstanding accounts receivable 
and payable of generating companies, the operator 
of the wholesale electricity market and energy sup-
ply enterprises, which tends to accumulate (Vozniuk 
& Kamenskyi, 2022). Consequently, issues related 
to ensuring energy security as an integral compo-
nent of economic and national security are gaining 

a significant role in Ukraine. The state capacity in 
the sphere of ensuring the protection of national eco-
nomic interests and the removal of economic threats 
is in the same plane as the socio-economic develop-
ment of Ukraine, influencing both its constancy and 
inflexibility, and determining its effectiveness in in-
ternational cooperation. In addition, economic crime 
(in almost all its manifestations) and the scale of its 
spread are a threat to the national security of any 
country (Mozol et al., 2020).

Among the experts who considered issue of crim-
inalisation of abuse in energy markets and innova-
tions of the Criminal Code of Ukraine, it is necessary 
to mention I.I. Bartosh (2022A), who conducted a 
comprehensive study on the protection of economic 
relations in the sphere of functioning of the energy 
market and the analysis of the grounds and reasons 
for criminalisation of behaviour described in Article 
222-2 of the Criminal Code of Ukraine. The provi-
sions substantiated by the researcher form a concep-
tual basis for further scientific analysis of this topic, 
which is the latest and at the same time debatable. 
Critical analysis of the decision of the Verkhovna 
Rada of Ukraine to supplement Article 222-2 of the 
Criminal Code of Ukraine, which resulted in a sci-
entific conclusion on the expediency of its exclusion 
from the system of Section VII of the Special Part, 
was carried out by R.O. Movchan & I.I. Parfenyuk 
(2021). It is also worth mentioning the prominent 
scholars A.A. Vozniuk & D.V. Kamensky (2022), who 
carried out a general analysis of criminal liability 
for manipulation in the energy market with relevant 
recommendations for improving criminal law prohi-
bition. Researchers partially considered the content 
and description of objective signs of the specified 
composition of a criminal offence. However, despite 
the researchers’ attempts to solve criminal and legal 
problems of qualifying manipulative abuses in the en-
ergy markets, qualitative changes in ensuring effec-
tive protection of the latter have not yet taken place. 
Therefore, the task of forming an effective mecha-
nism for criminal legal protection of the energy mar-
ket from manipulative abuse remains one that needs 
to be solved, first of all, at the scientific level.

The purpose of the study is a criminal legal as-
sessment by a detailed review of objective signs of 
a criminal offence that establishes responsibility for 
actions related to energy market manipulation. The 
purpose of the study is to clarify problematic issues 
of their legal regulation, in particular, the concept of 
“manipulation”, and formulate specific proposals and 
recommendations for improving criminal legislation 
based on the above.

■ Materials and Methods
The research methodology is based on modern ap-
proaches to criminal law and is based on universal 
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values and various methods of scientific cognition. 
An important factor in this methodology is the use 
of various scientific methods for a deep understand-
ing and analysis of the subject matter. One of the key 
methods used in this paper is the dialectical method. 
This approach allowed considering the connections 
between the manipulation of the energy market and 
social processes through the interaction of opposites 
and the development of the phenomenon over time. 
The dialectical method helped analyse the dynamics 
and changes in this area, and identify the main trends.

The hermeneutical method was used to interpret 
concepts in the context of criminal law. This re-
vealed their meaning and significance, especially in 
relation to manipulation in the energy market. The 
system method was used to analyse the object of 
research – a criminal offence. It allowed considering 
this phenomenon as a complex systemic formation 
that combines various aspects and components. Ety-
mological analysis helped understand the origin and 
change in the meaning of the term “manipulation” 
over time, and the formal logical method allowed 
systematising actions with signs of manipulation in 
the energy market and developing specific propos-
als for improving legislation.

The generalisation was used to formulate new 
proposals based on existing trends and positions in 
the scientific literature. This enriched the under-
standing of the concept of “energy market manipu-
lation”. The system and structural method was used 
to determine the features of the generic and direct 
objects of the criminal offence under study. The dog-
matic method identified the possibilities of adjusting 
the content of the norm, which establishes criminal 
liability for energy market manipulation. The com-
parative legal method allowed comparing this pa-
per with Ukrainian and foreign studies on this issue, 
which contributed to a more in-depth analysis. More-
over, the method of convergence from the abstract 
to the concrete was used to analyse the object of ma-
nipulation in the energy market, and the synthesis 
method was used to formulate general conclusions. 
In general, the combination of these methods facili-
tated a deep and comprehensive investigation of the 
problem of manipulation in the energy market in the 
context of criminal law, revealing its essence and 
possible solutions.

The normative basis of the study was the Con-
stitution of Ukraine, the Criminal Code of Ukraine, 
and legislation of Ukraine regulating the principles of 
activity in the electric power industry”. A significant 
component of the theoretical basis of the research 
turned out to be the works of prominent Ukrainian 
and foreign researchers, which allowed revealing the 
complexity and features of the process of energy mar-
ket manipulation, and the impact of manipulation 
processes on the social environment.

■ Results and Discussion
After entry into force on June 16, 2020, the Law of 
Ukraine No. 738-IX “On Making Changes to Some 
Legislative Acts of Ukraine Regarding the Simplifica-
tion of Investment Attraction and the Introduction of 
New Financial Instruments”, Section VII of the Crim-
inal Code of Ukraine has been supplemented with 
prohibitions on illegal behaviour in wholesale energy 
markets (hereinafter – WEM): Article 222-2 “Manip-
ulation in the Energy Market” and Article 232-3 “Il-
legal use of insider information regarding wholesale 
energy products”. The current version of Article 222-2 
of the Criminal Code of Ukraine provides for two parts 
and four notes, where the estimated concepts of “sig-
nificant size”, “significant harm”, “grave consequenc-
es”, and “subject of crime” are clarified. Its qualifying 
features in the legal regulation are defined as: a) repe-
tition; b) actions committed by a group of persons by 
prior agreement; c) grave consequences.

Object of a criminal offence

When qualifying the corpus delicti of a criminal of-
fence, the establishment of its object is of primary 
importance. The importance of clarifying this com-
ponent is beyond doubt – it is well known that it is 
the object of a criminal offence that reveals the social 
essence of an act, contributing to its accurate qual-
ification and differentiation from related criminal 
acts and offences. First of all, the object of the crime 
under study needs scientific analysis. In accordance 
with the provisions of Article 13 of the Constitution 
of Ukraine, the protection of the rights of all subjects 
of property and economic rights and the social ori-
entation of the economy is guaranteed by the state. 
According to the law, all subjects of property rights 
(parties to legal relations) are equal. Article 17 of the 
Basic Law of the state stipulates that ensuring the eco-
nomic and information security of Ukraine is a key 
state function, “the concern of the entire Ukrainian 
people”. Economic criminal offences are often iden-
tified with economic criminal torts. However, this 
position is not entirely correct. Based on the general-
isation of various specific characteristics of economic 
criminal offences, it can be argued that criminal of-
fences in the field of economics are characterised by 
encroachment on the economic system as a whole 
and violation of its functioning, as well as property 
and self-serving orientation (causing harm to various 
material values and/or obtaining benefits (gain) both 
for themselves and other persons). This type of crimi-
nal offence can also include criminal offences against 
property, in the sphere of drug trafficking, and some 
offences in the field of official activity. 

In this regard, it seems appropriate to propose 
amendments to the Criminal Code, namely, at the 
beginning of Section VII in a separate Article, to reg-
ulate the concept of criminal offences in the field of 
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economic activity. The disposition of the proposed 
article can be set out in the following wording: “Arti-
cle ... The concept of a criminal offence in the field of 
economic activity. 1. A criminal offence in the field 
of economic activity is recognised as an intentional 
or negligent socially dangerous act (action or omis-
sion) provided for in this section, committed in the 
field of economic activity (production or sale of prod-
ucts (goods), performance of works or provision of 
services of a cost nature) and caused significant dam-
age to the subject or other participant in relations in 
the field of economic activity”. 

Thus, the concept of a generic object of economic 
criminal offences is defined as a system of manage-
ment that includes economic relations in the produc-
tion, distribution, exchange, consumption, and sale 
of goods and services. This is the economic content of 
these relations (Boboshko & Nesterenko, 2019). Spe-
cialists in criminal law, E.M. Kisiliuk & O.V. Protsyuk 
(2015) define the generic object of criminal offences 
in the field of economic activity as social relations 
that have developed in the process of production of 
a public product by all sectors of the economy, its 
distribution and exchange, performance of works and 
provision of services of a valuable nature, and in the 
process of creation and execution of budgets from the 
results of economic activity.

The commented Article 222-2 of the Criminal 
Code of Ukraine has direct and additional objects. 
The act provided for in Article 222-2 of the Criminal 
Code of Ukraine is a violation of a clearly defined 
pricing procedure for WEM, disorganises its constan-
cy, causes an imbalance and the creation of artificial 
prices, causes the appearance of economic dispar-
ity and the receipt of unjustified profits by certain 
WEM participants, leads to a reduction in investment 
specifically in WEM, etc. The main purpose of these 
markets is the purchase and sale of wholesale energy 
products, and therefore, the main purpose of the cor-
responding abuses of market participants is an ille-
gal influence on the value of a particular wholesale 
energy product (Bartosh, 2022b). 

Manipulation-related activities are described 
in sufficient detail in Directive 2003/6/EC of the 
European Parliament and of the Council of 28 Jan-
uary 2003 on insider activity and market manipula-
tion, which describes these activities as transactions 
or orders related to trade: which give or may give 
false (deceptive) ideas about the supply, acquisition, 
or tariffs of a financial instrument, or which are coor-
dinated by one or more persons, resulting in the es-
tablishment of artificial or phenomenally high or low 
tariffs on one or more financial instruments. The only 
exception is cases when the person who started op-
erations or issued a trade order proves the legality of 
the grounds for committing such actions, or the com-
pliance of such actions with the established practice 

in the relevant organised market. This includes trans-
actions or orders for trading using unfair methods or 
other types of fraud. Therefore, market manipulation 
is a deliberate act aimed at significantly changing 
the price, demand, supply or volume of goods by dis-
torting true information using appropriate methods 
and techniques.

From the content of the above-mentioned signs 
of manipulative activity, it can be concluded that 
manipulation in the markets is one of the forms of 
financial fraud, the forms of which, according to 
O.V.  Kravchenko et al. (2021), are subject to both 
legal and socio-psychological regulation. This is 
a method of management and/or control aimed at 
the behaviour of individual participants in order to 
shape the energy market situation using hidden psy-
chological influence and/or dishonest methods. Vari-
ous techniques and methods, market factors (supply, 
demand, quantity, price, time, competition) are used, 
transactions are carried out in interrelated segments 
of the energy market, and orders are placed in trading 
systems. First of all, manipulative abuses are aimed 
at supply or demand to change (towards decreasing 
or increasing) the rate price in order to encourage 
individual market participants to purchase or sell at 
the rates that are profitable for the initiator of such 
operations.

Objective side of a criminal offence

According to the construction of the objective side, an 
illegal act under Article 222-2 of the Criminal Code 
of Ukraine is a criminal offence with a material com-
position – mandatory signs are an act in the form of 
an action, socially dangerous consequences and direct 
causal relationship. The objective side of a criminal 
offence is established by the following components:

1) Acts in the form of deliberate actions of per-
sons in the energy market (in particular, in the elec-
tricity market and the natural gas market) who show 
signs of manipulation in the WEM, which are defined 
by the legislation in the energy sector.

2) Consequences are significant damage to the 
rights, freedoms, and interests of individuals pro-
tected by law, state, or public interests, or the inter-
ests of legal entities.

3) Making a profit – a person or third parties 
make a significant profit.

4) Avoiding losses – individuals avoid significant 
losses.

5) Causal relationship.
The formulated disposition of the said article in 

such a textual presentation cannot be called com-
pletely correct and accurate. In this area, it is worth 
supporting O. Koshovyi et al. (2019), who argue that 
the prohibition of a certain type of illegal behaviour 
in the form of manipulation on the stock exchange 
consists only of describing its specific features. The 
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content of the very concept of “manipulation” is not 
disclosed, however, attention is simultaneously di-
rected to another – the law in its larger understand-
ing as general term “legislation”. The researchers 
emphasise that the appeal to other legislation is nec-
essary from the standpoint of appropriate qualifica-
tion of actions that are covered by manipulation in 
the stock market. The question arises about the range 
of actions with signs of manipulation provided for by 
the legislation in the energy sector. This issue is quite 
complex, since the regulatory legislation does not con-
tain a clear list of such actions, and accordingly, this 
wording complicates the construction of the compo-
sition of a criminal offence. 

The concept of manipulation was first voiced on 
April 21, 2011 in the Law of Ukraine “On State Regu-
lation of the Securities Market in Ukraine” of October 
30, 1996 No. 48/96-BP: (article 10-1). This article was 
called “Manipulation of the Stock Market”. It was then 
that the president of Ukraine V.F. Yanukovych signed 
the Law of Ukraine “On Amendments to Certain Leg-
islative Acts of Ukraine on Prevention of Legalisation 
(Laundering) of Criminal Proceeds”, which provided 
for criminal liability for manipulating the stock mar-
ket with a penalty in the form of a fine in the amount 
of 750 to 2 thousand tax-free minimum incomes of 
citizens or imprisonment for up to three years (in case 
of recidivism or group commission of a crime – a fine 
of 2 to 3 thousand tax-free minimum incomes of citi-
zens or imprisonment for up to five years).

Regulation of the European Parliament and of 
the Council EU No. 1227/2011 “On Integrity and 
Transparency in the Wholesale and Energy Markets” 
of 25 October 2011 covers the manipulation of the 
WEM by actions committed by persons by artifi-
cially setting prices not conditioned by market forces 
of supply and demand, including the actual availa-
bility of production, storage or transportation ca-
pacity, and demand. Forms of market manipulation 
are defined as: 1) placement and withdrawal of false 
(fictitious) applications; 2) dissemination of false or 
deceptive information or news through the mass me-
dia (the Internet or by any other means (methods)); 
3) deliberate provision of false information to busi-
ness entities whose field of activity is to ensure the 
provision of reports or quotes on the state of the mar-
ket, which results in misleading market participants 
who act based on such reports or quotes on the state 
of the market; deliberate formulation of the idea 
that the availability of electric generation power or 
availability or the transmission capacity is different 
from what is actually technically available if such in-
formation affects or may affect the price of wholesale 
energy products. Thus, in the general sense, energy 
market manipulation is a complex of economically 
or technologically unjustified actions that manifest 
themselves in an illegal (artificial) reduction/increase 

in the value of energy goods, the purpose of which is 
to persuade other market participants (consumers) to 
purchase or sell at the proposed and profitable rate 
for the initiator of these actions.

Manipulation of the energy market

The consequences of manipulation in the energy 
market, according to A.A. Vozniuk & D.V. Kamensky 
(2022), are: hidden monopolisation of the energy mar-
ket (subjects, committing abuses, impose private in-
terests on other business entities and society, ignoring 
their needs; illegal enrichment of some participants 
in the energy market and unprofitability of others; 
increase in tariffs for energy products to the popula-
tion. However, it would be a bit of a mistake to as-
sume that the issue of manipulating the energy market 
boils down only to changing the value of an energy 
commodity and improving its own profits. This is a 
trading activity that is associated with a violation of 
the relevant objective procedure for compliance with 
the conditions and factors for performing an action to 
make transactions on the WEM. In other words, such 
activities are characterised by a wide range of relevant 
illegal actions with wholesale energy products.

Moreover, according to legislation, manipulation 
in the energy market refers to the unfair practice of 
business management in the market, the purpose of 
which may also be to conduct financial transactions 
aimed also at legalising (laundering) proceeds from 
crime. The implementation of this business (trading 
activity) by manipulation involves misleading other 
persons, who, under the influence of which, have a 
desire (interest) to become its participant.

The electricity market model, which was intro-
duced in the summer of 2019, was aimed at abolish-
ing the monopoly of a single wholesale buyer of this 
product and creating competitive conditions for all its 
participants, ensuring free pricing and providing bet-
ter services. However, as a result of these changes, the 
facts of trade in non-existent goods by some suppliers 
and buyers of electricity were recorded, which gave 
them the opportunity to enrich themselves with mil-
lions of USD in profits, at the expense of other market 
participants. The largest losses, as noted by the jour-
nalists of “Schemes”, were received by large companies 
“Energoatom” and “Guaranteed Buyer” (Chornovalov, 
2020; Kulish et al., 2021; Blinov & Parus, 2023).

According to the energy market model introduced 
in 2019, four sectors of the wholesale electricity mar-
ket are conditionally defined:

1) Conclusion of bilateral contracts (agreement 
between the producer (trader) and the consumer on 
the sale of electricity for a certain time at a contrac-
tual price;

2) “Market one day ahead” (sale of electricity to 
be consumed the next day). On the one hand, man-
ufacturers and traders appear on the market with 
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ready-to-sell prices, on the other – consumers an-
nounce tariffs at which they are ready to make a pur-
chase. If the price and volume match, the purchase 
and sale transaction is automatically recorded;

3) “Intraday market” (a consumer can buy addi-
tional electricity “today for today”, but its price will be 
higher than when buying on the “day-ahead market”).

4) “Balancing market” (purchase and sale of 
electricity volumes that are beyond the current pro-
jected production or consumption). For example: a 
consumer has purchased a partial amount of elec-
tricity needed in previous markets. Accordingly, a 
consumer has the right to automatically purchase 
additional electricity on the “balancing market”. Or, 

if a producer generates more energy than it sold in 
previous markets, this excess is put on the “balancing 
market”. The goal is to prevent market imbalances 
and prevent negative consequences that may affect 
the energy security sector (Chornovalov, 2020). Most 
electricity markets operate on a two-way application 
basis, where electricity producers, suppliers, and 
consumers submit applications for the desired vol-
ume and purchase and sale price. The selection of 
applications and further calculation take place at the 
intersection of the demand curves of suppliers (con-
sumers) and supply of electricity producers (Blinov, 
2015). Schematically, the main components of the 
electric energy market are shown in Figure 1.

Figure 1. Main components of the electricity market
Source: Participants and structure of the electricity market (2019)
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Materials published by lawyer A. Kryveshko 
(2020), witnessed statements about significant manip-
ulative abuses in the market, which were filed by the 
National Energy and Utilities Regulatory Commission, 
SE “Market Operator” and SE “Guaranteed Buyer” in 
early 2020. The following forms of abuse have been 
recorded: a) some market participants (mostly traders 
and electricity suppliers) have set dumping tariffs in 
their applications for electricity sales, taking into ac-
count previous billing periods; b) the actual volume 
of electricity for sale has been exceeded. The conse-
quence of these actions was the inability of most elec-
tricity producers to supply electricity at the market 

price “for a day ahead”, as a result of which there was 
a forced transition to the next stages of transactions 
(sales) – on the intraday market and, in a situation 
of non-purchase – on the balancing market (sale of 
excess electricity at a dumping price).

Consequently, manipulative abuses can be ex-
pressed in distortions as trading operations in the 
energy market by selling generation that is not sup-
ported by actual volumes. As a result, there is an un-
motivated waste of funds by the relevant enterprises, 
organisations, the state, and practices of inflated 
pricing, which creates restrictions in competition in 
the electricity market. In fact, there are two blocks of 
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situations that reveal the features of manipulation: 
economic withdrawal of electricity capacity (submis-
sion of an economically unmotivated application for 
the sale of electric energy); active (physical) with-
drawal of electricity capacity (the real volume of elec-
tric energy is not reflected in the contract). Criminal 
manipulative schemes can be different, but in most 
cases they are manifested in corrective actions in or-
der to change the price mechanism of electric energy.

Manipulative actions are an act of economic in-
fluence with a self-serving orientation, which, due to 
the violation of the integrity of the market pricing 
mechanism, have an increased public danger. Thus, 
they cause market destabilisation and lead to cor-
responding economic imbalances in the consumer 
market. Currently, there is no clear legislative inter-
pretation of the concept of “manipulation” in the leg-
islation of Ukraine. It is worth considering how the 
concept of “manipulation” is interpreted in the scien-
tific literature, and what content lawyers put into its 
understanding.

“Manipulation” is a term of Latin origin (from the 
Latin word “manipulare” in the etymological sense 
of “to control”, “to manage with knowledge”, etc.). 
Its content is endowed with the characteristics of a 
nondescript (unconscious) influence that is supposed 
to be exerted on the person over whom they intend 
to control. Its primary understanding, emphasised 
by researchers V. Tertyshnyk & O. Koshovyi (2018), 
is combined with a complex of actions of both pos-
itive and negative nature. This also includes various 
“frauds”. Laws and regulations do not provide for 
signs by which it would be possible to distinguish 
“positive” manipulation from socially dangerous 
“fraud”. Consequently, there may be a situation of 
bringing to justice a person who has committed so-
cially useful (necessary) actions or who has shown 
the interests of the state on formal grounds.

The concept of preventing manipulation of the se-
curities market, unfair trading practices, and violation 
of the ethics of professional activity in the stock mar-
ket, approved by the decision of the National Securities 
and Stock Market Commission of 14.01.2003 No. 21, 
defines the concept of “manipulation” as follows: de-
liberate or voluntary actions aimed at misleading or 
abusing trust (fraud) in relation to participants in the 
securities market, by establishing price control or arti-
ficially influencing the value of securities1.

Manipulation that is being investigated 
by V.  Tertyshnyk & O. Koshovyi (2018) and 
D.V. Kamensky (2020), is defined as an action taken 
by market participants or a group of participants 

1Decision of the State Securities and Stock Market Commission No. 21 “On Approval of the Concept of Preventing Manipulation of the 
Securities Market, Unfair Trade Practices and Violation of the Ethics of Professional activity on the Stock Market”. (2003, January). 
Retrieved from https://zakon.rada.gov.ua/rada/show/vr021312-03#Text.

aimed at controlling prices through artificial inter-
ventions. This process takes place through the pur-
chase and sale of securities, in particular wholesale 
energy products. The main goal is to create a false 
or deceptive illusion of active trading in the market. 
This practice is aimed at trying to change prices (tar-
iffs) by giving a false impression that significant trad-
ing operations are actually taking place in the mar-
ket. Such manipulation can lead to an illegal change 
in the exchange rate price of the stock instrument, 
which can affect the normal price indicator. Research-
ers note that this type of manipulation encourages 
other market participants to perform certain actions 
regarding the purchase and sale of securities based 
on the created artificial environment. The final result 
is a purposeful change in the exchange rate price of a 
stock instrument relative to its normal level.

O.V. Kravchenko et al. (2021) characterised ma-
nipulative trades as profitable malicious trades made 
on the following principles: trading is designed to 
move prices in a certain direction; the trader is not 
sure that prices are able to move without making a 
trade; the profit received arises solely from the trad-
er’s ability to move prices, and not from their pos-
session of valuable information. Thus, financial ma-
nipulations have a clearly defined goal – to obtain 
personal benefits or for third parties, by changing 
the price of a financial asset in the right direction. 
The result of foreign researchers’ understanding of 
manipulative transactions is the active trading activ-
ity of the latter, associated with the establishment of 
deceptive artificial control over the market price in 
order to obtain financial benefits.

E.M. Kisiliuk & O.V. Protsyuk (2015) identified 
four common components for any type of manipu-
lation: 1) intentional action or omission; 2) intent; 
3) causal relationship; 4) artificial price. The omis-
sion should have a conscious character and direct 
intent to commit the corresponding act, which has 
signs of manipulation, as a result of which a situation 
is formed that does not correspond to the real state. 
However, given the feature of concealment (carried 
out unnoticed, which distinguishes manipulation 
from other abuses, it seems that this act may also 
have a passive form – committed by inaction (fail-
ure to provide, failure to enter information, etc.). The 
Draft Law of Ukraine No. 4503 of 16.12.2020, which 
proposed amendments to the Law of Ukraine “On 
the Electricity Market”, manipulation of the elec-
tric energy market is disclosed as actions for making 
transactions, providing orders and/or instructions for 
making transactions with wholesale energy products, 

https://zakon.rada.gov.ua/rada/show/vr021312-03%23Text
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which: 1) create energy products; 2) provide (try to 
provide) a person (group of persons) with the oppor-
tunity to form prices for one or more wholesale en-
ergy products at an artificial level; 3) spread false or 
deceptive information through the media or in any 
other way both for demand and supply, or relative to 
the prices of wholesale energy products1.

O.K. Vasylyak (2016) defined the generic object 
of economic crimes as a system and procedure for 
legally protected public relations that arise during 
the activities of business entities in the field of so-
cial construction. These relations are associated with 
the production, sale of products and provision of val-
ue-based services that serve as the basis for entrepre-
neurial and other economic activities. Coverage of 
these relations focuses on the economic competence 
of business entities in various types of economic ac-
tivity. However, it is subject to clarification that the 
scope of their occurrence is somewhat broader than 
emphasised by the author, that is, it is not covered 
only by social construction, but concerns economic 
systems of various levels and types (industry, agricul-
ture, communications, trade, services, etc., as well as 
their sub-sectors).

The generic object of criminal offences in the 
field of economic activity is outlined by specialists in 
criminal law, E.M. Kisiliuk & O.V. Protsyuk (2015), 
as social relations that have developed in the pro-
cess of production of a social product by all sectors 
of the economy, its distribution and exchange, per-
formance of works and provision of services of a cost 
nature, and in the process of forming and executing 
budgets from the results of management. This defini-
tion of the concept of a generic object, according to 
researchers, has a somewhat generalised character. 
Therefore, for a clearer characterisation with an em-
phasis on the branch of production or type of activity, 
in these illegal acts, E.M. Kisiliuk & O.V. Protsyuk 
(2015) also identified specific objects. Consumer and 
market conditions for the functioning of the electric 
power industry are a criterion for classifying manip-
ulation in the wholesale energy market (hereinafter – 
WEM) as criminal offences in the consumer market. 
The specific object of a criminal offence, in this case, 
is necessary to specify and narrow the field of public 
relations that arise in the process of managing, and 
which are violated (or there is a threat of their vio-
lation) by committing an illegal act. It is the specific 
object that is the link between the generic and direct 
object, including manipulation on the WEM. 

R.O. Movchan & I.I. Parfenyuk (2021) and 
I.I. Bartosh (2022a) defined the main direct object of 

1Draft Law of Ukraine No. 4503 “On Amendments to Certain Legislative Acts of Ukraine on the Implementation of the Provisions of 
the European Union Legislation on Integrity, Transparency and Prevention of Distortion of Competition in Wholesale Markets”. (2020, 
December). Retrieved from http://w1.c1.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=70681.

the specified criminal offence as a specifically defined 
pricing procedure (i.e., legitimate pricing) for WEM. 
Considering the anti-social focus on the procedure for 
violating the legitimate pricing of WEM, such abuses 
are actually independent manifestations of anti-com-
petitive actions, which, at the same time, occur in a 
specific area – the field of WEM. I.I. Bartosh (2022b), 
analysing the object of this criminal act, comes to 
the conclusion that social relations that connect the 
foundations of fair competition in the plane of “legit-
imus” (legitimate) billing on WEM by preventing ma-
nipulation on the latter is its main direct object. The 
researcher makes arguments about the consistency 
of the relevant fundamental provisions concerning 
the content of market manipulation. In particular, 
the proposed definition by the researcher fully corre-
sponds to: a) the generally accepted understanding of 
manipulation in the stock market in legal science - an 
illegal practice by creating a deliberately false belief 
in other persons about the active trade of increasing 
or decreasing the value of goods (Kamensky, 2020); 
b) the European interpretation of the content of the 
category of “manipulation” on the WEM, the features 
of which REMIT called – the focus on artificially set-
ting the price within the limits not determined by 
market forces of supply and demand, including the 
actual availability of production, storage, or trans-
portation capacities, and demand (Bartosh, 2022b).

Considering the field of public relations, which is 
covered by the understanding of the generic object of 
economic crimes, the direct object of manipulation in 
the energy market can be defined as public relations 
that ensure normal conditions for the functioning 
of the WEM, arise on a contractual basis and cover 
the production, transfer, distribution, purchase, and 
sale, supply of electric energy (natural gas). These 
relationships arise when performing operations using 
resources in the production, transmission (transpor-
tation, supply) and distribution of electricity to the 
WEM (Dudorov & Movchan, 2020). The generic fea-
ture that allows them to be attributed to the econom-
ic field is precisely the economic orientation of illegal 
manifestations, that is, the connection with economic 
relations, the commission of illegal encroachments in 
the process of carrying out economic activities in the 
energy markets.

The specifics of the institution of manipulation 
in the energy market indicate the existence of an ad-
ditional object of this illegal act, which are property 
relations. Manipulation in the energy market leads to 
an imbalance, which results in an unjustified (abnor-
mal) increase in energy prices and tariffs, an increase 

http://w1.c1.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=70681%20
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in the cost of electricity and natural gas. The conse-
quences of these abuses are also covered in the mass 
media. According to O. Khyshchenko (2020), ma-
nipulation in the energy market, in particular in the 
electricity market, causes an unnatural redistribution 
of profits from electricity trading. This process con-
tributes to an excessive increase in profit for individ-
ual traders, and can also lead to incorrect “leaching” 
of funds from real generation, making it unprofita-
ble. When the volume of manipulations in the market 
increases, when they reach critical levels, there is an 
artificial decline in prices in the market. This, in turn, 
leads to the fact that all generating companies, with-
out exception, are forced to sell electricity at prices 
below its cost price.

O.O. Dudorov & E.O. Pysmensky (2013) note 
that the violation of property relations occurs dur-
ing any manifestation of manipulation, respectively, 
researchers note, that they must be recognised as a 
mandatory additional object of this criminal offence. 
The opinion deserves support, because, according to 
other researchers, artificial distortion of objective 
prices will characterise the economic nature of ma-
nipulation (Koshovyi et al. (2019). In the event of a 
socially dangerous act causing damage to the main 
and additional objects, according to E.M.  Kisiliuk 
& O.V. Protsyuk (2015), the final value is only the 
harm caused to the main direct object, the public 
danger from causing harm to an additional object is 
considered already covered, respectively, such an act 
does not require cumulative qualification. 

Consequently, the criminal offence under Article 
222-2 of the Criminal Code of Ukraine encroaches 
on public relations that ensure normal conditions for 
the functioning of the WEM, which is based on com-
petitive pricing in relation to equal and fair rules of 
conduct for its participants, on the principle of trans-
parency of the electric energy (natural gas) markets; 
on ensuring that its participants and consumers are 
informed about the production, transmission, distri-
bution, purchase, and sale, reliable and safe supply 
of electric energy; on ensuring the protection of in-
vestors and consumers of electric energy and natural 
gas from possible abuses. Public relations that ensure 
the property interests of citizens, organisations, or the 
state constitute an additional mandatory object of the 
specified criminal offence. The legal basis for regulat-
ing these relations, in particular, is the Law of Ukraine 
of April 13, 2017 “On the Electricity Market”1.

■ Conclusions
Therefore, the direct object of manipulation in the 
energy market is defined as public relations that 

1Law of Ukraine No. 2019-VIII “On the Electricity Market”. (2017, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2019-
19#Text.

ensure normal conditions for the functioning of the 
WEM, arise on a contractual basis, and cover the 
production, transmission, distribution, purchase and 
sale, and supply of electric energy (natural gas). An 
additional object of a criminal offence is public rela-
tions that ensure the property interests of citizens, or-
ganisations, or the state. The increased public danger 
of manipulation in the energy market consists in un-
dermining energy security by violating the integrity 
of the energy market and the trust of investors in it.

Manipulation in the energy market can be defined 
as a complex of economically or technologically illegal 
actions of individuals that disrupt the functioning of 
the wholesale energy market. This may include false 
statements, misrepresentation of information, ficti-
tious transactions to involve in trading operations or 
investments in order to attract participation in trad-
ing operations with energy products or to invest the 
financial capabilities of the person carrying out the 
specified activity. The proposed disposition of Part 1 
of Article 222-2 of the Criminal Code should be stated 
as follows: “Manipulation in the energy market, that 
is, intentional actions of an individual in the field of 
production, transfer, distribution, purchase and sale, 
supply of electric energy that violate the necessary 
conditions for operations in the wholesale energy mar-
ket, which led to the receipt of income in significant 
amounts by a person or third parties, or the avoidance 
by such persons of losses in significant amounts, or if 
they caused significant damage to the rights, freedoms 
and interests of individual citizens protected by law, 
or state or public interests, or the interests of legal en-
tities, is punishable...”.

For the purpose of uniform law enforcement, it 
is proposed to supplement Section VII of the Crimi-
nal Code with an article with the following content: 
“Article ... The concept of a criminal offence in the 
field of economic activity. 1. A criminal offence in 
the field of economic activity is recognised as an in-
tentional or negligent socially dangerous act (action 
or omission) provided for in this section, committed 
in the field of economic activity (production or sale 
of products (goods), performance of works or provi-
sion of services of a cost nature) and caused signif-
icant damage to the subject or other participant in 
relations in the field of economic activity.”

The study of the objective signs of the criminal 
offence consolidated in Article 222-2 of the Criminal 
Code of Ukraine allowed recording the diversity of 
ways of manipulating the energy market, which, in 
addition, in the context of competition and the exist-
ing serious problems of energy supply caused by the 
massive missile attacks by the Russian Federation, 
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demonstrates the importance of this issue and the 
impossibility of limiting the results to these. The re-
structuring of the management system in the field of 
energy security determines the urgent need to sig-
nificantly improve the mechanisms of criminal law 
provision of energy security, based on the current 
legislation and taking into account the current con-
ditions of functioning of the energy market. And it 
is the thoroughly developed legislation and well-es-
tablished judicial practice of qualifying and investi-
gating criminal abuses in the energy market that will 
not only help to punish the perpetrators fairly, but 
also prevent the emergence of new ones. Therefore, 
to ensure the legality of bringing a person to criminal 
responsibility for manipulation in the energy market, 

the issue that requires its priority clarification in 
subsequent studies is the maximum detail and clear 
definition of the range of illegal acts covered by the 
concept of “manipulation”.
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■ Анотація. У статті 42 Конституції України закріплено принципи недопущення зловживання 
монопольним становищем на ринку й недобросовісної конкуренції в економічній діяльності. Підвищену 
суспільну небезпеку становить маніпулювання на енергетичному ринку – діяння, що порушує 
утверджений чинним законодавством порядок державного регулювання ринку електричної енергії та 
ринку природного газу. Мета статті – дослідити об’єктивні ознаки маніпулювання на енергетичному 
ринку як складу кримінального правопорушення, передбаченого ст. 222-2 Кримінального кодексу 
України. У межах дослідження застосовано комплекс наукових методів: діалектичний, герменевтичний, 
системний, формально-логічний, узагальнення, системно-структурний, метод сходження від 
абстрактного до конкретного, аналізу й синтезу. Обґрунтовано, що об’єкт маніпулювання на 
енергетичному ринку охоплено суспільними відносинами, які регулюють утверджений чинним 
законодавством порядок державного регулювання ринку електричної енергії та ринку природного 
газу – здійснення державою комплексних заходів щодо управління попитом, цінами й обсягами 
гуртового енергетичного ринку, зaпобігання зловживaнням і порушенням у цій сфері. Кримінально-
правовий зміст поняття “маніпулювання” визначений умисною діяльністю осoби (oсіб), що пoрушує 
умови функціонування гуртового eнeргeтичного ринку, здійснюється шляхом виконання комплексу 
неправомірних дій, метою яких є отримання фінансової вигoди для себе і третіх oсіб, шляхом зміни 
ціни фінансового активу. Сутність маніпулювання гуртовим енергетичним ринком висвітлено через 
притаманні йому ознаки, якими означено порушення умов, необхідних для здійснення правочинів 
на гуртовому енергоринку та відхилення ціни активів від реальної ринкової ціни в потрібний 
маніпуляторам бік (наявність процесу завищення (заниження) загальної ціни договору, що спричиняє 
втрату її ринкового статусу). Практична значущість дослідження полягає в тому, що здійснений аналіз 
має допоміжне значення для правозастосовної практики під час вирішення питань, які стосуються 
правової кваліфікації маніпулювання на енергетичному ринку
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■ Abstract. New technologies used in infrastructure systems add complexity to the management and 
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the diagnostic method for studying social and legal phenomena, analytical, dogmatic, comparative legal, 
formal legal, and modelling methods. Based on the results of the study, the current state of criminal law 
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comprehensively analysed. Based on the assessment of the current state of criminal legal protection of critical 
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significance of the results obtained lies in the development and argumentation of conclusions and proposals 
for improving the system of protection of critical infrastructure from criminal encroachments
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■ Introduction
Ensuring the security of critical infrastructure is a 
complex and long-term process that requires an or-
ganisational and integrated approach (Vasyutynska, 
2021). It is inherent in any civilised country, with 
no exception for Ukraine, where, in the context of a 
full-scale Russian invasion, the key priority of the 
national policy is to protect critical infrastructure fa-
cilities from criminal encroachments. For example, 
according to the Office of the Prosecutor General 
(2023), of all recorded missile strikes, more than 70% 
were coordinated specifically in critical areas of state 
activity. According to these facts, the National Police 
of Ukraine alone opened more than 80,000 criminal 
proceedings, including those provided for in Article 
438 of the Criminal Code of Ukraine (Violation of the 
laws and customs of war) (Crimes committed by..., 
2023; Yurii Belousov: We consider..., 2023).

The analysis of legal literature shows that the 
study of problematic aspects of pre-trial investigation 
of criminal offences involving critical infrastructure 
facilities is relatively new. For the most part, they 
relate to issues of ensuring cybersecurity at critical 
energy facilities. In particular, considering external 
threats to NATO member states, S.D. Ducaru (2017) 
emphasises the security of energy infrastructure 
through the feasibility of an integrated network ap-
proach that will help reduce vulnerability and in-
crease the sustainability of critical infrastructure 
in the Alliance’s energy sector. Similar views are 
held by R. Lordan-Perret et al. (2019), O. Batiuk & 
I. Yevtushenko (2022), noting that the proper func-
tioning of the energy system depends on the smooth 
operation of its interconnected sectors of critical 
infrastructure, and therefore, attacks on this infra-
structure can cause a cascade effect. According to 
D.M. Nicol (2018), H. Zhu et al. (2021), one of the 
most dangerous types of threats to critical infrastruc-
ture facilities is and remains unauthorised access to 
their information and telecommunications systems. 
In this regard, as the researchers note, the digitali-
sation of society, despite significant advantages and 
opportunities, significantly increased the level of cy-
ber threats and contributed to the emergence of new 
ways of committing criminal offences involving crit-
ical infrastructure facilities (Chowdhury & Gkioulos, 
2021; Al-abassi et al., 2022). These criminal acts can 

1Order of the Ministry of Internal Affairs of Ukraine No. 575 “On Instructions on the Organisation of Cooperation of Pretrial Investigation 
Bodies with Other Bodies and Units of the National Police of Ukraine in the Prevention of Criminal Offences”. (2017, July). Retrieved 
from https://zakon.rada.gov.ua/laws/show/z0937-17/print.
2Order of the Ministry of Internal Affairs of Ukraine No. 357 “On Instruction from the Organization of Response to Statements and 
Reports About Criminal, Administrative Offences or Events and Operational Information in Bodies (Subdivisions) of the National Police 
of Ukraine”. (2020, April). Retrieved from https://zakon.rada.gov.ua/laws/show/z0443-20#Text.
3Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
4Code of Civil Protection of Ukraine. (2012, October). Retrieved from https://zakon.rada.gov.ua/laws/show/5403-17?find=1&text=%
D0%B0%D0%B2%D0%B0%D1%80%D1%96% D0%B9%D0%BD%D0%BE#Text.
5Law of Ukraine No.  2163-VIII “On the Main Principles of Ensuring Cyber Security of Ukraine”. (2017, October). Retrieved from  
https://zakon.rada.gov.ua/laws/show/2163-19#Text.
6Law of Ukraine No. 2469-VIII “On the National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/
show/2469-19#Text.

manifest themselves not only in so-called Internet es-
pionage, or for example, illegal acquisition of informa-
tion with restricted access, but also in illegal posses-
sion of other people’s property, blocking users’ access 
to the relevant system resources and/or destruction or 
damage to the relevant infrastructure in general.

Along with this, physical threats are no less dan-
gerous. These may include those potential hazards 
that caused the occurrence of a crisis situation at the 
critical infrastructure facility that threatens the life 
and health of the personnel of this facility and/or the 
local population in the area of residence in which it is 
located, and the safety of other citizens and/or their 
financial situation. The risks at critical infrastruc-
ture facilities can manifest themselves in the form of 
sabotage, terrorist acts, theft, deliberate destruction 
and/‌or damage to property necessary for their func-
tioning, etc. It is important to note that these crim-
inal acts, unlike cyber torts, can lead to the death 
of a large number of people, cause physical or mor-
al suffering, cause significant material damage, and 
cause irreparable damage to the environment, which 
makes it impossible for people to live in a certain 
territory and ultimately poses a threat to the future 
existence of humanity.

Despite the relevance and great practical signifi-
cance of this topic, in departmental regulations1,2 do 
not provide practical recommendations on the algo-
rithm of indicative actions of authorised bodies when 
responding to applications and reports of criminal 
offences committed at critical infrastructure facilities 
and the specifics of the investigation methodology of 
this category of torts.  This circumstance, as a result, 
led to the choice of the topic of research, the main pur-
pose of which was to investigate the problematic as-
pects and features of organising pre-trial investigation 
of criminal offences at critical infrastructure facilities.

■ Materials and Methods
The regulatory framework for scientific research was 
laws and bylaws, the norms and provisions of which 
regulate certain issues of security and sustainabili-
ty of critical infrastructure. In particular, the latter 
may include the Criminal Code of Ukraine3, the Code 
of Civil Protection of Ukraine4, laws of Ukraine “On 
the Main Principles of Ensuring Cyber Security of 
Ukraine”5, “On the National Security of Ukraine”6, 
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“On Critical Infrastructure”1, the Decision of the Na-
tional Security and Defence Council of Ukraine of 
October 30, 2021 “Strategy For Ensuring State Se-
curity”2, etc. The theoretical basis of the research 
was scientific works that examined certain aspects 
of the organisational and legal basis for ensuring the 
safety of critical infrastructure facilities (Biryukov, 
2015; Yurii Belousov: We consider..., 2023). Data on 
criminal legal protection of critical infrastructure fa-
cilities were also important (Taran & Sandul, 2019; 
Kucherina & Olejnikov, 2021). The basics of forensic 
support for countering criminal offences at critical 
infrastructure facilities were identified as important 
(Batiuk & Yevtushenko, 2022; Fediuk, 2022).

From a methodological standpoint, the study is 
based on the general laws and categories of the theory 
of cognition. To solve the research tasks, a diagnostic 
method of cognition of social and legal phenomena 
and concepts in their development and interdepend-
ence was used. Formal logical methods of analysis 
and synthesis, induction, deduction, analogy, etc., 
were the basis for the study and analysis of laws and 
regulations, analytical materials, concepts, and opin-
ions of researchers on individual issues that were 
included in the subject of study. Other theoretical 
and empirical research methods were also used. For 
example, with the help of descriptive-analytical and 
hermeneutical methods, the analysis of interpreta-
tions of legal (juridical) categories was carried out, 
definitions and clarifications of the terminology were 
formed, and proposals were developed to improve 
the current Ukrainian legislation on the topic under 
study. Comparative legal and formal legal methods 
were used to analyse laws regulating certain issues 
related to the organisation of pre-trial investigation 
and the specifics of conducting individual investiga-
tive (search) actions. With the help of data analysis, 
conclusions and proposals were formulated to im-
prove the national system for protecting critical in-
frastructure by making appropriate changes and 
additions to the provisions of laws and bylaws that 
regulate certain issues of criminal liability for en-
croachment on infrastructure facilities, as well as the 
specifics of organising investigations of this category 
of criminal offences.

The empirical basis of the study consists of ana-
lytical and statistical materials of the Ministry of In-
ternal Affairs (MIA) of Ukraine, the Office of the Pros-
ecutor General, and the Security Service of Ukraine 
on issues related to the pre-trial investigation of 
criminal offences related to damage or destruction 
of critical infrastructure facilities in 2022-2023 as a 

1Law of Ukraine No. 1882-IX “On Critical Infrastructure”. (2021, November). Retrieved from https://zakon.rada.gov.ua/laws/show/1882-
20#Text.
2Approved by the Decree of the President of Ukraine No. 56/2022 “On the Decision of the National Security and Defence Council of 
Ukraine. Strategy For Ensuring State Security”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/56/2022#Text.
3Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

result of Russian military aggression against Ukraine 
(Crimes committed by..., 2023).

■ Results
General characteristics of criminal offences 
targeting critical infrastructure
In a general sense, criminal offences involving critical 
infrastructure can be divided into those that, firstly, 
are directly aimed at destroying or damaging critical 
infrastructure facilities. That is, when the perpetrator 
deliberately commits an act aimed at disrupting the 
normal functioning of life support facilities, which is 
the main goal. The motives in this case may be dif-
ferent and do not affect the qualification of a socially 
dangerous act. Secondly, those where the disruption 
of critical infrastructure facilities is not an end goal 
for the perpetrator, but a means of achieving anoth-
er goal, which may or may not be directly related 
to these acts. For example, considering such a crim-
inal offence as sabotage (Article 114 of the Criminal 
Code of Ukraine)3, then the subject of its criminal en-
croachment may be specific critical infrastructure fa-
cilities that ensure the security and protection of the 
state in the economic, environmental, military, polit-
ical or any other sphere, illegal interference in which 
contributes to the weakening of the state. These fa-
cilities may include power plants, water, oil, and gas 
pipelines, bridges, dams, reservoirs, information and 
telecommunications systems, railway stations, air-
ports, sea or river ports, and other business entities, 
regardless of their ownership forms, that produce or 
provide vital functions and/or services for the state 
and its population, violation of the operating mode 
of which may lead to unpredictable consequences for 
the national security, defence of the country, and the 
well-being of its citizens. Therewith, a mandatory fea-
ture of the objective side of criminal offences involv-
ing critical infrastructure facilities is the presence of 
a causal relationship between criminal acts and so-
cially dangerous consequences.

Depending on the significance of the facility, the 
nature of the consequences caused may have a facil-
ity-based, local, regional (industry), state, and some-
times international level of danger. As an example, 
such facilities can include enterprises, institutions, 
and organisations that ensure the functioning and 
development of the food, chemical, nuclear industry, 
military-industrial complex, financial sector, civil 
protection of the population, etc. In this context, the 
main factors that affect the qualification of criminal 
offences that encroach on the regular functioning of 
critical infrastructure facilities are the category of 
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their criticality, the scale and nature of socially dan-
gerous consequences caused, the number of forces 
and means involved in their elimination, the organ-
isation of participants in the criminal offence, the 
methods of its commission, and the purpose and mo-
tives that prompted the perpetrator(s) to implement 
criminal actions.

With this in mind, criminal offences against the 
security of critical infrastructure are mostly mixed in 
nature, which refers to other laws and regulations 
that define the most important infrastructure facil-
ities for the state and its society, the procedure for 
their identification, registration, categorisation, and 
certification, as well as rules for their operation, pro-
tection, and safety. According to the Law of Ukraine 
“On Critical Infrastructure”1, the list of these facil-
ities should be contained in the appropriate auto-
mated register, the development and maintenance 
of which is entrusted to the authorised central state 
authority in the field of critical infrastructure pro-
tection. The complexity of this issue lies in the fact 
that at the time of the study, the specified body and 
register have not yet been established in Ukraine, 
and this, in turn, makes it difficult for an authorised 
official to make correct operational-tactical and pro-
cedural-based decisions on the prevention, detection, 
termination, disclosure, and investigation of criminal 
offences involving critical infrastructure facilities.

The provisions of the law of Ukraine on criminal 
liability also do not give clear answers to this issue. 
Despite the fact that the Criminal Code of Ukraine 
(hereinafter - CC of Ukraine)2 does not define such 
a generic object of criminal offences as “security of 
critical infrastructure”, a similar concept is contained 
in the dispositions provided for in Article 259 (Delib-
erately false information about a threat to the security 
of citizens, destruction or damage to property) and 
Article 360 (Intentional damage or destruction of tel-
ecommunications networks) of the CC of Ukraine. In 
particular, Part 2 of Article 259 referred to the quali-
fication features of this criminal offence if its subject 
is “critical infrastructure facilities”. A similar term is 
used in the note to Article 360 of the CC of Ukraine, 
combined with such an assessment category as “grave 
consequences”. In other words, the consequences that 
led to the termination of the provision of telecommu-
nications services at critical infrastructure facilities.

Not limited to these articles, critical infrastruc-
ture can also act as an object, subject, or place of 
commission of other criminal offences. Considering 
the special importance of certain sectors of critical 
infrastructure for the functioning of the state, the 

1Law of Ukraine No. 1882-IX “On Critical Infrastructure”. (2021, November). Retrieved from https://zakon.rada.gov.ua/laws/show/1882-
20#Text.
2Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
3Ibidem, 2001.

legislator identified special types of criminal offences 
related to the destruction or damage of property. 
This means those independent elements of criminal 
offences, the objective side of which is characterised 
by the commission of a socially dangerous act, which 
consists in the destruction or damage of separately 
defined critical infrastructure facilities. These facil-
ities included enterprises, institutions, organisations 
of their systems and structured elements that ensure 
the activities of the electric power industry, the na-
ture reserve fund, housing and communal services, 
nuclear energy, transport communications, the mil-
itary-industrial complex, etc. (Anufriev et al., 2023).

Along with this, the security of critical infrastruc-
ture can also act as an additional qualification feature 
of criminal offences under Articles 194 (Intentional 
destruction or damage to property), 195 (Threat of 
destruction of property), 196 (Negligent destruction 
or damage to property), 197 (Violation of obligations 
to protect property), 219 (Bringing to bankruptcy), 
233 (Illegal privatisation of state and municipal 
property), 270 (Violation of fire or man-made safety 
requirements established by law), 280 (Coercion of 
transport workers to fail to perform their duties) of 
the CC of Ukraine3. Therefore, it is proposed to sep-
arately supplement the dispositions of these crimi-
nal law norms with additional qualification features 
in case these acts encroach on critical infrastructure 
facilities. Under this condition, the subject of these 
criminal attacks can only be those facilities that are 
not classified as special types of criminal offences 
provided for in the CC of Ukraine. These proposals 
will provide additional guarantees for the protection 
of critical infrastructure from criminal attacks and 
play an important role in the proper organisation of 
pre-trial investigation of criminal offences involving 
critical infrastructure.

Features of organising the investigation of 
criminal offences involving critical infrastructure
The specifics of organising the investigation of crimes 
committed at critical infrastructure facilities are in-
forming the authorised bodies in the field of critical 
infrastructure protection about the occurrence of an 
emergency situation at the facility, in order to carry 
out urgent actions to eliminate its consequences, con-
duct rescue and restoration work. After an emergency 
situation occurs at a critical infrastructure facility, the 
critical infrastructure operator must immediately no-
tify the relevant sectoral and functional authorities in 
the field of critical infrastructure protection, local ex-
ecutive authorities and civil-military administration. 
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The information in the message must contain data on 
the time and place of the incident, its circumstances, 
consequences, the intended or already known cause, 
the organisation of medical care for injured persons, 
their number, the estimated number of victims, etc.

The organisation of emergency rescue operations 
should be carried out immediately, while simultane-
ously taking measures to restrict access to the scene 
of an accident by unauthorised persons. The scene 
of an accident must be assessed regarding the likely 
location of potentially dangerous objects on its terri-
tory. This will ensure the safety of persons involved in 
the elimination of the consequences of an emergency 
and conducting procedural actions. The complex of 
dangerous factors that occur after an explosion or 
fire is also considered by determining the danger and 
emergency zones1. The presence of people within the 
“danger zone” and any work within it is prohibited 
(The Security Service…, 2013). Elimination of the 
consequences of an emergency situation is carried out 
only after the final elimination of dangerous factors 
in the area of emergency rescue operations. If there 
is information about possible radiation, chemical or 
bacteriological (biological) contamination of the en-
vironment, the work should be carried out with the 
participation of qualified specialists in the relevant 
field of knowledge in compliance with all existing fa-
cility or departmental instructions (Ratushnyi et al., 
2020; Tertyshnyk, 2022). 

The next feature of organising a crime investi-
gation is the organisation of protection of the scene 
of an accident and the involvement of the necessary 
participants in its conduct. Having received a mes-
sage about the occurrence of an emergency situation 
at the critical infrastructure facility, the relevant in-
vestigation team is urgently sent to the scene of the 
incident. Depending on the nature of the emergency 
situation and the category of criticality of the facility, 
representatives of various law enforcement agencies 
may arrive at the scene, which complicates the pro-
cess of making operational decisions by authorised 
subjects of the national critical infrastructure protec-
tion system. Therefore, it is proposed to regulate the 
formation and activities of permanent departmental 
and interdepartmental teams for the investigation of 
criminal offences involving critical infrastructure fa-
cilities. In the future, this provided an opportunity to 
organise and conduct joint exercises to work out the 
notification scheme, the immediate departure sys-
tem, and coordinate the actions of each participant 
of the investigation team at the incident site.

Such an investigation team should include a 
prosecutor, an investigator (group of investigators), 

1Order of the Ministry of Energy and Coal Industry No. 282 “On the Approval of Methodological Recommendations for the Execution of 
Works During the Liquidation of Oil and Gas Wells and Open Oil and Gas Fountains”. (2015, May). Retrieved from https://ips.ligazakon.
net/document/FN011106.

a forensic specialist, and employees of the relevant 
operational units, depending on the jurisdiction of 
the criminal offence. In cases where the disruption 
of critical infrastructure facilities was caused by an 
explosion, an explosives specialist from the relevant 
expert service is involved in the inspection. Spe-
cialists of pyrotechnic units of the state emergency 
service may also be involved, but it is necessary to 
consider their lack of practical skills in the detection, 
registration, and removal of objects of forensic sig-
nificance. When the victims are found at the scene, a 
specialist in the field of forensic medicine is involved 
in the examination. Depending on the circumstances 
and the number of victims, it is advisable to involve 
emergency doctors and psychologists to participate 
in the examination. If it is necessary to use police 
tracking dogs, specialist dog handlers are invited to 
conduct the inspection (Selyukov, 2022). Competent 
assistance can also be provided by employees of a 
critical infrastructure facility who are aware of its de-
sign features (Batiuk, 2021).

Before starting the inspection, each of the investi-
gation team participants must be provided with spe-
cial personal protective equipment (respirators, hard 
hats, gloves, overalls, etc.) and the necessary technical 
equipment for its implementation (photo and video 
cameras, dosimeters, rangefinders, etc.). In order to 
facilitate the process of cognition, it is advisable to 
involve a specialist operator of an unmanned aerial 
vehicle in the inspection, which would allow the par-
ticipants of the inspection to analyse the scene of the 
incident from top to bottom and better simulate the 
past event. In addition, the use of UAVs will signifi-
cantly speed up the inspection, which will have a pos-
itive impact on the time of restoration work (Yefimen-
ko, 2022). Without violating the principle of unity of 
command, depending on the scope of the necessary 
work, it is recommended to allocate the relevant sub-
groups of investigators, specialists, and operational 
workers as part of the investigation team, including a 
separate group that would ensure security at the scene 
of an accident and communicate with the media.

The last stage of the investigation of criminal of-
fences is to conduct an incident site inspection. In 
criminal proceedings involving critical infrastructure 
facilities, an incident site inspection is one of the most 
complex and important investigative (search) actions 
with a clearly defined specifics of its implementation. 
Delay in the examination inevitably leads to the loss 
of evidence and a change in the primary environment 
due to the instability of individual traces and condi-
tions that resulted in this event. At the same time, 
the importance of functioning of critical infrastruc-
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ture facilities requires prompt elimination of the con-
sequences of an emergency (Komisarov et al., 2022). 
Therefore, with the arrival of the investigation team 
at the scene, emergency rescue operations may not 
yet be completed. At this stage, all efforts should be 
coordinated for careful video and photo recording of 
the situation that is observed at the time of arrival.

If many criminally significant traces may be lost, 
it is advisable to conduct an inspection in parallel 
with emergency rescue operations. If possible, the 
investigator should immediately coordinate their ac-
tions in such a way as to ensure the preservation of 
criminally significant traces located next to the resto-
ration work. First of all, those facilities that require 
immediate restoration or evacuation should be ex-
amined. Upon arrival at the scene, the investigation 
team should assess the extent of the emergency and 
the presence and number of victims. If there are vic-
tims at the scene, it is necessary to find out whether 
they were provided with assistance and, if necessary, 
take urgent measures to provide it. Next, measures 
are taken to protect the scene of the accident, link it 
and, if necessary, expand it.

Before starting the inspection, the safety of the 
persons participating in it must be ensured. All nec-
essary measures are being taken to prevent unau-
thorised persons from appearing at the scene, in-
cluding in the “danger zone”. Investigation team 
is also outside of it. Group members should be in-
structed to comply with personal safety measures. If 
there is a risk of an explosion, the inspection does 
not begin without involving the relevant specialists 
of the explosives service. When explosive devices 
or unexploded ordnance are detected at the scene, 
the team leader, together with the relevant special-
ist, makes a decision on their neutralisation or/or 
destruction at the scene of the event or outside it. 
Neutralisation or destruction of explosive objects is 
carried out by a qualified specialist in compliance 
with all existing rules and instructions for perform-
ing such work (Klymas, 2022).

Due to possible large-scale destruction and the 
large number of facilities that need to be examined, 
the inspection time increases, and sometimes even 
up to several weeks. In this case, the territory of the 
scene of an accident is divided into smaller sections, 
the inspection of which is entrusted to a specific in-
vestigator of this group. The investigator’s interaction 
with other participants in the examination should 
be organised in such a way that he has the oppor-
tunity to constantly maintain communication with 
them. The investigator also needs to consider the 
fact that the relevant (departmental) commission can 
simultaneously conduct an internal investigation at 

1Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

the scene of the incident. Therefore, the investiga-
tor needs to familiarise themself with the functional 
duties of the chairman of this commission and its 
composition. The results of an internal investigation 
can serve as auxiliary materials for planning and 
conducting further procedural actions (Taran et al., 
2020; Syvodyed, 2023).

During the inspection, special attention is paid to 
the places of destruction or damage to critical infra-
structure facilities, their systems and elements, and 
the presence of foreign objects within their borders. 
If they are difficult to describe, their diagrams, plans, 
and photo images are attached to the protocol, and 
competent employees are invited to log them. If par-
ticularly dangerous objects (nuclear, chemical, ther-
mobaric ammunition, etc.) are found at the scene of 
an accident, the inspection is immediately stopped 
until the arrival of appropriate specialists. If the fa-
cility is completely destroyed and is a construction 
ruin, it is necessary to carry out disassembly, first 
examining the destroyed fragments.

It is advisable to conduct other investigative 
(search) actions simultaneously with the inspection. 
Operational officers are instructed to identify eye-
witnesses and victims, organise the protection of the 
scene and traces that were not examined, collect in-
formation about persons who were within the event, 
preserve technical documentation describing the ac-
tivities of the critical infrastructure facility, help in 
carrying out rescue operations, etc.

■ Discussion
Analysing the current state and prospects for im-
proving the legislative regulation of the grounds for 
criminal liability for crimes that encroach on critical 
infrastructure facilities, O. Taran & O. Sandul (2019) 
point to the fact that the provisions of the current CC 
of Ukraine do not contain specially defined norms 
that would provide for liability for socially dangerous 
acts that encroach on critical infrastructure facilities. 
Considering this circumstance, the authors propose 
to introduce a separate article in section 1 of the Spe-
cial part (Crimes against the foundations of national 
security), which would provide for criminal liability 
for encroachment on critical infrastructure facilities1.

Denying the feasibility of implementing 
these changes and additions, S.Ye. Kucherina & 
D.O. Olejnikov (2021) argue that at the present stage, 
the level of criminal legal protection of critical infra-
structure facilities is insufficient and unsystematic. 
The reason for this is that, first of all, the legislation 
of Ukraine on criminal liability does not have an indi-
vidualised approach to critical infrastructure in gen-
eral and its facilities in particular. That is, criminal 
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legal protection of critical infrastructure facilities is 
carried out at the level of the subject of other objects 
of criminal offences of a more general nature, and 
secondly, the current legislation, which establishes 
responsibility for socially dangerous acts, does not 
consider current trends in the development of organi-
sational and legal bases of critical infrastructure, as a 
result of which the ability to fully protect the interests 
of the state and society, which are implemented in 
this area, is lost. Given the above, researchers propose 
to review the list of general objects of criminal legal 
protection and to include the protection of critical in-
frastructure in the tasks of the CC1 of Ukraine. These 
changes, according to the researchers, will contrib-
ute to the introduction of separate criminal liability 
for encroachment on critical infrastructure facilities, 
which in the future will provide it with additional 
protection through existing criminal legal means.

Holding similar views, V. Fediuk (2022) draws at-
tention to the provisions of the Law of Ukraine “On 
critical infrastructure”2 in the preamble of which it is 
noted that this law is a component of legislation in the 
field of national security. Despite this, when forming 
an idea of “critical infrastructure facilities”, the legis-
lator draws attention to the importance of their func-
tioning not only for national security but also for the 
economy of the country, its defence, and other areas 
of state activity that affect national interests. In other 
words, this means that the vital interests of a person, 
society, and the state depend on the proper function-
ing of critical infrastructure facilities, the implementa-
tion of which ensures the state sovereignty of Ukraine, 
its progressive democratic development, and safe liv-
ing conditions and the well-being of citizens.3 In this 
context, encroachments on critical infrastructure can-
not only affect relations in the field of ensuring the 
foundations of national security. Violation of the oper-
ating mode of critical infrastructure facilities destabi-
lises other public relations and creates obstacles to the 
implementation of functions, the production of goods, 
and the provision of services that are vital for people 
and the country’s activities. Researchers define “vital 
goods and services” as those goods and services that 
meet the basic needs of the country and its citizens, 
including the functioning of the national security and 
defence systems. In turn, “vital functions of the state” 
imply any activities of the state or private structures 
that create conditions and mechanisms for human life 
and functioning of the country in peacetime, in condi-
tions of emergency and martial law and a state of war 
(Sakhanyuk, 2020; Franchuk et al., 2021).

1Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
2Law of Ukraine No. 1882-IX “On Critical Infrastructure”. (2021, November). Retrieved from https://zakon.rada.gov.ua/laws/show/1882-
20#Text.
3Law of Ukraine No. 2469-VIII “On the National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/
show/2469-19#Text.
4Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

Therefore, agreeing with V. Fediuk (2022), when 
defining areas for improving the criminal legal protec-
tion of critical infrastructure facilities, it is necessary 
to consider a number of their inherent features and 
criteria that determine their social, political, and eco-
nomic significance for ensuring the country’s defence, 
security of citizens, society, the state, and the rule of 
law. In fact, such criteria include, firstly, the provision 
of functions and/or obedience by these facilities that 
are vital for the state and its society, secondly, the ex-
istence of external and internal challenges and threats 
(their vulnerability) in relation to these facilities, 
thirdly, the probability of causing significant (major) 
damage to the normal living conditions of the popula-
tion, and fourthly, the scale and duration of elimina-
tion of negative consequences in case of unauthorised 
interference in their work (Biryukov, 2015; Tkalya, 
2022). Given the above, researchers refer to these fa-
cilities enterprises, institutions, and organisations that 
are of strategic importance for the economy and secu-
rity of the state, are potentially dangerous, classified 
as civil protection, are subject to mandatory protection 
and defence in an emergency, are particularly impor-
tant for the energy sector and the oil and gas industry, 
provide the activities of conference communication 
systems, emergency services, payment services and 
electronic communications, ensure the functioning of 
the agricultural and industrial complex, food industry, 
educational institutions, healthcare, cultural and edu-
cational and national-patriotic education, etc.

Summing up the above, it is worth noting that 
the security and protection of critical infrastructure 
facilities in criminal law have different generic ob-
jects. This gives grounds to consider the prospects for 
improving the criminal legal protection of critical in-
frastructure within the framework of making certain 
dispositive additions to existing norms, through the es-
tablishment of additional qualification features in the 
event that these acts encroach on critical infrastruc-
ture facilities. For example, Part 2 of Article 194 of the 
CC of Ukraine4 is proposed to be supplemented with 
a note if: “intentional destruction or damage to some-
one else’s property, which caused large-scale damage 
to critical infrastructure facilities.” In this case, only 
those critical infrastructure facilities that are not classi-
fied as special types of criminal offences under Articles 
194-1 (Intentional damage to electric power facilities) 
252 (Intentional destruction or damage to territories 
taken under state protection and objects of the nature 
reserve fund), 411 (Intentional destruction or damage 
to military property) 270-1 (Intentional destruction or 

https://zakon.rada.gov.ua/laws/show/2341-14%23Text
https://zakon.rada.gov.ua/laws/show/1882-20%23Text
https://zakon.rada.gov.ua/laws/show/1882-20%23Text
https://zakon.rada.gov.ua/laws/show/2469-19%23Text
https://zakon.rada.gov.ua/laws/show/2469-19%23Text
https://zakon.rada.gov.ua/laws/show/2341-14%23Text
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damage to housing and communal facilities) may be 
the subject of this criminal offence.

Special attention should be paid to the specifics 
of organising pre-trial investigation of criminal of-
fences involving critical infrastructure facilities. In 
this context, forensic methodology becomes impor-
tant (Yefimov & Pyrig, 2022), which is the basis for 
developing appropriate recommendations for organ-
ising and conducting pre-trial investigations of cer-
tain types of criminal offences (Mudretskyi, 2019). 
Given the totality of objective and subjective features 
that allow qualifying a socially dangerous act as a 
specific criminal offence, criminalistics proposed to 
classify criminal offences, including by the object 
of criminal encroachment (Guseva, 2019). In this 
regard, it is worth noting that at the present stage 
of the development of criminalistics, the definition 
of individual methods for investigating criminal of-
fences at critical infrastructure facilities is still in its 
infancy. The reason for this is that, firstly, for Ukrain-
ian legislation, public relations on the protection and 
security of critical infrastructure are relatively new, 
and secondly, due to the lack of full functioning of 
the central state authority in the field of protection of 
critical infrastructure, in Ukraine, the corresponding 
list of facilities has not yet been formed.

Along with this, exploring the problematic aspects 
of forensic support of criminal offences at critical in-
frastructure facilities, O. Batiuk (2021) suggests that 
their content include such elements as forensic char-
acteristics of criminal offences at critical infrastruc-
ture facilities; circumstances to be established and 
proved; features of detection of criminal offences at 
critical infrastructure facilities; typical investigative 
situations that arise at the initial and subsequent 
stages of the investigation; typical versions and fea-
tures of Investigation planning; features of using spe-
cial knowledge; features of interaction of relevant 
participants in criminal proceedings; features of the 
organisation of investigation team in the conditions 
of its work at the critical infrastructure facility where 
emergency situation has occurred; identification of 
the causes and conditions that contributed to the 
commission of a criminal offence; features of using 
forensic information databases in the investigation of 
the relevant category of criminal offences, etc.

Given the above, it can be concluded that at the 
present stage of the development of forensic science, 
topical issues of the methodology for investigating 
criminal offences at critical infrastructure facilities 
are open for discussion and require further scientific 
research. Considering the limits of the paper, the spe-
cifics of organising pre-trial investigation of criminal 
offences involving critical infrastructure, and, in this 
case, conducting an incident site inspection as one 
of the most complex investigative (search) actions of 
this category of criminal offences were revealed.

■ Conclusions
Thus, the results of the scientific analysis indicate 
that the legislation on critical infrastructure and its 
protection is part of the legislation in the field of na-
tional security, the norms and provisions of which 
determine the legal and organisational basis for 
the creation and functioning of the national system 
for the protection of critical infrastructure. Persons 
guilty of violating these regulations are liable as de-
fined by law. Thus, critical infrastructure facilities 
can be the object, subject, or place of commission of 
a criminal offence not only at the national level, but 
also be the subject of consideration by international 
instances. Despite the urgency of this issue, the level 
of criminal legal protection of critical infrastructure 
facilities in the norms of the current Criminal Code 
of Ukraine is insufficient. The main reason for this is 
that due to the lack of a fully functioning central ex-
ecutive body in the field of critical infrastructure pro-
tection, Ukraine has not yet formed a statutory regis-
ter of critical infrastructure facilities. In addition, the 
process of identifying critical infrastructure facilities 
is permanent and may change depending on internal 
and external challenges and threats that affect the 
level (degree) of protection of national interests.

At the same time, the functioning of the national 
system of protection of critical infrastructure forces 
the legislator to supplement certain norms of the spe-
cial part of the CC of Ukraine with additional qualifi-
cation features that would provide for liability for de-
struction or damage to critical infrastructure facilities. 
In this context, the types of criminal offences involv-
ing critical infrastructure can be conditionally divided 
into special, that is, those that encroach on the object 
of a particular sector of critical infrastructure (Arti-
cle 194-1 of the CC of Ukraine) and general (Article 
194 of the CC of Ukraine), encroach on other, not 
separately allocated critical infrastructure facilities.

Considering the importance of the functioning 
of critical infrastructure facilities, from a practical 
standpoint, additional regulatory and methodologi-
cal support is also required for issues related to the 
priority actions of authorised subjects for the protec-
tion of critical infrastructure after receiving informa-
tion about the occurrence of an emergency situation 
at the critical infrastructure facility, their interaction 
on the prevention, detection, termination, disclo-
sure, and investigation of criminal offences involving 
critical infrastructure facilities, as well as the specif-
ics of organising priority investigative (search) ac-
tions under a state of emergency.
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■ Анотація. Нові технології, які використовують в інфраструктурних системах, додають складності 
управлінню та захисту цих систем, а тому розгляд питань, пов’язаних зі злочинними посяганнями 
на критичну інфраструктуру, й організація розслідувань набувають важливого значення. Основною 
метою було дослідження проблемних аспектів та унікальних рис організації досудового розслідування 
злочинів, які вчинено на об’єктах критичної інфраструктури. Методологічний інструментарій 
наукового дослідження ґрунтувався на діагностичному методі для вивчення соціальних і правових 
явищ, аналітичному, догматичному, порівняльно-правовому, формально-юридичному й методі 
моделювання. За результатами дослідження було комплексно проаналізовано сучасний стан 
норм кримінального права, які регулюють підстави кримінальної відповідальності за кримінальні 
правопорушення, об’єктами яких є критична інфраструктура. На підставі оцінювання сучасного 
стану кримінально-правової охорони об’єктів критичної інфраструктури встановлено, що вона є 
недостатньою та потребує вдосконалення. Запропоновано доповнити норми Особливої частини 
Кримінального кодексу України додатковими кваліфікаційними ознаками, які встановлювали б 
кримінальну відповідальність за посягання на об’єкти критичної інфраструктури. Актуалізовано 
питання розроблення єдиної концепції захисту об’єктів критичної інфраструктури від кримінальних 
правопорушень за допомогою комплексного науково-практичного підходу до формування та 
оцінювання криміналістичного забезпечення протидії кримінальним правопорушенням, об’єктами 
яких є критична інфраструктура. Окреслено конкретні кроки з удосконалення нормативно-правових 
актів, які визначають особливості організації розслідування на об’єктах критичної інфраструктури та 
проведення у зв’язку із цим першочергових слідчих (розшукових) дій. Практична значущість одержаних 
результатів полягає у формуванні та аргументації висновків і пропозицій з удосконалення системи 
захисту критичної інфраструктури від злочинних посягань
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■ Abstract. The relevance of the study is substantiated by the need to develop a system for procedural 
registration of information (statements) withdrawn from a mobile phone using hardware and software 
complexes, the content of which proves the involvement of a person in the commission of a criminal offence, 
since such a documentation mechanism has not been developed in practice. The purpose of the study was to 
highlight theoretical and applied approaches to the legal support of investigators’ actions to extract information 
from a mobile phone found at the incident scene. In accordance with the set goal and specifics of the subject 
of research, a set of the following methods was applied: formal logical, system and structural, hermeneutical, 
modelling, and generalisation. The study considers the actions of the investigator during the pre-trial 
investigation of criminal offences, when a cellular phone (mobile communication device) was found at the 
incident scene, which makes it necessary to use special knowledge. The profile and qualification of a specialist 
who needs to be involved in the inspection of a mobile phone are determined depending on the purpose and 
objectives of the investigative (search) action, established primary data on the nature of a criminal offense. A 
procedure for obtaining information (computer data) from a cellular phone (mobile communication device) is 
proposed, which provides for the creation of an “image”/electronic report of available information, which is 
recorded on a digital medium in the form of a file, fixed with an electronic label as a checksum. The practical 
value of the study lies in the procedural solution of the issue of extracting information (statements) from 
mobile phones, which is important during pre-trial investigation and documentation of digital information 
(computer data)

■ Keywords: computer data; protocol; mobile terminal; hardware and software complex; pre-trial investigation; 
specialist; special knowledge



Kobets

Scientific Journal of the National Academy of Internal Affairs, 28(2)53

■ Introduction
With the rapid development of scientific and techno-
logical progress, humanity is increasingly using mod-
ern innovative technologies both in its professional 
activities and in everyday life. However, despite the 
technical capabilities of modern information systems 
and electronic communication networks, information 
technologies are vulnerable to fraudsters and other 
criminal elements. Such illegal actions are protected 
by law. This is especially true for the storage, use 
and dissemination of confidential information about 
a person without their consent. Law enforcement of-
ficers in certain situations, if it concerns the protec-
tion of national security interests, economic well-be-
ing and human rights are allowed to exercise these 
temporary restrictions, as defined by law, but only 
by a court decision (Article 32 of the Constitution of 
Ukraine1). Therefore, law enforcement officers use the 
entire arsenal of technological progress in their activ-
ities to detect, stop and investigate criminal offences. 

In this regard, in order to clarify the circumstances 
of the commission of a criminal offence and establish 
the truth in criminal proceedings, there is an urgent 
need for data obtained from electronic information 
devices and systems. This is due to the fact that crim-
inals have become more likely to use modern infor-
mation and computer technologies in their illegal 
activities. To solve this problem, effective detection, 
suppression and investigation of relevant criminal 
offences and considering the realities of today, the 
legislator introduced in the CPC of Ukraine2 such in-
vestigative (search) actions as the extraction of infor-
mation from electronic information systems and the 
examination of mobile terminals (mobile communi-
cation devices) at the accident scene.

Theoretical and applied approaches to the use 
of electronic (digital) evidence in criminal proceed-
ings were studied by I.V. Pyrih (2019), I. Riadi et al. 
(2023). They suggest using various forensic methods, 
tools, and software products to process and analyse 
the data obtained. A. Leonov (2020), S. Satpathy & 
S. Mohanty (2020) highlight issues of so-called digital 
forensics. In this context, the researchers suggest us-
ing data analysis methods, algorithms, and synthesis 
techniques to effectively investigate crimes commit-
ted using information technologies. A. Fukami et al. 
(2021) introduce a new forensic model for mobile 
device research. In their opinion, this is due to the 
convenience of using digital evidence, considering 
the elements of vulnerabilities and features of this 
type of evidence. 

A. Sengupta et al. (2023), H. Tara & A. Mishra 
(2021) explore the problems of extracting inter-
net data from mobile phones and other electronic 

1Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254к/96-вр#Text.
2Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

devices, as well as digital forensic tools for this. To 
solve these problems, reasonable methods of data 
extraction are proposed, which work independently 
of the hardware and software specifications of the 
mobile terminal. B.M. Manjre et al. (2023) examine 
the integrity of digital evidence obtained during the 
extraction and decoding of mobile data from mobile 
phones, etc. The authors suggest using various infor-
mation technologies to ensure security against possi-
ble changes and distortions of information during its 
extraction from mobile terminals and features of stor-
ing digital evidence during forensic examinations.

The purpose of the study was to help employ-
ees of the pre-trial investigation bodies to obtain the 
necessary information from mobile terminals (cellu-
lar phones) found at the scene during the pre-trial 
investigation of criminal offences, using modern sci-
entific and technical means, and procedural registra-
tion of the seized information, which can be further 
evidence in criminal proceedings.

■ Materials and Methods
In the course of the study of the problem of extract-
ing (copying) information by investigators from the 
mobile communication device, methodological tools 
were used. The combination of both general scien-
tific and special methods of scientific cognition was 
used to achieve the outlined goal of research. The 
fundamental basis of the methodology in this paper 
is the dialectical approach, which allows substanti-
ating objectivity in assessing reality. In this context, 
the method of dialectics is applied in order to ex-
pand the terminology by analysing the problems of 
extracting (copying) and documenting evidence (fo-
rensically significant information) at the scene, us-
ing modern scientific and technical technologies for 
obtaining data and areas for solving relevant issues.

During the research, a system of methods of sci-
entific cognition was used. The formal logical method 
(abstraction, logic, induction, deduction, synthesis) 
was used to clarify the content of the issues under 
study. That is, to build a procedure for identifying 
information from mobile terminals, starting from the 
moment of receiving information about the commis-
sion of a criminal offence and ending with the pro-
cedural registration of the seized information at the 
scene of the incident. Using the hermeneutical method, 
the concepts of “inspection of objects”, “data”, and 
“computer data” used in legislative acts and of le-
gal and practical significance in criminal proceedings 
were studied. Therefore, these concepts were gener-
alised to reconcile further contradictions and com-
pare the relationship between the concepts of “com-
puter information” and “digital information”. 
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The analytical method was used in the process 
of research of academic literature, the analysis of 
which provided an opportunity to compare opinions 
and ways to solve relevant problematic issues, and 
as a result, to provide a solution to the extraction of 
information from mobile terminals. The system and 
structural method was used for a comprehensive sci-
entific analysis of ways to document digital informa-
tion at the accident scene. Using the modelling, the 
sequence of actions of employees of the pre-trial in-
vestigation body during the investigation of criminal 
offences was developed. The generalisation was used 
to formulate conclusions.

In preparing the paper, the author has considered 
foreign and Ukrainian literature on the problematic 
issues of such scholars as A. Leonov (2020), H. Tara & 
A. Mishra (2021), J. Williams et al. (2021). The study 
used the provisions of legislative acts – the CPC – as a 
material basis1, which provides for the procedure for 
actions of pre-trial and judicial investigation bodies 
in the investigation of a criminal offence within the 
framework of criminal proceedings and the laws of 
Ukraine “On Electronic Communications”2, “On Elec-
tronic Trust Services”3.

■ Results 
Investigative (search) actions at the accident scene are 
carried out in order to identify, evaluate, and examine 
evidentiary information that may be relevant for crim-
inal proceedings (Nassif, 2019; Riadi et al., 2023). The 
investigator applies the existing arsenal of scientific 
and technical developments, since they are responsi-
ble for the course of the pre-trial investigation (Wang 
et al., 2018; Karthikeyan et al., 2023). In case of detec-
tion and seizure of mobile communication equipment 
at the place of commission of a criminal offence, the 
investigator initiates the use of a hardware and soft-
ware complex that is used within the framework of:

- conducting such an investigative (search) ac-
tion as inspection of the area, premises, things, doc-
uments and computer data (Article 237 “Inspection” 
of the Criminal Procedure Code (CPC) of Ukraine4) – 
for inspection of a mobile phone and/or SIM card;

- criminal proceedings during such an investiga-
tive (search) action as a search of a person’s home 
or other possession, a search of a person (Article 
236 “Execution of a Decision on a Permit to Search 

1Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
2Law of Ukraine No.  1089-IX “On Electronic Communications”. (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/1089-20#Text.
3Law of Ukraine No.  2155-VIII “On Electronic Trust Services”. (2017, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2155-19/ed20220101#top.
4Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
5Ibidem, 2012.
6Ibidem, 2012.
7Ibidem, 2012.
8Ibidem, 2012.
9Ibidem, 2012.

a Person’s Home or Other Possession” of the CPC of 
Ukraine5) – for access to computer systems or parts 
thereof, mobile phones and/or SIM cards.

If a mobile phone was found at the place of com-
mission of a criminal offence or a person suspected 
of committing a criminal offence was or was detained 
at the scene and a mobile communication device was 
found in their possession, the investigator as part of 
the investigation team initiates such an investigative 
(search) action as an inspection of the area, premises, 
things, documents, and computer data in accordance 
with Article 237 of the CPC of Ukraine “Inspection”6 
in order to identify and record information about 
the circumstances of the commission of a criminal 
offence. At the same time, they carry out not only its 
external inspection as an object, but also internal – 
the content of information contained in this device, 
as an inspection of computer data, since information 
about illegal activities of a person can be stored in a 
mobile phone (Perumal et al., 2017). Given the tech-
nical specificity of this device due to its operation, 
and in order to obtain assistance on issues requiring 
special knowledge for such actions, the investigator 
(prosecutor) may invite a specialist to participate in 
this review (Pyrih, 2019). 

Usually, the investigator engages an employee of 
the operational and technical unit as a specialist in 
these actions in accordance with Part 3 of Article 237 
and Article 71 of the CPC of Ukraine7. The specialist 
in accordance with paragraph 1 of Part 5 of Article 
71 of the CPC of Ukraine8 must “arrive on call to the 
investigator, inquirer, prosecutor, court and have the 
necessary technical equipment and devices”9. There-
fore, the investigator informs their supervisor from 
the scene of the incident about the need to involve 
a specialist with a hardware and software complex 
(Wang et al., 2018; Kayabaş & Tuna, 2023). The in-
vestigator records the participation of a specialist in 
the protocol of examination of the subject. 

For an in-depth understanding of the relevant 
investigative (search) action related to the technical 
feature of the operation of a mobile communication 
device found at the scene, the concept of “inspection 
of objects and computer data” should be considered, 
which may be relevant in criminal proceedings. In 
general, the inspection of things provides for ac-
tions related to the external inspection of the object 

https://zakon.rada.gov.ua/laws/show/4651-17%23Text
https://zakon.rada.gov.ua/laws/show/1089-20%23Text
https://zakon.rada.gov.ua/laws/show/1089-20%23Text
https://zakon.rada.gov.ua/laws/show/2155-19/ed20220101%23top
https://zakon.rada.gov.ua/laws/show/2155-19/ed20220101%23top
https://zakon.rada.gov.ua/laws/show/4651-17%23Text
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(substances, etc.) with an indication of the features of 
the signs of this object, which allows distinguishing 
it from identical ones. As a rule, such actions at the 
scene of an accident as part of the investigation team 
are carried out by a forensic inspector1. The legisla-
tive acts of Ukraine regulating the activities of law 
enforcement agencies do not use such concepts as 
“computer information”, “digital information”, etc., 
i.e., information that is extracted from electronic (in-
formation) communication devices. 

However, the CPC of Ukraine provides for the 
use of the concept of “computer data” (Articles 99, 
237)2. In this context, the Convention on cybercrime, 
Article 1, interprets this concept as information that 
is suitable for processing (performing certain func-
tions) in a computer system3. That is, computer data 
contains both information and a programme for per-
forming certain actions of the computer system. The 
interpretation of this concept is difficult to compare 
with electronic communication devices and systems, 
since they do not belong to the concept of a com-
puter. At the same time, data is information in a 
form suitable for automated processing by computer 
technology, technical and software tools (paragraph 
20 of Part 1 of Article 2)4. An electronic data – any 
information in electronic form (paragraph 13 of Part 
1 of Article 1)5. Therefore, data is information pre-
sented in electronic form. In the field of forensics, 
scientists correlate the concepts of “electronic data” 
and “computer data” with the concepts of “computer 
information” and “digital information” (Teplytskyi, 
2020; Hutsaliuk & Antoniuk, 2021). In general, com-
puter data is information that is processed in devices, 
systems, etc.

A specialist at the accident scene in the presence 
of witnesses uses a hardware and software complex 
such as Cellebrite UFED or its analogue to inspect the 
computer data of a mobile phone detected and seized 
by an investigator, that is, information, and creates 
an “image”/electronic report of available information 

1Order of the Ministry of Internal Affairs of Ukraine No.  575 “On Instructions on the Organisation of the Interaction of Pretrial 
Investigation Bodies with Other Bodies and Units of the National Police of Ukraine in the Prevention of Criminal Offences, Their 
Detection and Investigation”. (2017, July). Retrieved from https://zakon.rada.gov.ua/laws/show/z0937-17#Text.
2Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
3Law of Ukraine No.  2824-IV “On Convention on Cybercrime”. (2005, September). Retrieved from https://zakon.rada.gov.ua/laws/
show/994_575#Text.
4Law of Ukraine No.  1089-IX “On Electronic Communications”. (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/1089-20#Text.
5Law of Ukraine No.  2155-VIII “On Electronic Trust Services”. (2017, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2155-19/ed20220101#top.
6Resolution of the Commercial Court of Cassation of the Supreme Court of Ukraine case No. 922/51/20. (2021, January). Retrieved from 
https://verdictum.ligazakon.net/document/94517830.
7Law of Ukraine No.  2155-VIII “On Electronic Trust Services”. (2017, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2155-19/ed20220101#top.
8Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
9Ibidem, 2012.
10Ibidem, 2012.
11Ibidem, 2012.

(Tara & Mishra, 2021). The person performing these 
procedural actions certifies the recorded information 
on the digital disk with an electronic signature. In ac-
cordance with the legislation of Ukraine in the fields 
of electronic trust services and electronic identifica-
tion, in particular, the decision of the Supreme Court 
of Ukraine of the panel of judges of the Commercial 
Court of Cassation in case No. 922/51/20 of Janu-
ary 29, 2021, an electronic signature is equated to 
a handwritten signature6, in accordance with para-
graph 12 of Article 1 of the Law of Ukraine “On Elec-
tronic Trust Services”7.

A specialist writes the created “image”/electron-
ic report to a digital medium, such as a digital disc 
such as CD-R, DVD-R in the form of a file, and attach-
es an electronic tag in the form of a checksum using 
the mathematical (cryptographic) algorithm SHA-1 
(or SHA-2, SHA-3, MD5, CRC32) (Kobets, 2023). Ac-
cording to the CPC, the inspection of computer data 
is carried out by an investigator (prosecutor), reflect-
ing it in the inspection protocol, in accordance with 
Part 2 of Article 237 of the CPC of Ukraine8. The in-
vestigator draws up a report in accordance with Ar-
ticle 104 of the CPC of Ukraine9. A mobile phone, 
a tangible medium of information marked by a spe-
cialist with a mathematical hashing algorithm SHA-1 
(or SHA-2, SHA-3, MD5, CRC32) with information 
obtained during the inspection of information from 
mobile communication devices and/or SIM cards 
(Article 105 of the CPC of Ukraine)10. The protocol 
is signed by all participants who participated in the 
procedural action in accordance with Part 5 of Arti-
cle 104 of the CPC of Ukraine11.

Considering the protocol registration of the evi-
dence base, it is worth noting that Article 84 of the 
CPC of Ukraine states that the sources of evidence 
are testimony, material evidence, documents, and ex-
pert conclusions. According to paragraph 1 of Part 2 
of Article 99 of the CPC of Ukraine, documents may 
include materials of photography, sound recordings, 

https://zakon.rada.gov.ua/laws/show/z0937-17%23Text
https://zakon.rada.gov.ua/laws/show/4651-17%23Text
https://zakon.rada.gov.ua/laws/show/994_575%23Text
https://zakon.rada.gov.ua/laws/show/994_575%23Text
https://zakon.rada.gov.ua/laws/show/1089-20%23Text
https://zakon.rada.gov.ua/laws/show/1089-20%23Text
https://zakon.rada.gov.ua/laws/show/2155-19/ed20220101%23top
https://zakon.rada.gov.ua/laws/show/2155-19/ed20220101%23top
https://verdictum.ligazakon.net/document/94517830
https://zakon.rada.gov.ua/laws/show/2155-19/ed20220101%23top
https://zakon.rada.gov.ua/laws/show/2155-19/ed20220101%23top
https://zakon.rada.gov.ua/laws/show/4651-17%23Text
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video recordings, and other information carriers 
(including computer data)1. In practice, sometimes 
there are legal situations when the defender chal-
lenges the actions of the investigator regarding the 
inadmissibility of evidence, that is, the illegality of 
the inspection of a mobile phone without the approv-
al of the investigating judge, considering that during 
investigative (search) actions illegal (without the de-
cision of the investigating judge) access to informa-
tion from electronic Information systems was carried 
out, which is issued as a protocol for the inspection 
of the object – phone (Leonov, 2020). However, this 
situation is explained by the decision of the Supreme 
Court of Ukraine of the panel of judges of the Criminal 
Court of Cassation in case No. 727/6578/17 of April 
15, 2020. According to its decision, a mobile phone 
does not belong to the concept of “electronic infor-
mation systems or parts thereof”, so it is legitimate 
to carry out an internal inspection (its informational 
content) of this phone by investigators without a court 
decision2.

Commenting on the decision of the Supreme 
Court, it is worth considering the concept of a mobile 
phone, namely, as a means of mobile communica-
tion. In accordance with the legislation of Ukraine in 
the field of electronic communications3, a cellular 
phone as a mobile terminal is the final element of 
an electronic communication network, in particular, 
mobile communication. Therefore, a mobile phone 
does not apply to electronic information systems. If a 
person detained on suspicion of committing a crim-
inal offence voluntarily provided investigators with 
access to information (computer data) of their mo-
bile phone, then in this case, the use of a hardware 
and software complex is not mandatory, since one 
of the main functions of this complex is to overcome 
the system of logical protection of mobile terminals. 
However, in this situation, it should be noted in the 
report on the inspection of the object that they were 
given this opportunity voluntarily.

Within the framework of criminal proceedings, 
when conducting such an investigative (search) ac-
tion as a search of a person’s home or other posses-
sion, a search of a person (Article 236 of the CPC 
of Ukraine “Execution of a Decision on Permission 
to Search a Person’s Home or Other Possession”4) 
to access computer systems or parts thereof, mobile 
phones (means of mobile communication) and/or SIM 

1Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
2Resolution of the Second Judicial Chamber of the Criminal Court of Cassation, Supreme Court case No. 727/6578/17. (2020, April). 
Retrieved from https://zakononline.com.ua/court-decisions/show/88749345 
3Law of Ukraine No.  1089-IX “On Electronic Communications”. (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/1089-20#Text.
4Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
5Ibidem, 2012.
6Ibidem, 2012.
7Ibidem, 2012.

cards, also involve a specialist to inspect the mobile 
terminal (mobile phone) and SIM card directly at 
the place of the search with its subsequent inspec-
tion. To carry out the relevant procedural action, the 
investigator involves a specialist in accordance with 
Part 1 of Article 236 and Article 71 of the Criminal 
Procedure Code of Ukraine5. In such a case, the inves-
tigator issues an appropriate decision in accordance 
with Part 3 of Article 110 of the CPC of Ukraine6. The 
CPC provides that during a search, an investigator has 
the right to overcome logical protection systems, re-
cord computer data in accordance with Part 6 of Ar-
ticle 236 of the CPC of Ukraine7. In case of detection 
of a mobile phone and/or SIM card during a search of 
the premises, the procedure for using a hardware and 
software complex such as Cellebrite UFED or its ana-
logue (Tara & Mishra, 2021), extracting information 
from the mobile terminal and further documenting it 
is similar to the procedural action for inspection. If 
necessary, the investigator sends a digital carrier with 
the created “image”/electronic report of the seized 
mobile phone to a specialist to analyse the informa-
tion extracted from the created “image”. 

Thus, the information provided can expand the 
procedural activities of employees of the pre-trial in-
vestigation body regarding the legally correct solu-
tion of practical issues, if a mobile phone is found 
at the place of committing a criminal offence, the 
information of which may have evidentiary value in 
criminal proceedings. The described procedure pro-
vides for proper protection of the rights of the person 
under study and compliance with legal requirements 
in the context of conducting a search, attracting a 
specialist and preserving the integrity and objectivity 
of evidence in criminal proceedings.

■ Discussion
In their publications, the researchers carried out a 
comparative study of the means of extracting (cop-
ying) forensic information (computer data) from 
mobile terminals, in the field of electronic commu-
nication and information systems, which may be of 
practical importance. H. Bowling et al. (2023) con-
ducted a detailed forensic analysis of the Microsoft 
Teams programme on Windows 10, iOS, and Android 
operating systems for investigators (detectives) to 
recover forensic data from the Teams programme. 
The software used was checkra1n 0.12.2, as well as 

https://zakon.rada.gov.ua/laws/show/4651-17%23Text
https://zakononline.com.ua/court-decisions/show/88749345
https://zakon.rada.gov.ua/laws/show/1089-20%23Text
https://zakon.rada.gov.ua/laws/show/1089-20%23Text
https://zakon.rada.gov.ua/laws/show/4651-17%23Text
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TWRP, a tool that allows installing firmware from 
unidentified developers. To extract information from 
mobile phones with the iOS and Android operat-
ing systems, the Cellebrite UFED 4pc hardware and 
software package version 7.42.0.82 and the magnet 
AXIOM Examine analytics tool were used. During 
this analysis, it turned out that when the memory 
capacity of a mobile phone is larger than the capa-
bilities of a hardware and software complex, simul-
taneous physical extraction of information is almost 
impossible. Therefore, the researchers suggest using 
other methods for extracting and analysing data from 
mobile communications. However, their proposed 
method is difficult to use in practice.

By analysing and comparing the most common 
mobile forensic tools used to extract information 
from electronic information devices and systems, 
such as FTK Imager, Encase, Paladin Suite, Celleb-
rite, Oxygen forensic tool, and Tableau hardware, 
the researchers concluded that the FTK Imager image 
processing programme is simpler and faster to use 
than EnCase. It was found that the Cellebrite UFED 
hardware and software suite is better than the Ox-
ygen forensic tool in terms of ease of maintenance, 
although it is almost identical in terms of technical 
capabilities (Tara & Mishra, 2021). H. Kayabaş & 
G. Tuna (2023) emphasised the importance and ne-
cessity of using Cellebrite hardware and software 
complexes with UFED 4pc software by investigators 
or/or specialists during pre-trial investigations. The 
researchers’ proposal is related to the fact that the 
Cellebrite UFED hardware and software package uses 
software to extract (copy) important data from a mo-
bile phone, which can later help law enforcement of-
ficers establish the facts of a person’s involvement in 
the commission of a criminal offence. For example: 
phone books, photos, videos, text messages, call logs, 
ESN and IMEI data, and then collects the data in a 
report for research and evidence collection. The issue 
of the effectiveness of using tools by specialists to ex-
tract digital information from mobile communication 
tools was also considered by S. Saleem et al. (2016). 
Their research was based on the use of a mathemat-
ical method for evaluating the Cellebrite UFED and 
MSAB XRY hardware and software complexes. The 
results of the comparison showed that XRY in most 
cases met the performance and compliance require-
ments better than UFED.

P. Wang et al. (2018) investigating the effective-
ness of using forensic methods for extracting digital 
information from mobile devices, proposed to use 
different hardware and software complexes simulta-
neously. Their opinion is based on the fact that each 
complex has its own advantages and disadvantages. 
Combining two complexes with different capabil-
ities can provide maximum results, that is, remove 
information from devices as much as possible. This 

conclusion was made as a result of empirical data 
demonstrating the advantages of integrating the 
strengths of two different hardware and software 
complexes, such as Cellebrite UFED 4pc and Oxygen 
Forensics. Therefore, they tend to take an integrated 
approach to the capabilities of mobile forensic tools 
through their combined use.

Studying the practical application of hardware 
and software complexes for extracting information 
from devices, the researchers propose to expand the 
possibilities of using Cellebrite UFED and MSAB XRY 
hardware and software complexes for obtaining data 
from fitness bracelets (Kobets, 2023). This is due to 
the fact that fitness bracelets can store such data as a 
person’s location (GPS), speed, and pulse at a certain 
time, i.e., their psychological state. If a suspect who 
was caught at the scene of a criminal offence, or was 
at a distance from the scene of the accident, a smart 
watch or fitness bracelet can be found using a hard-
ware and software complex, which may later have 
evidentiary value in criminal proceedings (Williams 
et al., 2021). Getting information from mobile phones 
such as iPhones with the iOS operating system has 
certain difficulties, especially when it comes to social 
media applications. To solve this problem, M.S. Al-
Faaruuq & D.F. Priambodo (2022) suggest using tools 
such as Cellebrite UFED 4pc, Oxygen Forensic Detec-
tive, FTK Imager, and Autopsy. The result of using 
such tools has high indicators.

When using software products of social networks, 
information fingerprints remain in mobile phones, 
which in certain situations may be of interest to law 
enforcement officers, according to Y. Keim et al. 
(2022). To obtain the necessary data, the research-
ers carried out a forensic analysis. At the same time, 
Magnet AXIOM Process and Cellebrite UFED 4pc tools 
were used to obtain the necessary information from 
the mobile phone for data collection, as well as Mag-
net AXIOM Examine and DB Browser for SQLite for 
analysis and reading. Investigating the problem of 
extracting mobile forensic evidence, S. Perumal et al. 
(2017), G. Dorai et al. (2018) conducted comparative 
studies of open-source software to extract deleted data, 
and extract other important information from a mo-
bile phone with the Android operating system. Consid-
ering the issue of facilitating the work of individuals 
who collect, store and use forensic (digital) evidence, 
the researchers propose to create such a forensic tool 
as the Forensic Evidence Acquisition and Analysis Sys-
tem (FEAAS). This system consolidates the evidence 
into a readable report that identifies user events (e.g., 
logging in or out of a device) and what triggered the 
event (or the use of an IOS mobile phone application).

In the process of studying social networks that 
are used to spread false information, extremist ide-
ologies, etc., there is a problem of extracting and 
recording such illegal distribution. The result of this 
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study showed that some apps store unencrypted user 
information on devices, such as usernames, phone 
numbers, email addresses, posts and comments, and 
private chat messages. In addition, the authors dis-
covered some security vulnerabilities that allow us-
ers to upload data that was supposed to be private 
(for example, sent private images) without authenti-
cation or authorisation by other users. To solve this 
problem, H. Johnson et al. (2022) suggest using the 
Alternative Social Networking Applications Analysis 
Tool (ASNAAT), which automatically responds to 
criminally relevant data from alternative social me-
dia technologies when presented with a forensic im-
age of a mobile device.

Studying the issues of extracting and analysing 
data from cell phones, I. Idris et al. (2016) suggest 
obtaining the necessary information for investigation 
from SIM and USIM cards using appropriate soft-
ware tools. The above analysis of the use of forensic 
methods and tools for the extraction and analysis of 
forensic significant information from mobile commu-
nication tools provides investigators and specialists 
with the opportunity to navigate and make a choice, 
that is, which tools are best used to obtain informa-
tion from modern devices and systems.

■ Conclusions
The study has developed a method for obtaining (ex-
tracting) digital (electronic) information from mobile 
phones using forensic software tools. This process is 
very important for law enforcement agencies, as it al-
lows obtaining evidence from mobile phones during 
the investigation of criminal proceedings. The meth-
odology includes the use of technical capabilities of 
special equipment and software for receiving and 
processing information from mobile phones. The law 
also sets out the procedure for processing this infor-
mation at the scene of a criminal offence for further 
use as evidence in criminal proceedings.

Procedural actions are given during which the 
investigator can initiate the use of a hardware and 
software complex such as Cellebrite UFED or its an-
alogues to extract information from a mobile phone 
and/or SIM cards found at the incident scene during 
such investigative (search) actions as inspection and 
search. A procedural sequence of actions of investi-
gators during the pre-trial investigation of criminal 

offences related to obtaining the necessary informa-
tion (computer data) from a mobile phone has been 
developed, which provides for the creation of an 
“image”/electronic report of available information, 
which is recorded on a material digital medium in 
the form of a file, fixed with a mathematical electronic 
label in the form of a checksum. 

Considering legal discussions about the inadmis-
sibility of evidence when receiving information from 
mobile terminals seized from detained persons sus-
pected of committing a criminal offence, investigators 
substantiated the legality of using hardware and soft-
ware complexes such as Cellebrite UFED or its ana-
logues to extract information from mobile phones. The 
reasoning is based on a comment on the decision of the 
Supreme Court of Ukraine of the panel of judges of the 
Criminal Court of Cassation in case No. 727/6578/17 
of April 15, 2020. For an in-depth understanding of 
such an investigative (search) action as the inspection 
of objects and computer data, in accordance with Ar-
ticle 236 of the CPC of Ukraine, and considering the 
technical features of the operation of a mobile phone 
found at the scene, the concept of “inspection of ob-
jects”, “computer data”, “data”, which may be rele-
vant in criminal proceedings, is considered.

The scientific originality of the study lies in the 
fact that it offers a sequence of actions of the in-
vestigator in case of detection of a mobile phone at 
the scene and a procedural procedure for extracting 
(copying) information (computer data) from this de-
vice, using the technical capabilities of the hardware 
and software complex. The provided scientific and 
methodological recommendations in the process of 
presenting the main material can form the methodo-
logical basis for the effective detection and investiga-
tion of criminal offences of this nature. An important 
factor is the cooperation of practitioners and the sci-
entific community on new software complexes, the 
development of innovative methodologies, the con-
duct of individual forensic studies, and the launch of 
the latest technologies.
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■ Abstract. The relevance of the study is conditioned by the rapid development of the social and state system. 
Considering the development of political, economic, and social levels of life, and the issues of considering 
public opinion and raising the level of legal awareness of the public in the medical industry arise. The purpose 
of the study was to apply a correlation comparison of legal and medical sciences, and their combination with 
the subsequent use of applied legal dialectics in the sub-branch of medical law knowledge. To achieve this goal, 
the following methods were used: dialectical, logical and general scientific (observation and generalisation). 
The analytical processing of statistical information material from the medical sector is reflected in law-making 
and rule-making processes and acts, and is considered in the case law of the national level based on the 
decision of the European Court of Human Rights. Legal monitoring of officials authorised at the state level, 
practical interest of public organisations and certain segments of the population stimulated the innovative 
development of media-communicative content, which aims to convey the necessary materials of the legal 
component in the medical sphere in an adapted form. Such an example is the final products of thematic media 
content. The Academy of the National Health Service of Ukraine has developed useful resources supplemented 
by an electronic periodical. The specific feature and significance of the state course for the development of 
the medical industry in the legal sense are reflected in the specially developed material and the procedure 
for its submission, given the insufficient level of legal education in the potential audience. An innovation of 
development is the presentation of specific and significant legal and medical materials in a form adapted for 
perception and understanding and in a simplified form. The results of mastering the information resource 
of the medical legal field are of practical importance if it is used by consumers of medical services, medical 
personnel and the state – the body that monitors the relationship between doctors and patients
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■ Introduction
In the context of European integration, foreign ex-
perience is borrowed at the state level. Due to rapid 
changes in legislation, civil society and medical pro-
fessionals are experiencing a problematic issue of 
lack of awareness of the legal and regulatory frame-
work in the medical industry. Ignorance of the legal 
regulation of the medical industry can become a real 
practical problem due to the lack of understanding 
by medical personnel of certain aspects of the on-
set of liability, including criminal and administrative 
liability for certain types of actions. The lack of un-
derstanding on the part of society in the person of 
potential patients of a certain procedure for applying 
to medical institutions, the lack of understanding of 
the importance of medical documentation, and the 
lack of data on the procedure for defending personal 
interests serve as obstacles in reflecting the positive 
dynamics of the development of the medical indus-
try, its digitalisation and bringing it to the level of 
international standards (Demchenko, 2009).

The relevance of the study lies in the investigation 
of the issue of liability of medical workers. The issue 
has been considered by such Ukrainian researchers 
as R.V. Veresha (2014) and S.R. Dutchak (2018). In 
their papers, researchers covered problematic issues of 
increased criteria and requirements for the subjective 
composition and subjective side of the crime. There 
were proposals for codification and creation of a set of 
laws and regulations in the medical industry. National-
level researchers investigate the positive aspects of the 
impact of legal regulation of the medical industry.

The European judicial system considers socially 
significant disputes at the practical level, the subject 
of which is the protection of a doctor’s business rep-
utation based on the results of spreading negative in-
formation (Bogomazova, 2020). However, an essential 
fundamental and weighty criterion for building a legal 
and impartial democratic society, with its further de-
velopment and improvement, is the presence of stable 
stages, with a sign of a certain hierarchy in terms of 
applying certain legal norms. Foreign researchers have 
expressed their thoughts on the historical relationship 
between medical and legal sciences. Even the primi-
tive aspects of medicine in the Far East required legal 
regulation (Yang & Zhou, 2023). The achieved levels 
of development of Far Eastern medical science are pro-
tected by law due to their social significance (Fu et al., 
2023). The European Health Data Space (EHDS), an 
ecosystem consisting of rules, common standards and 
practices, infrastructure and management structure, is 
subject to medical legal regulation. In modern Europe, 
the Data Governance Act (DGA) is legally defined in 
terms of protecting the personal data of clinical trial 
participants (Lalova-Spinks et al., 2023). 

1Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.

Modern medical science uses the biomedical level 
with the borrowing of bio-jurisprudence, studies the 
impact on the development of bioethics principles, 
and uses the results obtained in judicial practice 
(Tarasevich, 2023). These results are of great impor-
tance in practice, but the methods of communicat-
ing with medical personnel and potential patients do 
not reach a significant level. Access to information 
materials in sufficient volume is provided to a lim-
ited number of subjects of disposal of such informa-
tion. The legal procedure for using the medical legal 
mechanism is not fully established.

The need to develop medical legal norms is con-
ditioned by the desire for a social democratic system, 
which is characterised by rule of law in terms of its 
application by society on a voluntary and equal ba-
sis, without the constant application of imperative 
coercion by the state. Legal awareness is a significant 
lever in the social “mechanism” for the implemen-
tation of personal interests. The right to health care 
and proper treatment is guaranteed to individuals at 
the state level, is an inalienable right, and is consoli-
dated in the Basic Law of Ukraine1. 

The search for an information approach to 
medical professionals and their patients remains 
relevant. Communicating reliable content of legal 
significance in terms of preventing the possibility 
of undesirable types of disciplinary, administrative, 
and criminal liability due to non-compliance with 
the established procedure for performing the duties 
assigned to a medical worker is of great importance. 

The purpose of the study is to compare legal and 
medical sciences, to combine them with further ap-
plication, systematisation, and use of the informa-
tion component of scientific theoretical and prac-
tical provisions, including legislative provisions of 
legal norms. In accordance with the above, an as-
sumption (hypothesis) is made regarding the onset 
of significant benefits for civil society and the state 
from the dispositive settlement of potential conflict 
situations in the medical field by independently 
mastering the necessary medical information and le-
gal resources by the parties to the doctor-patient re-
lationship. The use of a mandatory punitive method 
and the search for those responsible by the state in 
the event of adverse cases loses its effectiveness. 
Thus, the state can use the released time and human 
resources for the development of socially significant 
criteria and industries.

■ Materials and Methods 
In the course of the study, the data analysis method 
was used to process the materials of the paper. 
Correlation analysis was applied to the combination 
of two separate doctrines – medicine and law – into 
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a specific sub-branch of medical law. In order to 
identify the correlation between the application of 
a combination of legal norms and medical science, 
the national regulatory framework has been devel-
oped, in particular: the Law of Ukraine No. 1629-IV 
of November 04, 2018 “On the National Programme 
for Adaptation of the Legislation of Ukraine to the 
Legislation of the European Union1; Order of the 
Ministry of Health of Ukraine No. 95 of Febru-
ary 16, 2009 “On Approval of Documents on Qual-
ity Assurance of Medicines”, namely: guidelines of 
ST-N of the Ministry of Health 42-4.0:2008 “Medi-
cines. Good Manufacturing Practice”, guidelines of 
ST-N of the Ministry of Health 42-7.0:2008 “Med-
icines. Good Clinical Practice”, guidelines of ST-N 
of the Ministry of Health 42-5.0:2008 “Medicines. 
Good Distribution Practice”2; Council Directive 
75/318EEC of 20 May 1975. “On the Approxima-
tion of the Laws of Member States Relating to Analyt-
ical, Pharmaco-Toxicological and Clinical Standards 
and Protocols in Respect of the Testing of Proprie-
tary Medicinal Products”3; EU directive 2004/9/EU 
of 9 June 1988 “On Inspection and Verification of 
Good Laboratory Practice”4. 

An important information basis of the research 
was the results of the analysed studies, namely by: 
Z.I.Y. Gharaibeh (2022), V. Kononenko & M. Demura 
(2021). Moreover, a fundamental information base 
consisted of the results of researchers in the practical 
field of activity. P.H. Davydov & K.D. Yurchenko 
(2020), N. Antoniuk (2020). 

To achieve this goal, the study used: dialectical and 
logical methods of scientific cognition. Using dialec-
tical and logical methods in combination with the 
theoretical method of scientific cognition, the main 
structured information blocks were considered. Cor-
relation analysis was applied in terms of combining 
legal and medical doctrines in the subject of research. 
Using the observation method, practical statistical ob-
servations of the current clinical study were carried 
out. The method of dialectical logic of cognition was 
applied at the theoretical level of the material process-
ing. The methodological basis for the application of 
the dialectical method with subsequent assimilation 
and processing of information resources by identifying 
significant aspects of the legal field with subsequent 
application of legal norms through comparison  – 
an empirical general scientific method of research, 

1Law of Ukraine No. 1629-IV “On the National Programme for the Adaptation of the Legislation of Ukraine to the Legislation of the 
European Union”. (2018, November). Retrieved from https://zakon.rada.gov.ua/laws/show/1629-15#Text.
2Order of the Ministry of Health Protection of Ukraine No. 95 “On the Approval of Documents on Quality Assurance of Medicinal 
Products”. (2009, February). Retrieved from https://zakon.rada.gov.ua/rada/show/v0095282-09#Text.
3Council Directive No. 75/318/EEC “On the Approximation of the Laws of Member States Relating to Analytical, Pharmaco-Toxicological 
and Clinical Standards and Protocols in Respect of the Testing of Proprietary Medicinal Products”. (1975, May). Retrieved from  
https://op.europa.eu/en/publication-detail/-/publication/845d1ac1-0b12-4d7f-8cbc-821ae51a6b2d/language-en.
4Directive No. 2004/9/EC “On Inspection and Verification of Good Laboratory Practice (GLP) (Codified version)”. (2004, September). 
Retrieved from https://www.eumonitor.eu/9353000/1/j4nvk6yhcbpeywk_j9vvik7m1c3gyxp/vj3ecgdi4vz1.
5Case No. 22750/02 “Benderskyi v. Ukraine”. (2007, November). Retrieved from https://zakon.rada.gov.ua/laws/show/974_313#Text.

in the medical field were legal acts, information 
resources of foreign origin, and research papers. 

■ Results and Discussion
The study considered the state of development of 
medical law in Ukraine. Positive changes have been 
established in the context of reducing the manipula-
tion of personal rights on both sides. Due to the lack 
of legal information in the medical sector, medical 
personnel and civil society have an insufficient level 
of legal awareness of the medical industry. 

Foreign experience in the context of applying 
national-level medical law

As a natural consequence of European integration, 
foreign medical legal experience is being adopted. 
Based on the study of the case No. 22750/02 “Bend-
ersky V. Ukraine”5 and the trials of war crimes be-
fore the Nuernberg Military Tribunals under Control 
Council law (1949), it was established that there are 
clear regulatory rules and procedures for their im-
plementation. The law defines acts that are criminal-
ised and incompatible with medical ethics, and as a 
result, make it impossible for a person to perform 
medical duties in the professional field.

Indicators of empirical observations, in particular 
in the framework of the EX9924-4473 Soul study by 
the Danish pharmaceutical company Novo Nordisk as 
of November 14, 2022, may indicate a relatively high 
level of consciousness of medical personnel and citi-
zens of foreign countries. As of November 14, 2022, 
within the framework of the international clinical 
study of the Danish pharmaceutical company Novo 
Nordisk, 9 651 participants were registered in the 
clinical study of semaglutide (a cardiovascular drug 
that in some cases contributes to the reduction and 
control of body weight of a patient with type 2 diabe-
tes mellitus) and other components within the frame-
work of the Soul clinical study, which is represented 
in Ukraine by the LLC “Novo-Nordisk Ukraine” on a 
global scale. This number is 101.0% of the planned 
number of 9 555 participants. According to official 
data: the number of withdrawn participants is “0” 
persons (0%); the number of persons participating in 
the study is 7 344 persons (participants), the num-
ber of cases that failed is 1 499 participants, the 
named statistics are given on the date of November 
14, 2022 (Articles of association, n.d.; EX9924-4473: 

https://zakon.rada.gov.ua/laws/show/1629-15#Text
https://zakon.rada.gov.ua/rada/show/v0095282-09#Text
https://op.europa.eu/en/publication-detail/-/publication/845d1ac1-0b12-4d7f-8cbc-821ae51a6b2d/language-en
https://www.eumonitor.eu/9353000/1/j4nvk6yhcbpeywk_j9vvik7m1c3gyxp/vj3ecgdi4vz1
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Semaglutide…, 2020; Soul: Semaglutide cardiovas-
cular…, 2022).

The EX9924-4473 Soul study is conducted on 
a global scale: in South and North America, South 
Africa, Europe, and Asia. It is clear that a sponsor, 
a medical (pharmaceutical) company, interacts with 
medical laboratories to submit and receive test re-
sults within a clinical trial. This approach is quite 
logical and understandable, because foreign pharma-
ceutical laboratories are equipped at a high innova-
tive level in accordance with international standards 
adopted by the international community (EX9924-
4473: Semaglutide…, 2020).

At the national level, this clinical trial is con-
ducted in compliance with the norms and conditions 
of the clinical protocol for the treatment of diabetes 
mellitus (type II) (Unified clinical protocol for pri-
mary and secondary (specialised) medical care. Type 
2 diabetes mellitus)1. The above indicates that it is 
advisable for medical personnel to master the legal 
norms of the medical field of clinical trials in order 
to prevent the possibility of adverse consequences in 
terms of disciplinary, administrative, and criminal 
offences or crimes.

Positivist aspects and media communication 
channels of legal regulation of the medical industry

The absence of mandatory training of medical per-
sonnel participating in clinical (medical) research 
at the national level in legal norms and standards 
in clinical activity reduces the level of development 
of clinical trials in contrast to the mentioned one. 
Medical personnel involved in clinical trials receive 
comprehensive training on the medical aspects of 
the study with elements of legal regulation. Such 
classes are conducted by the sponsor of the medi-
cal study.The community’s attitude to medical in-
novation plays an important role in formulating a 
conscious public attitude to the legal development 
of the medical industry. The correct communication 
to the civil society of the importance of medical re-
search and the need for its existence for the inno-
vative development of the state, without distortion 
of information material, serves as a significant con-
tribution to the development of the medical legal 
field at the national level. At the national level of 
medical legal science, there is a lack of informative 
material regarding innovative legal regulation of 
the medical industry.

1Law of Ukraine No. 1118 “On the Approval and Implementation of Medical and Technological Documents on the Standardisation of 
Medical Care for Type 2 Diabetes”. (2012, December). Retrieved from https://zakon.rada.gov.ua/rada/show/v1118282-12#Text.
2Law of Ukraine No. 537-V “On the Basic Principles of Information Society Development in Ukraine for 2007-2015”. (2007, January). 
Retrieved from https://zakon.rada.gov.ua/laws/show/537-16#Text.
3Declaration “On Principles of International Law Concerning Friendly Relations and Cooperation Among States in Accordance with the 
Charter of the United Nations”. (1971). Retrieved from https://digitallibrary.un.org/record/202170.
4Law of Ukraine No. 3175-IV “On Recommendations of Parliamentary Hearings on Development of the Information Society in Ukraine”. 
(2005, December). Retrieved from https://zakon.rada.gov.ua/laws/show/3175-15#Text.

Considering the reforms at the national level, 
medicine as a branch of science is keeping up with 
modern innovations. Section 2 of the Law of Ukraine 
“On the Basic Principles of Information Society De-
velopment in Ukraine for 2007-2015”2 states that 
the main task of developing the information society 
is to help everyone, based on the widespread use of 
modern information and communication technolo-
gies, to be able to create information and knowledge, 
use and exchange them, produce goods and provide 
services, fully realising their potential, improving the 
quality of their life and contributing to the sustain-
able development of the country based on the goals 
and principles proclaimed by the United Nations in 
the Declaration of Principles3. In accordance with the 
plan of action developed at the World Summit on the 
Information Society (2003), Resolutions of the Verk-
hovna Rada of Ukraine dated December 1, 2005 “On 
Recommendations of Parliamentary Hearings on De-
velopment of the Information Society in Ukraine”4, 
building an information society is a global challenge 
for the new millennium.

The search for opportunities to convey informa-
tive legal material to healthcare professionals and their 
potential patients remains relevant. Ultimately, crimi-
nal law and criminal procedure are special branches of 
legislation and are not necessarily studied by society. 
To create digitalisation and informatisation of civil 
society, adhering to the main directions of the state 
policy aimed at accelerated development and imple-
mentation of information and telecommunications 
technologies, to increase the availability of medical 
care, and patient safety means proving efficiency 
and optimising the work of all components of the 
industry. To create the conditions for a modern in-
formation and communication infrastructure for the 
introduction of insurance medicine and to implement 
the digitalisation of the healthcare industry, the gov-
ernment developed and implemented an electronic 
system for the registration and exchange of medical 
information between healthcare institutions, facili-
ties, and organisations. 

For the first time in Ukraine, in 2009-2013, a sys-
tem of medical data exchange between medical insti-
tutions using information and telemedicine technol-
ogies was implemented and put into operation. The 
following innovations were introduced: electronic 
patient cards and standard statistical forms on elec-
tronic information carriers were put into operation; 

https://digitallibrary.un.org/record/202170
https://zakon.rada.gov.ua/laws/show/995_c57
https://zakon.rada.gov.ua/laws/show/3175-15
https://zakon.rada.gov.ua/laws/show/3175-15
https://zakon.rada.gov.ua/laws/show/3175-15
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medical and preventive healthcare institutions were 
provided with internet access; regional training sem-
inars were introduced for system administrators, 
responsible managers of medical and preventive in-
stitutions on the organisation and operation of local 
electronic systems for registration and exchange of 
medical information. The system of medical data ex-
change between medical institutions using informa-
tion and telemedicine technologies significantly sim-
plified the work with documents and facilitated the 
processing of medical data, created for the rational 
collection, storage, and accumulation of data in the 
medical industry1.

Innovations in the medical segment of the 
economic market

In order to fulfil the basic principles of the develop-
ment of the information society in Ukraine for 2007-
2015, for the purpose of the functioning of the elec-
tronic system of registration and exchange of medical 
information between institutions and organisations 
of the healthcare system, the electronic patient regis-
ter was launched at the state level on June 6, 20122. 
In accordance with paragraphs 5 and 7 of the resolu-
tion “On Approval of the Regulation on the Electron-
ic Register of Patients”, the electronic patient register 
is an information resource of the Ministry of Health, 
which is maintained using Information technologies, 
electronic document management and electronic dig-
ital signature. On May 25, 2018, the resolution on 
the electronic patient register became invalid due to 
the adoption of a resolution of the Cabinet of Min-
isters of Ukraine dated April 25, 2018 No. 411 “On 
Some Issues of the Electronic Health Care System”, 
which approved the procedure for the functioning of 
the electronic healthcare system3. 

Within the meaning of the law of Ukraine on 
criminal liability, a person of a patient – a volunteer, 
patient, or other person who has applied for med-
ical care under the Criminal Code of Ukraine can 
qualify as a victim, an injured person, and therefore, 
fall under the existing elements of criminal offences 
(Veresha, 2006). The patient (clinical trial volunteer) 
as a direct victim of the crime was identified as the 
primary subject for criminal legal assessment, and a 
special subject of criminal violation of patient rights 
was identified – a medical professional (member of 
the research team), as well as persons equated to 
them and admitted to medical practice in accordance 

1Law of Ukraine No. 675 “On Approval of the Branch Programme “Electronic System of Registration and Exchange of Medical Information 
Between Institutions, Institutions and Organisations of the Health Care System”. (2008, November). Retrieved from https://zakon.rada.
gov.ua/rada/show/v0675282-08#Text.
2Resolution of the Cabinet of Ministers of Ukraine No. 546 “On Approval of the Regulation on the Electronic Register of Patients”. (2012, 
June). Retrieved from https://zakon.rada.gov.ua/laws/show/546-2012-п#Text.
3Resolution of the Cabinet of Ministers of Ukraine No. 411 “On Some Issues of the Electronic Health Care System”. (2018, April). 
Retrieved from  https://zakon.rada.gov.ua/laws/show/411-2018-п#Text.
4Criminal Code of Ukraine. (2001, April). Retrieved from  https://zakon.rada.gov.ua/laws/show/2341-14#Text. 

with the current legislation of Ukraine. The form of 
culpability in case of violation of the patient’s rights 
is mixed: the attitude of a medical professional to the 
violation of the patient’s rights itself can be either 
intentional or negligent.

The Criminal Code of Ukraine includes articles 
that contain a disposition, hypothesis, and sanction 
for actions for which criminal liability in the med-
ical industry may occur in the performance and/or 
improper performance of obligations imposed on em-
ployees by a medical industry. Certain articles of the 
Criminal Code of Ukraine directly establish the re-
sponsibility of a medical worker in relation to actions 
clearly defined by the Criminal Code of Ukraine. A 
certain action is characterised by the features of sev-
eral articles of the Criminal Code of Ukraine. Some-
times, it is not immediately possible to trace the com-
ponents of a crime. An example of this is the criminal 
law qualification in relation to Articles 140, 142, and 
321-2 of the Criminal Code of Ukraine4. It is impor-
tant to remember that the subject matter of proof of 
all four constituent elements of a criminal act may 
change during the process of proof. Each circum-
stance and their totality can be important, which can 
affect the qualification of the action. Due to the busy 
work schedule, constant changes and reforms, and 
the factor of performing complex and responsible 
work of an intellectual level with the use of practical 
skills, medical industry workers may have difficulties 
in finding, mastering, and assimilating legal infor-
mation. The main theoretical provisions serve as a 
fundamental basis for hypothesising the expediency 
of applying correlation analysis to a combination of 
two sciences – medical and legal. The application of 
the general scientific empirical method was reflected 
in the practical processing of the medical database 
of the ongoing clinical study with the participation 
of international-level volunteer patients with the in-
volvement of persons who meet the selection criteria 
at the national level in an official manner. 

In the process of providing recommendations 
for improving the criminal law policy in the field of 
countering violations of patient rights, in order to de-
velop the medical sphere at the international level, a 
hypothesis was put forward about the effectiveness 
of applying to persons who have violated the estab-
lished procedure for conducting medical activities 
with the onset of serious consequences, deprivation 
of the right to hold positions or engage in professional 
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activities. It is proposed to provide at the level of 
the provisions of Part 1 of Article 55 of the Criminal 
Code of Ukraine the possibility of applying a penalty 
in the form of deprivation of the right to engage in 
professional activity by a special subject of a crime in 
the sense of holding a certain position and engaging 
in professional activity.

Prevention of criminal and administrative 
offences in the medical industry
Aspects of medical law in the context of levelling 
the criminal liability of medical workers by applying 
methods of preventive legal nature of the medical in-
dustry have become the subject of discourse of scien-
tists. A. Mykolayenko & O. Lemeshko (2016) consid-
ered legal issues of violation of the right to free med-
ical care. V. Galay (2007) analysed the protection of 
patients’ rights in the human rights mechanism in 
Ukraine. Yu. Shopina (2020) examined the criminal 
liability of a medical or pharmaceutical worker for 
committing a crime related to the performance of 
professional duties. S.V. Vasyliev (2021) investigat-
ed the possibility of introducing a legal framework 
for the implementation of European legislation reg-
ulating the creation of innovative medicines at the 
national level. L.O. Hala (2022) conducted a histor-
ical analysis of the development and development of 
good clinical practice. D. Bogomaz & O. Nikiforova 
(2022) considered the legal aspects of emergency 
medical care and pre-medical care.

Among the foreign authors who devoted atten-
tion and time to the issue of research in this area is 
A.M.J. ten Have Henk (2009). The issue medical errors 
were considered by D.L. Weatherspoon & T.H. Wyatt 
(2012) and Y. Brazier (2017). Human rights through 
the prism of the components of comprehensive health 
care were studied by A. Stefano & M. Thérèse (2023). 
The legal determinants of the proper development of 
the health care system have not been fully explored, as 
noted by M. Thomson (2022).

The authors of this study agree with 
A. Mykolayenko & O. Lemeshko (2016) in terms of 
the expediency of covering theoretical legal prob-
lems of the medical industry. Of rational importance 
is the establishment by L.O. Hala (2022) of the le-
gal connection between the historical aspects of the 
development of medical science and the legal con-
ditions for the existence of medical science as such. 
The scientific developments of Yu. Shopina (2020) 
appear to be somewhat incomplete due to insuffi-
cient disclosure of special provisions of the criminal 
liability act. In terms of the focus of S.V. Vasyliev’s 
(2021) research, it is necessary to apply transitional 
provisions and stages of implementation of the latest 
procedures. V. Galay (2007) mainly focuses on the 
interpretation of regulatory aspects of patient protec-
tion. In an indirect sense, from this perspective, the 

person of a medical professional seems to be always 
responsible in unfavourable conditions and conflict 
situations. After comparing this approach, the author 
of this study suggests that rational truth should be 
sought with impartiality.

The author shares the opinion of D. Bogomaz & 
O. Nikiforova (2022) on the positivist approaches 
of absolute assumption of freedom of speech in the 
medical field. It seems logical to refer to the judicial 
practice of the European Court of Human Rights in 
terms of considering the issue of spreading negative 
information about a doctor and making value judg-
ments about their practical activities. The question 
raised by A.M.J. ten Have Henk (2009) in publicist 
scientific references to normative achievements of bi-
omedical ethics is relevant. Borrowing ethical rules is 
appropriate because of their uniformity and recogni-
tion in the civilised world.

Applying the theoretical aspects of the study by 
D.L. Weatherspoon & T.H. Wyatt (2012), it seems im-
portant to make a proposal for the development of 
a simulation of theoretical and practical level with 
the plots of criminal cases and situational tasks for 
health care professionals. Such theoretical and legal 
resources and their practical solution in educational 
languages in a potential sense form the starting point 
for modelling the legal consciousness of medical pro-
fessionals. The fundamental thoughts of Y. Brazier 
(2017) in dogmatic approaches and the search for 
specifics through the interpretation of concepts em-
bedded in criminal law are relevant.

The author agrees with A. Stefano & M. Thérèse 
(2023) and M. Thomson (2022) in terms of the sig-
nificance of social determinants of health, given that 
it is necessary to pay attention to the lack of research 
of the institute of legal determinants at the national 
level. Borrowing the complex components of funda-
mental historical and ethical aspects in combination 
with the fundamental legal values of the modern 
global level, in contrast to the activities of the men-
tioned researchers, it is necessary to make proposals 
regarding the consideration of existing legal mecha-
nisms and medical elements from the standpoint of 
deepening into the criminal legal component. Even 
considering the existence of a single desire to im-
prove the quality of medical services and the deliv-
ery of information data in relation to medicine from 
the point of view of legal sciences, as of 2023, there 
is no unified legal position and established practice 
regarding the combination of legal sciences and the 
medical industry. Thus, it can be assumed that such 
ambiguity in the interpretation of medical and legal 
positions is conditioned by a significant amount of 
informative data that is the basis for the develop-
ment of both sciences – law and medicine.

In the study by O. Baranov (2023), in the field of 
problematic aspects of public law, the latest ways of 
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using artificial intelligence are considered. Issues re-
lated to the introduction of artificial intelligence re-
late to the medical industry through the introduction 
of computerised databases. Improper use of databases 
by a healthcare professional may result in admin-
istrative, disciplinary, criminal, and other types of 
liability. The informative material provided in the 
aforementioned paper, if adapted by specifying it in 
terms of medical activities with the provision of spe-
cific criminal law provisions, can be used to inform 
healthcare professionals. 

The authors, providing informative materials, 
mostly prefer to present the material in a professional 
medical language with a publicist emphasis on the 
specifics of the medical industry in combination with 
legal norms without considering the criminal legal 
discourse. This approach reflects the legal context 
of the material in an indirect meaning in relation 
to the norms of criminal law, without summing up 
the results by providing recommendations in terms 
of summing up significant components to a rational 
conclusion of their application in a procedural crimi-
nal format. Legal professionals, such as: I.Y. Senyuta 
(2018) and O.V. Ustymchuk (2018), outlining aspects 
of medical legal norms, largely focus on normative 
information of general importance without providing 
specifics to a specific area of medical activity by im-
proving the relationship between legal and medical 
sciences. The above means that informative material 
presented in scientific journals to a certain extent 
divides the target audience into separate segments. 
Some of the scientific and publicistic material will 
be useful for medical personnel, while the other part 
will be understandable to legal specialists.

Communicating legal norms that are relevant for 
medical science, given the specifics of the medical 
industry, is a fundamental lever for the development 
of medical activities and updating the sub-branch of 
medical law. Non-application and/or non-compli-
ance with the norms and regulations of law in medi-
cine lead to the connection of the administrative re-
source of the medical industry management body. As 
a last resort, the norms and provisions of the Crim-
inal Code of Ukraine and the Criminal Procedure 
Code of Ukraine are used with subsequent negative 
consequences.

Therefore, the popularisation and dissemination 
of an adapted format of information material of a 
specific legal category in the medical field will serve 
as a preventive component for averting offences and 
misdemeanours in medical activities. By participat-
ing in clinical trials, the researcher will be able to 
get acquainted not only with the clinical criteria for 
rational conduct of medical research, but also re-
ceive practical material adapted for a person without 
legal education of the legal component of the the-
matic area. Detailed information will save medical 

professionals from having to independently identify, 
systematise, and predict the legal consequences of 
their professional activities.

■ Conclusions
The use of digitalisation of the medical industry oc-
curs with its reform in order to increase the legal 
awareness of medical workers and the public com-
munity. In order to develop civil society, strengthen 
public security, and improve public services, it is 
advisable to combine the capabilities of the media 
communication space with the beginning of the func-
tioning of public media. Special attention should be 
paid to the development of a procedure for conducting 
preventive measures in terms of informing about the 
possibility of criminal liability in the medical industry.

A scientific fact is the phenomenon of the actual 
application of a combination of legal and medical 
aspects not only at the scientific level, but also in 
the daily activities of lawyers and medical workers. 
The combination of purely legal branches of knowl-
edge with other types of sciences occurs through 
the reform of the social structure at the state level 
and through the interest of the masses, for example, 
in the case of commercialisation of certain types of 
work, and the provision of services in those areas 
that may require additional development due to so-
cial significance and economic interest.

Trends in the application of material norms in 
practice directly depend on the chosen dynamic 
method of their application. Due to the importance of 
the medical segment and the existence of a rational 
search for the proper application of the implementa-
tion procedure and legal mechanism in order to meet 
the needs of stakeholders and population groups of 
the modern state, there is a tendency for further de-
velopment of medical law. In order to develop and 
promote practical application, the combination of le-
gal and medical norms is of fundamental importance 
for the element of theoretical awareness of this seg-
ment. In other words, it is essential to inform civil 
society through media communication channels. As a 
result, there is a statement about the authenticity of 
the existence of medical legal norms, the lack of their 
proper consideration and attachment of true impor-
tance to them due to the low level of awareness of the 
group of interested and potentially interested persons 
concerned with the procedure for exercising the right 
to provide and receive medical care. The presence of 
media pluralism at the national level has been estab-
lished. Due to the multiplicity of communicative possi-
bilities of social significance, the delivery of the neces-
sary information seems possible and appropriate. The 
theoretical significance of recognising the existence of 
medical legal norms and consolidating them in spe-
cific forms of medical law is a fundamental block of 
knowledge that can serve for the benefit of the rule of 
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law state and civil society, and provide development 
to the medical segment. The scientific value of the pa-
per is reflected in the originality of the fundamental 
criterion for presenting information materials of the 
legal nature of the medical segment with their adap-
tation for civil society and doctors, healthcare work-
ers, and medical personnel. The fundamental task is to 
formulate an information theoretical resource and its 
further application by practical skills.

The originality of this study consists in combin-
ing separate aspects of the two sciences into a legal 
sub-branch, with the possibility of applying its pro-
visions at the practical level. A significant need to 
popularise a socially significant segment of medical 
legal norms is the lack of awareness of participants 
with the legal procedure for exercising their rights 
and obligations at a sufficient level.

The study results are reflected in the establishment 
of the regularity of the legal relationship between two 
doctrines – legal and medical, and in tracing the causal 
relationship between the application of legal science in 
the medical segment and the procedure for conducting 

medical research. The findings of the study are an im-
portant criterion for the legal regulation of the med-
ical industry, as they specify and clarify the materials 
that are important in the performance of professional 
duties by a medical professional. The results can be 
used in the development of a plan to increase the legal 
consciousness of the subject of application of the de-
veloped applied provisions.
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■ Анотація. Актуальність статті зумовлена стрімким розвитком суспільного й державного ладу. З 
огляду на розвиток політичного, економічного й суспільного рівнів буття, постає питання врахування 
суспільної думки та підвищення рівня правової обізнаності громадськості в медичній галузі. Мета 
дослідження полягала в застосуванні кореляційного зіставлення правових і медичних наук, їх поєднання 
з подальшим використанням прикладної правової діалектики підгалузі знань медичного права. Для 
досягнення поставленої мети використано: діалектичний, логічний та загальнонаукові (спостереження 
та узагальнення) методи. Аналітичне опрацювання статистичного інформативного матеріалу медичної 
галузі відображається в законотворчих і нормотворчих процесах та актах, ураховується в прецедентній 
судовій практиці національного рівня з огляду на рішення Європейського суду з прав людини. Правовий 
моніторинг уповноважених на державному рівні службових осіб, практична зацікавленість громадських 
організацій та певних верств населення стимулювали інноваційний розвиток медіакомунікативного 
контенту, що має на меті в адаптованій формі доносити необхідні матеріали правової складової в 
медичній сфері. Таким прикладом можуть слугувати кінцеві продукти медійного контенту тематичного 
напряму. Академія Національної служби здоров’я України розробила корисні ресурси, доповнені 
електронним періодичним виданням. Особливість і значущість державного курсу розвитку медичної 
галузі в правовому значенні відображаються в спеціально відпрацьованому матеріалі та порядку його 
подання, з огляду на недостатній рівень правової освіти в потенційної аудиторії. Новацією розвитку 
постає подання специфічного та значущого за змістом правового й медичного матеріалів в адаптованій 
для сприйняття та розуміння формі та спрощеному вигляді. Результати опанування інформаційного 
ресурсу медичної правової галузі мають практичне значення в разі його використання споживачами 
медичних послуг, медичним персоналом і державою – апаратом, що здійснює контроль взаємозв’язків 
між лікарями й пацієнтами

■ Ключові слова: медичний працівник; пацієнт-волонтер; медична галузь; інформатизація; суспільство; 
інформація
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■ Abstract. The Council of the European Union, by an implementing decision on March 4, 2022, put into effect 
Directive No. 2001/55/EU of July 20, 2001, on minimum standards for the provision of temporary protection 
in the event of a mass influx of displaced persons and measures promoting the balancing of efforts between 
member states to receive such persons and solving the consequences thereof. The problems of exercising the 
right to education as a natural human right by persons granted temporary protection in the European Union 
are urgent. In view of the above, the purpose of the study was to address the unique aspects of exercising 
of the right to education by persons who were granted temporary protection in the member states of the 
European Union. The methodological basis of the research is the dialectical method and methods of analysis, 
synthesis, comparison, modelling, system and functional approach, statistical, and formal legal. The paper 
defines that access to education for persons granted temporary protection in the European Union is provided 
for by Council Directive No. 2001/55/EU, according to which the member states of the European Union 
provide full access to the education system for all minors who were granted temporary protection status, 
on an equal basis with their citizens. It is noted that member states of the European Union may provide for 
restrictions on such access by the state education system. The specifics of the exercise of the right to education 
by these persons are also consolidated in the national legislation of EU member states. It was found that these 
states can provide for restrictions on access to the state education system. They also carry out procedures 
for recognising foreign diplomas, certificates, and other documents confirming the official qualifications of 
persons granted temporary protection. The practical value of the results obtained lies in the fact that they can 
be used to improve the legislation regulating the grounds and procedure for obtaining temporary protection 
for persons forcibly displaced from Ukraine in EU member states, and the specifics of exercising the rights and 
obligations by persons with temporary protection
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■ Introduction
For the first time, the international community faced 
the problems of forced migration in the early 20th cen-
tury, which were the consequences of the First World 
War, the collapse of the Ottoman Empire, and the 
revolutionary events on the territory of the Russian 
Empire. This problem became even more acute after 
the Second World War. As a result, the international 
legal institution of forced migration was created to 
address this issue, including the concept, principles, 
mechanism of international legal regulation, rights 
and obligations, grounds for recognition, etc. In the 
21st century, forced migration has acquired a new 
scale, which is associated with various international 
armed conflicts and military operations in Syria, Af-
ghanistan, Iraq, Pakistan, and other states. The full-
scale invasion of Russian troops on the territory of 
Ukraine has led to the emergence of a large number 
of forcibly displaced persons in European countries 
(The number of..., 2023). In order to adapt them in a 
short time in the states of the European Union (EU) 
a temporary protection mechanism was introduced 
under which forcibly displaced persons from Ukraine 
received a number of rights, in particular, the right 
to reside, work, education, medical care, social pro-
tection, etc.

Certain aspects of the legal status of refugees and per-
sons in need of protection were highlighted by V. Bosyi 
(2021), O. Melnichuk (2016) and Ya.P. Turetska (2019). 
These studies considered the problems of forced migra-
tion and the exercising of rights by refugees and per-
sons who have received international protection, which 
are relevant until 2022. L.V. Zabolotna & D.V. Barchuk 
(2022) analysed the legal regulation of the introduction 
of martial law in Ukraine and the resulting problems 
it in the field of education. A. Osler (2020), analys-
ing changes in migration patterns in Europe, revealed 
their impact on education and the growing number of 
migrants and refugees seeking asylum in Europe as a 
result of regional conflicts and global inequality. The 
researcher examined the European standards and pol-
icy framework for education and migration, and the 
specifics of their implementation in policy and practice 
at the national and subnational levels. He identified 
contradictions between the establishment of European 
standards in the field of human rights and democracy 
and the responsibilities of national governments in the 
field of migration and education, including education 
for citizenship.

M. Dei et al. (2019) examined universal and re-
gional instruments for the protection of refugees’ right 

1Council Directive No. 2001/55/EU “On Minimum Standards for Giving Temporary Protection in the Event of a Mass Influx of Displaced 
Persons and on Measures Promoting a Balance of Efforts Between the Member States in Receiving Such Persons and Bearing the 
Consequences Thereof”. (2001, July). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32001L0055.

to education and analysed obstacles to exercising refu-
gees’ right to education, in particular, such as language 
barriers, lack of documents, lack of qualified teachers, 
lack of classes, child labour, young marriages, parents’ 
unwillingness to educate their children, etc., and sug-
gested ways to improve its practical implementation. 
Z. Erdoğan (2023) analysed the problems of refugees’ 
access to higher education during the Syrian crisis, 
which have not lost their relevance in relation to the 
Ukrainian crisis. The authors of this study agree with 
the researcher’s opinion on the need to support coun-
tries and donors to ensure equal opportunities for ref-
ugees to access higher education.

The purpose of the study was to analyse the spe-
cifics of exercising the right to education by persons 
granted temporary protection in EU member states.
In the process of preparing the paper, the following 
tasks were identified:

1. Analysis of the state of affairs in the field of edu-
cation for persons in the status of temporary protection 
in EU member states: problems and achievements.

2. Legal aspect: comparison of the legal frame-
work and legal protection of educational rights for 
persons granted temporary protection in different 
countries of the European Union.

3. Socio-cultural challenges and adaptation: the im-
pact of cultural and social factors on educational oppor-
tunities for persons with temporary protection status.

■ Materials and Methods
The methodological basis of this study was a sys-
tem of scientific methods for understanding legal 
processes, including the dialectical method, which 
allowed analysing the mechanism for obtaining tem-
porary protection for displaced persons. The herme-
neutic method was used to interpret legal acts and 
decisions of the European Court of Human Rights 
(ECHR) and statements of representatives of EU bod-
ies and public authorities of individual EU member 
states regarding the full-scale invasion and support 
of the people of Ukraine, and the specifics of provid-
ing temporary protection to displaced persons from 
Ukraine. With the help of an axiological approach, 
legislative initiatives of EU institutions and individ-
ual EU member states to improve legislation regulat-
ing the criteria and procedure for granting temporary 
protection to persons displaced from Ukraine to EU 
countries were analysed.

The principle of scientific objectivity allowed 
considering the whole set of factors affecting the im-
plementation of Council Directive No. 2001/55/EU1, 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32001L0055
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and is impossible without moving from the abstract to 
the concrete, from the simple to the complex. The use 
of induction and deduction helped identify and sys-
tematise the rights and obligations of persons granted 
temporary protection in the EU, in the field of educa-
tion, and analyse the forms of their implementation. 
Using the statistical method, the number of displaced 
persons from Ukraine as a whole to European coun-
tries, as well as to each EU country separately, was 
analysed. The structural and functional method was 
implemented by determining the legal status of per-
sons granted temporary protection in the EU. This 
method was used to analyse the system of rights and 
obligations of displaced persons from Ukraine in the 
field of education, and the characteristics of their im-
plementation in certain EU countries. This approach 
was used to establish differences in the organisation 
of the procedure for obtaining temporary protection 
and exercising the right to education of persons with 
temporary protection in individual EU member states.

The comparative legal method revealed common 
and distinctive features of the legislation regulating the 
procedure for obtaining temporary protection in the 
EU. The comparative legal method was used to analyse 
laws and regulations on cooperation between Ukraine 
and EU member states regarding the legal status of 
persons from Ukraine who were granted temporary 
protection in the EU, for example, in the field of ed-
ucation. The use of this method was necessary when 
comparing the features of exercising the right to edu-
cation of persons forcibly displaced from Ukraine to 
the EU. The use of the formal legal method contributed 
to the systematisation and periodisation of scientific 
views on the legal nature of the concept of “tempo-
rary protection” and the study of the legal regulation 
of the right to education by persons granted tempo-
rary protection in the EU. A special place was given 
to the axiological approach, which provided valuable 
ideas about the criteria and conditions for temporary 
protection of displaced persons from Ukraine to the EU 
and the specifics of exercising the right to education.

1Council Implementing Decision (EU) No. 2022/382 “On Establishing the Existence of a Mass Influx of Displaced Persons from Ukraine 
Within the Meaning of Article 5 of Directive 2001/55/EU, and Having the Effect of Introducing Temporary Protection”. (2022, March). 
Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022D0382&from=EN.
2Council Directive No. 2001/55/EU “On Minimum Standards for Giving Temporary Protection in the Event of a Mass Influx of Displaced 
Persons and on Measures Promoting a Balance of Efforts Between the Member States in Receiving Such Persons and Bearing the 
Consequences Thereof”. (2001, July). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32001L0055.
3Ibidem, 2001.
4Ibidem, 2001.
5Resolution of UN General Assembly No. 217 A(III) “On Universal Declaration of Human Rights”. (1948, December). Retrieved from 
https://zakon.rada.gov.ua/laws/show/995_015#Text.
6Resolution of UN General Assembly No. 2200 A(XXI) “On International Covenant on Economic, Social and Cultural Rights”. (1966, 
December). Retrieved from https://www.ohchr.org/sites/default/files/cescr.pdf.
7Resolution of UN General Assembly No. 44/25 “On Convention on the Rights of the Child”. (1989, November). Retrieved from  
https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-rights-child.
8World Declaration No. ED/2005/ME/H/1 “On Higher Education for the XXI Century: Vision and Action”. (1998, October). Retrieved 
from https://www.ohchr.org/en/resources/educators/human-rights-education-training/16-world-declaration-higher-education-twenty-
first-century-vision-and-action-1998.

Thus, the use of general, special and separate 
scientific methods allowed characterising the specif-
ics of exercising the right to education by persons 
granted temporary protection in EU member states.

■ Results
EU Council Implementing Decision 2022/382 
of 04 March 20221 enacted Council Directive2 
No.  2001/55/‌EU for the first time, which was the 
response of EU member states to the military ag-
gression against Ukraine and the solution of the 
problems of the influx of forcibly displaced persons 
from Ukraine and the implementation of the tempo-
rary protection procedure. Temporary protection is 
a special form of international protection used as a 
result of the massive influx of displaced persons and 
should provide immediate and collective protection, 
that is, without the need to consider individual appli-
cations, for displaced persons who are unable to re-
turn to their country of origin. The Council Directive 
No. 2001/55/EU3 is of a recommendatory nature for 
EU member states, except Denmark. In turn, in com-
pliance with the provisions of this Directive, Iceland, 
Norway, and Switzerland have introduced similar 
provisions in their national legislation. As a result, 
each EU member state has established the duration 
and conditions for granting temporary protection in 
its national legislation pursuant to Council Directive 
No. 2001/55/EU4.

The right to education as one of the natural hu-
man rights is consolidated in international regula-
tions, in particular, the Universal Declaration of Hu-
man Rights, adopted by the UN General Assembly 
resolution of December 10, 19485; The International 
Covenant on Economic, Social and Cultural Rights, 
adopted by the UN General Assembly on December 
16, 19666; The Convention on the Rights of the Child, 
adopted by the UN General Assembly Resolution 
of November 20, 19897; The World Declaration on 
Higher Education for the XXI Century, adopted by 
UNESCO in 19888; Recommendation on science and 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022D0382&from=EN 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32001L0055
https://zakon.rada.gov.ua/laws/show/995_015%23Text
https://www.ohchr.org/sites/default/files/cescr.pdf
https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-rights-child
https://www.ohchr.org/en/resources/educators/human-rights-education-training/16-world-declaration-higher-education-twenty-first-century-vision-and-action-1998
https://www.ohchr.org/en/resources/educators/human-rights-education-training/16-world-declaration-higher-education-twenty-first-century-vision-and-action-1998
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scientific researchers (1974); Convention Against 
Discrimination in Education, 19601; etc.

The 1948 Universal Declaration of Human Rights 
provides for the right of everyone to education2. Ar-
ticle 13 of the International Covenant on Economic, 
Social and Cultural Rights of 1966 stipulates that 
“Education shall be directed to the full development 
of the human personality and to the strengthening 
of respect for human rights and fundamental free-
doms. It shall promote understanding, tolerance and 
friendship among nations, racial or religious groups, 
and shall further the activities of the United Nations 
for the maintenance of peace”3. Protocol No. 1 to the 
European Convention on Human Rights4 singles out 
the right to education as the only social right for which 
legal protection is created and confirms its extremely 
important place and role in the system of modern 
democratic values. Considering the above factor, it 
was determined that no one can be denied the right 
to education. Since human rights belong to every in-
dividual without exception, it should be remembered 
that the enjoyment of human rights precludes any 
discrimination. Thus, according to the provisions of 
the Convention against Discrimination in Education, 
adopted on 14 December 1960 by the United Nations 
General Conference on Education, Science and Culture 
at its 11th session, the concept of “discrimination” en-
compasses “includes any distinction, exclusion, limita-
tion or preference which, being based on race, colour, 
sex, language, religion, political or other opinion, na-
tional or social origin, economic condition or birth, 
has the purpose or effect of nullifying or impairing 
equality of treatment in education”5.

In pursuance of the provisions of the above-men-
tioned international instruments on the right to edu-
cation, the EU member states have adopted similar 
articles in Council Directive No. 2001/55/EU6. Ac-
cess to education is regulated by Article 14 of this 
Directive, according to which the member states of 
the European Union provide full access to the edu-
cation system for all minors who have acquired tem-
porary protection status, on equal grounds with their 
citizens. EU member states may provide for restric-
tions on such access by the state education system. 

1Convention of United Nations General Conference on Education, Science and Culture No. 995_174 “On Recommendation Against 
Discrimination in Education”. (1960, December). Retrieved from https://zakon.rada.gov.ua/laws/show/995_174#Text.
2Resolution of UN General Assembly No. 217 A(III) “On Universal Declaration of Human Rights”. (1948, December). Retrieved from 
https://zakon.rada.gov.ua/laws/show/995_015#Text.
3Resolution of UN General Assembly No. 2200 A(XXI) “On International Covenant on Economic, Social and Cultural Rights”. (1966, 
December). Retrieved from https://www.ohchr.org/sites/default/files/cescr.pdf.
4Law of Ukraine No. 3436-IV “On the Ratification of the Convention on the Protection of Human Rights and Fundamental Freedoms of 
1950, the First Protocol and Protocols No. 2, 4, 7 and 11 to the Convention”. (2006, March). Retrieved from https://zakon.rada.gov.ua/
laws/show/475/97-%D0%B2%D1%80#Text.
5Convention of United Nations General Conference on Education, Science and Culture No. 995_174 “On Recommendation Against 
Discrimination in Education”. (1960, December). Retrieved from https://zakon.rada.gov.ua/laws/show/995_174#Text.
6Council Directive No. 2001/55/EU “On Minimum Standards for Giving Temporary Protection in the Event of a Mass Influx of Displaced 
Persons and on Measures Promoting a Balance of Efforts Between the Member States in Receiving Such Persons and Bearing the 
Consequences Thereof”. (2001, July). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32001L0055.
7Ibidem, 2001.

In addition, Part 2 of Article 14 of this Directive pro-
vides that EU member states can grant adults who 
enjoy temporary protection access to the general ed-
ucation system7. These states also carry out proce-
dures for recognising foreign diplomats, certificates, 
and other documents confirming the official qualifi-
cations of persons granted temporary protection.

Despite the interstate regulation of these issues, 
each state that is a member of the European Union 
independently determines the specifics of obtaining 
education by persons who were granted temporary 
protection. For example, in the Republic of Poland 
(RP), which has hosted the largest number of forcibly 
displaced persons from Ukraine, children who were 
granted temporary protection receive the right to free 
education at the primary school and gymnasium lev-
els. Children between the ages of 7 and the end of high 
school, but not older than 18, must receive an educa-
tion. For example, as of February 14, 2023, according 
to the system of educational information (SIO), there 
were 43.8 thousand children from Ukraine in pre-
school education institutions of the RP who arrived 
after February 24, 2022, 116.8 thousand in second-
ary education institutions, 27.2 thousand in lyceums, 
technical and vocational schools, as well as 1 792 
teachers from Ukraine, of which 1 120 arrived in the 
RP after February 24, 2022 (Summary of the..., 2023).

In the RP, there are two learning models to choose 
from, in particular: a) a model for including students 
from Ukraine in the Polish education system; b) a 
model for continuing distance learning in Ukraine 
if possible. Therefore, parents or guardians decide 
which form of education to choose (Yablonska-Bonsa, 
2022). If the first model of education was chosen for 
children who received temporary protection in the 
RP, the position of “teacher’s assistant” was created 
in the Polish school system to facilitate the adapta-
tion of schoolchildren from Ukraine. It is usually oc-
cupied by teachers from Ukraine who were granted 
temporary protection and know the Polish language 
at a sufficient level for communication and can help 
students who have little or no knowledge of Polish. 
In the second case, children who were granted tem-
porary protection in the RP and do not want to study 

https://zakon.rada.gov.ua/laws/show/995_174%23Text
https://zakon.rada.gov.ua/laws/show/995_015%23Text
https://www.ohchr.org/sites/default/files/cescr.pdf
https://zakon.rada.gov.ua/laws/show/995_174%23Text
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32001L0055
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in Polish educational institutions have the right to 
continue their studies in Ukrainian educational insti-
tutions using distance learning technologies. One of 
the parents or persons who replace them are required 
to submit a declaration to the municipal property au-
thority of the RP stating that the child continues to 
study in Ukraine1.

Both models have their own advantages and dis-
advantages. In particular, some Ukrainian children 
joined the educational institutions of the RP in the 
middle of the school year; significant differences in 
the curricula between the RP and Ukraine; the lan-
guage barrier faced by Ukrainian children; it is psy-
chologically difficult for children to accept the new 
reality, survive the horrors of war and perceive the 
new environment. Another problem in the field of 
education of persons granted temporary protection 
in the RP is related to the continuation of education 
by students of grades 8, 9, and 11 of Ukrainian edu-
cational institutions. On March 21, 2022, the Law of 
Poland “On the Organisation of Education, Upbring-
ing and Care of Children and Youth Who are Citizens 
of Ukraine” was adopted2, which amended the Law 
of Poland “On Education” of December 14, 20163, 
and the conditions for passing exams in the 8th grade 
and the final school examination for students from 
Ukraine have been regulated (Yablonska-Bonsa, 
2022). In addition, language courses are held in edu-
cational institutions of the RP, as in other EU states, 
for children and adults with temporary protection. 
The above-mentioned problems are also typical for 
persons who were granted temporary protection in 
other EU member states.

For example, in Belgium, schooling for persons be-
tween the ages of 6 and 18 is compulsory and free, 
regardless of their status, including those who were 
granted temporary protection. For persons over the age 
of 18, regional employment centres organise special 
trainings and language courses, which are held free of 
charge. Therefore, minor citizens of Ukraine who come 
to Belgium are required to register with an education-
al institution within 60 days. If there are no available 
places in the school, the administration must provide 
a certificate of registration to the person accompany-
ing the child. Some educational institutions have a 
special initiative called “DASPA” aimed at accepting, 

1Law of Poland No. 59 “On Education”. (2016, December). Retrieved from https://isap.sejm.gov.pl/isap.nsf/DocDetails.
xsp?id=wdu20170000059.
2Regulation of the Minister of Education and Science No. 645 “On the Organisation of Education, Upbringing and Care of Children and Youth 
Who are Citizens of Ukraine. (2022, March). Retrieved from https://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=WDU20220000645.
3Law of Poland No. 59 “On Education”. (2016, December). Retrieved from https://isap.sejm.gov.pl/isap.nsf/DocDetails.
xsp?id=wdu20170000059.
4Law of France No. 89-486 “On Education Orientation”. (1989, July). Retrieved from https://www.legifrance.gouv.fr/loda/id/
JORFTEXT000000509314/.
5Law of Austria No. 100/2005 “On Granting Asylum”. (2005). Retrieved from https://www.refworld.org/cgi-bin/texis/vtx/rwmain/
opendocpdf.pdf?reldoc=y&docid=5c8628c54.
6Law of Austria No. 92 “On the Temporary Right to Residence of Immigrants from Ukraine”. (2022, March). Retrieved from  
https://www.ris.bka.gv.at/GeltendeFassung.wxe?Abfrage=Bundesnormen&Gesetzesnummer=20011842.

educating, and integrating newly arrived children. 
This programme provides supervision of the child for 
one week to 12 months (maximum 18 months) to help 
them adapt and integrate into the Belgian educational 
system (Check-list of minimum..., 2021).

The Law of France “On Education Orientation”4 
lacks provisions that regulate education for refugees 
and persons granted temporary protection. At the 
same time, the legislation provides for compulsory 
school education for refugees and persons under tem-
porary protection aged from 6 to 16 years. Primary 
schools accept applications for education through the 
municipality, and senior schools accept applications 
directly at the school that is closest to the child’s 
place of residence. If the child speaks French at a 
sufficient level for learning, the assessment of their 
knowledge will be supervised by the Information 
and Advice Centre. If a child does not have sufficient 
French language skills, they are supervised by the 
Academic centres for the education of newly arrived 
allophone children and children from non-sedentary 
families (CASNAV) (Enroll your children..., 2022). 
Special French language courses are organised for 
such children to promote their integration into the 
language environment.

The learning process for children between the 
ages of 16 and 18 is more complex, as they are re-
quired to be admitted to schools. They can take 
French language courses organised by charitable 
foundations, but the situation depends on the mu-
nicipality where the child resides. In the Republic of 
Austria, the right to temporary protection is provided 
for in Article 62 of the Law “On Granting Asylum” 
of 20055 and the Decree of the Federal Government 
of Austria “On the Temporary Right to Residence of 
Immigrants from Ukraine” dated March 11, 20226. 
According to these regulations, minors who arrived 
in Austria from Ukraine have the right to free educa-
tion and all the rights that children of the host state 
have. In turn, all children living in Austria who turn 
6 years old on or before September 1 are required to 
receive general secondary education. In addition, in 
Austria, school attendance is mandatory until the age 
of 16, so displaced minors are allowed to study in 
educational institutions at their place of residence or 
in another place defined by law.

https://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=wdu20170000059
https://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=wdu20170000059
https://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=WDU20220000645
https://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=wdu20170000059
https://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=wdu20170000059
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000000509314/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000000509314/
https://www.refworld.org/cgi-bin/texis/vtx/rwmain/opendocpdf.pdf?reldoc=y&docid=5c8628c54
https://www.refworld.org/cgi-bin/texis/vtx/rwmain/opendocpdf.pdf?reldoc=y&docid=5c8628c54
https://www.ris.bka.gv.at/GeltendeFassung.wxe?Abfrage=Bundesnormen&Gesetzesnummer=20011842
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In the Federal Republic of Germany, Article 24 
of the Law “On the Legal Status of Foreign Citizens”1 
defines the conditions and procedure for obtaining 
temporary protection for displaced persons from 
Ukraine in connection with the military aggression of 
the Russian Federation. General German school edu-
cation is compulsory and free of charge and provides 
for the full integration of foreign arrivals. At the ini-
tial stage, foreign children who do not speak German 
can be enrolled in the so-called integration classes, 
where training is focused on mastering the German 
language by applicants, which further provides for 
transfer to regular German-language classes. To ap-
ply to the school, a minor must be registered with 
the coordination office in the area where they reside. 
In addition, preschool-age children have the right to 
attend preschool institutions if they are vaccinated 
against COVID-19 and if there are vacancies.

In summary, in order to promote faster adapta-
tion of Ukrainian children to education in schools 
of the European Union member states, a practical 
guide with pictograms was developed. This manual is 
aimed at overcoming language barriers and the first 
difficulties in communication (English-Ukrainian pic-
tograms..., 2022). In addition, EU member states are 
developing various measures to facilitate the adapta-
tion and integration of minors in forced displacement 
into the European education system. The problems of 
forced migration have always attracted public atten-
tion, and therefore, require their own scientific sub-
stantiation and recognition. They became particularly 
relevant in 2022-2023, when millions of residents of 
Ukraine were forced to leave the country to escape 
the hostilities. In these circumstances, EU Council 
Implementing Decision 2022/382 of 04 March 2022 
enacted Council Directive No. 2001/55/EU, which 
consolidates the rights of persons granted temporary 
protection in EU countries, including the right to ed-
ucation2. The authors of this study share the views of 
H.M.-E. Khen (2023) on the establishment of a trust 
fund to compensate states affected by armed conflict 
and use it to restore the right to education. It is also 
necessary to develop a joint system of measures with 
EU member states to return to Ukraine persons who 
have received education in EU countries after the end 
of hostilities in order to restore and develop the state. 
Some aspects of the legal situation of refugees and 
persons in need of protection are considered in the 
following studies.

H.M.-E. Khen (2023) draws attention to the 
problems of protecting the rights of children during 

1Law of the Federal Republic of Germany No. 24 “On the Legal Status of Foreign Citizens” (2022). Retrieved from https://kiew.diplo.de/
ua-de/service/05-VisaEinreise/faq-finanzen---66-68aufenthg/1289754.
2Council Directive No. 2001/55/EU “On Minimum Standards for Giving Temporary Protection in the Event of a Mass Influx of Displaced 
Persons and on Measures Promoting a Balance of Efforts Between the Member States in Receiving Such Persons and Bearing the 
Consequences Thereof”. (2001, July). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32001L0055.
3Ibidem, 2001.

armed conflicts, and the specifics of exercising their 
right to education. Analysing empirical data on vio-
lations of the right to education, the researcher offers 
recommendations for improving the activities of the 
international community in the field of education 
and proposes a mechanism for creating a trust fund 
to compensate states affected by armed conflict, and 
its use to restore the right to education. The studies 
by T. Blashchuk & H. Myronova (2022), P. Jurs & 
I. Neimane (2020) are devoted to the problems of 
exercising the right to education. Some aspects of ac-
cess to education by refugees and persons granted 
protection in EU countries are revealed in studies by 
foreign researchers that analyse obstacles to educa-
tion for refugee and migrant children (Yeo & Yoo, 
2022; Van Esveld, 2023). The specifics of exercis-
ing the right to education as one of the fundamental 
human rights provided for by international acts are 
considered by K. Willems & J. Vernimmen (2018), 
A.N. Esteban (2020).

J.  Zajda & S. Ozdowski (2017), analysing the 
causes of migration, examine the problems of the 
right to education of school-age children of refugees 
and asylum seekers from African countries living in 
Israel and suggest ways to improve it. O. Sosnina et al. 
(2021) examine international aspects of protecting 
the rights of victims of the armed conflict in eastern 
Ukraine. M.À. Essomba (2017) reveals certain aspects 
of the exercising of the right to education for children 
and youth from refugee families in Europe. The re-
searcher notes that the actual exercising of the right 
to education for asylum seekers and refugees is the 
result of a complex combination of factors related to 
the asylum process: demographic, psychological, eco-
nomic, legal, and sociological. As of 2023, researchers 
are just beginning to consider the features and mech-
anism of implementation of the EU Council Directive 
No. 2001/55/EU on minimum standards for provid-
ing temporary protection in cases of mass influx of 
displaced persons and on measures to maintain a bal-
ance in the efforts of member states in connection with 
the reception and consequences of such reception of 
July 20, 20013. A. Pokrason et al. (2022) analyse the 
problems of legal regulation of temporary protection 
in the European Union countries. Also noteworthy 
are the studies by M. Hrushko & K. Dymova (2022), 
Y.  Yablonska-Bonsa (2022) and O.  Malynovska 
(2022). EU Council Directive No.  2001/55/EU pro-
vides for full access to the education system for all 
minors who have been granted temporary protection 
status on an equal basis with EU citizens. The right to 

https://kiew.diplo.de/ua-de/service/05-VisaEinreise/faq-finanzen---66-68aufenthg/1289754
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https://www.webofscience.com/wos/woscc/general-summary?queryJson=%5B%7B%22rowBoolean%22:null,%22rowField%22:%22ED%22,%22rowText%22:%22Zajda, J%22%7D%5D&eventMode=oneClickSearch
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education as one of the constitutional human rights 
and its comparative legal analysis in foreign countries 
have been studied by O. Melnichuk & M. Melnichuk 
(2019) and O. Pyzhov (2023).

The above approaches are not universal in na-
ture, but they could significantly help in solving 
such a complex problem on the scale of the Russian-
Ukrainian war. Analysing the conducted research on 
the features of exercising the right to education by 
persons granted temporary protection in EU mem-
ber states, it is important to pay attention to several 
key elements that are of great importance for under-
standing and analysing this topic.

1. Context of migration and conflict: In or-
der to analyse the effectiveness of the considered 
approaches, it is necessary to consider the context of 
the Russian-Ukrainian war. Armed conflict, internally 
displaced persons and refugees create a unique situa-
tion that may differ from other migration situations.

2. International obligations: Evaluation of the ef-
fectiveness of approaches should consider the inter-
national obligations to which EU member states are 
bound, including international law on refugee pro-
tection and human rights in general.

3. EU directives: It is important to analyse the im-
plementation of specific EU directives, in particular, 
Council Directive No. 2001/55/EU, which regulates 
the temporary protection of persons during mass dis-
placement1.

4. Legal status and access to education: The study 
should consider how the legal status of persons who 
were granted protection affects their educational op-
portunities in EU member states.

5. Obstacles and challenges: It is important to 
identify obstacles that people with temporary protec-
tion face when trying to access education. This can 
include language barriers, cultural differences, lack 
of recognition of documents, etc.

6. Recommendations and improvements: It is 
important to pay attention to the recommendations 
proposed in various studies to improve the exercise 
of the right to education for the target group. These 
recommendations can be useful for developing poli-
cies and programmes.

7. Comparison with practice: It is important 
to compare the results of the study with the actual 
practice of implementing education for people with 
temporary protection in the framework of the Rus-
sian-Ukrainian war. This can help determine how well 
the proposals and recommendations meet real needs.

In general, the study provides a valuable contri-
bution to understanding the problem and possible 

1Council Directive No. 2001/55/EU “On Minimum Standards for Giving Temporary Protection in the Event of a Mass Influx of Displaced 
Persons and on Measures Promoting a Balance of Efforts Between the Member States in Receiving Such Persons and Bearing the 
Consequences Thereof”. (2001, July). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32001L0055.

ways to improve the implementation of the right to 
education for persons granted temporary protection 
in EU member states. However, the successful imple-
mentation of these approaches may depend on many 
factors that should be considered when developing 
and implementing policies and programmes. As of 
2023, there are still many problems in the field of 
education of persons with temporary protection that 
need to be addressed and regulated. The includes 
the improvement of the mechanism for recognising 
educational documents issued in Ukraine in the EU 
countries. Another problem is the regulation of the 
mechanism for obtaining education for children with 
temporary protection simultaneously in Ukraine and 
EU countries (especially students in grades 9 and 11). 
The last unresolved issue is improving the implemen-
tation of the right to education for preschool and pri-
mary school children staying in an EU country with 
one of their parents, and deepening language integra-
tion courses for students.

Summing up the above information, it can be con-
cluded that the study of the problems of forced migra-
tion has always aroused considerable public interest 
and required scientific substantiation and analysis. In 
a special context for Ukraine, this topic became impor-
tant in 2022-2023. Although there are already some 
studies on the exercise of the right to education, most 
of them relate to other aspects of forced migration. 
However, as of 2023, many aspects of education for 
persons with temporary protection still need to be 
improved, including the recognition of educational 
documents, improving mechanisms for obtaining ed-
ucation, and the exercise of the rights of preschool 
and primary school children. To achieve these goals, 
cooperation and improvement of legislation between 
Ukraine and the EU member states is necessary.

■ Conclusions
The study found that for children granted temporary 
protection in the Republic of Poland, the opportunity 
to continue their education is becoming important. 
This helps them adapt to their new environment and 
learn the knowledge and skills they need for their 
future. Support for the inclusion of these children in 
the Polish education system or the possibility of dis-
tance learning in Ukraine becomes the basis for their 
personal growth and integration into society.

The rights of forcibly displaced persons from 
Ukraine to temporary protection in the European Un-
ion countries, in particular, with regard to education, 
have become particularly important in the context of 
the events of 2022-2023. This made it possible not 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32001L0055
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only to avoid the threat but also to ensure the con-
tinuity of the educational process for these children, 
which contributes to preserving the educational po-
tential for the future development of Ukraine. No-
tably, the exercising of the right to education in the 
context of forced displacement has certain challenges 
and limitations. Disparity in curricula, language bar-
riers, and adaptation problems can pose some chal-
lenges for children and their families. Integration and 
training of forcibly displaced persons is becoming an 
important task both for Ukraine and for countries 
that provide them with temporary protection. Ed-
ucation systems must be continuously improved to 
ensure the quality and accessibility of education, re-
gardless of status or background.

Obtaining temporary protection for forcibly dis-
placed persons from Ukraine in the EU countries 
and related rights is important, as it provides an op-
portunity to escape from danger and continue their 

education, which is important for the post-war recon-
struction of Ukraine. Consequently, the right to edu-
cation is one of the main social categories in the hu-
man rights system and cannot be exercised without 
the participation of the state and without the creation 
of the necessary conditions by the public authorities. 
Promising areas for further research can be topical 
issues of ensuring the right to education and creat-
ing the necessary conditions for it; challenges and 
restrictions associated with the education of forcibly 
displaced children; the importance of supporting and 
integrating children with temporary protection into 
the educational system.
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Особливості реалізації права на освіту особами, які отримали 
тимчасовий захист у країнах – членах Європейського Союзу
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■ Анотація. Рада Європейського Союзу імплементаційним рішенням 4 березня 2022 року ввела в дію 
Директиву № 2001/55/ЄС від 20 липня 2001 року про мінімальні стандарти для надання тимчасового 
захисту у випадку масового припливу переміщених осіб і заходи, що сприяють збалансованості 
зусиль між державами-членами щодо прийому таких осіб та вирішення наслідків цього. Актуальними 
є проблеми реалізації особами, які отримали тимчасовий захист в Європейському Союзі, права на 
освіту як природного права людини. З огляду на зазначене, мета статті полягала в розгляді унікальних 
аспектів здійснення права на освіту особами, які отримали тимчасовий захист у країнах – членах 
Європейського Союзу. Методологічною основою дослідження є діалектичний метод і методи аналізу, 
синтезу, порівняння, моделювання, системного та функціонального підходу, статистичний та 
формально-юридичний. У публікації визначено, що доступ до освіти осіб, які отримали тимчасовий 
захист у Європейському Союзі, передбачено Директивою Ради Європейського Союзу № 2001/55/ЄС, 
згідно з якою держави – члени Європейського Союзу надають повний доступ до системи освіти для всіх 
неповнолітніх осіб, що набули статусу тимчасового захисту, на рівних підставах з їхніми громадянами. 
Зауважено, що держави – члени Європейського Союзу можуть передбачити обмеження такого доступу 
державною системою освіти. Особливості реалізації права на освіту зазначеними особами закріплено 
також у національному законодавстві держав – членів Європейського Союзу. З’ясовано, що ці держави 
можуть передбачити обмеження доступу до державної системи освіти. Також вони здійснюють 
процедури визнання іноземних дипломів, сертифікатів та інших документів, що підтверджують 
офіційну кваліфікацію осіб, які отримали тимчасовий захист. Практична цінність результатів 
дослідження полягає в тому, що їх може бути використано для вдосконалення законодавства, яке 
регулює підстави та процедуру отримання вимушено переміщеними особами з України тимчасового 
захисту в країнах – членах Європейського Союзу, а також особливості реалізації особами з тимчасовим 
захистом своїх прав й обов’язків

■ Ключові слова: біженці; європейська система притулку; права людини; міграція; навчання; воєнний 
стан; правовий статус
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